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Abstract

The security of information is an indispensable element of a communication system when
transmitted signals are vulnerable to eavesdropping. This issue is a challenging problem in
a wireless network as propagated signals can be easily captured by unauthorized receivers,
and so achieving a perfectly secure communication is a desire in such a wiretap channel.
On the other hand, cryptographic algorithms usually lack to attain this goal due to the
following restrictive assumptions made for their design. First, wiretappers basically have
limited computational power and time. Second, each authorized party has often access to
a reasonably large sequence of uniform random bits concealed from wiretappers.

To guarantee the security of information, Information Theory (IT) offers the following
two approaches based on physical-layer security.

First, IT suggests using wiretap (block) codes to securely and reliably transmit mes-
sages over a noisy wiretap channel. No confidential common key is usually required for the
wiretap codes. The secrecy problem investigates an optimum wiretap code that achieves
the secrecy capacity of a given wiretap channel.

Second, IT introduces key agreement (block) codes to exchange keys between legitimate
parties over a wiretap model. The agreed keys are to be reliable, secure, and (uniformly)
random, at least in an asymptotic sense, such that they can be finally employed in sym-
metric key cryptography for data transmission. The key agreement problem investigates
an optimum key agreement code that obtains the key capacity of a given wiretap model.

In this thesis, we study the key agreement problem for two wiretap models: a Dis-
crete Memoryless (DM) model and a Gaussian model. Each model consists of a wiretap
channel paralleled with an authenticated public channel. The wiretap channel is from a
transmitter, called Alice, to an authorized receiver, called Bob, and to a wiretapper, called
Eve. The Probability Transition Function (PTF) of the wiretap channel is controlled by a
random sequence of Channel State Information (CSI), which is assumed to be non-causally
available at Alice. The capacity of the public channel is C, € [0, 00) in the forward direc-
tion from Alice to Bob and C,, € [0,00) in the backward direction from Bob to Alice. For



each model, the key capacity as a function of the pair (G, , ;) is denoted by C (G, , C, ).
We investigate the forward key capacity of each model, i.e., CK(C'P1 ,0) in this thesis. We
also study the key generation over the Gaussian model when Eve’s channel is less noisy
than Bob’s.

In the DM model, the wiretap channel is a Discrete Memoryless State-dependent Wire-
tap Channel (DM-SWC) in which Bob and Eve each may also have access to a sequence
of Side Information (SI) dependent on the CSI. We establish a Lower Bound (LB) and an
Upper Bound (UB) on the forward key capacity of the DM model. When the model is less
noisy in Bob’s favor, another UB on the forward key capacity is derived. The achievable
key agreement code is asymptotically optimum as C, — oo. For any given DM model,
there also exists a finite capacity C’;l, which is determined by the DM-SWC, such that the
forward key capacity is achievable if C;, > C’;l. Moreover, the key generation is saturated
at capacity C, = C;l, and thus increasing the public channel capacity beyond C;l makes
no improvement on the forward key capacity of the DM model. If the CSI is fully known
at Bob in addition to Alice, C;l = 0, and so the public channel has no contribution in key
generation when the public channel is in the forward direction.

The achievable key agreement code of the DM model exploits both a random generator
and the CSI as resources for key generation at Alice. The randomness property of channel
states can be employed for key generation, and so the agreed keys depend on the CSI in
general. However, a message is independent of the CSI in a secrecy problem. Hence, we
justify that the forward key capacity can exceed both the main channel capacity and the
secrecy capacity of the DM-SWC.

In the Gaussian model, the wiretap channel is a Gaussian State-dependent Wiretap
Channel (G-SWC) with Additive White Gaussian Interference (AWGI) having average
power A. For simplicity, no side information is assumed at Bob and Eve. Bob’s channel
and Eve’s channel suffer from Additive White Gaussian Noise (AWGN), where the corre-
lation coefficient between noise of Bob’s channel and that of Eve’s channel is given by p.

We prove that the forward key capacity of the Gaussian model is independent of o.

Moreover, we establish that the forward key capacity is positive unless Eve’s channel is
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less noisy than Bob’s. We also prove that the key capacity of the Gaussian model vanishes
if the G-SWC is physically degraded in Eve’s favor. However, we justify that obtaining a
positive key capacity is feasible even if Eve’s channel is less noisy than Bob’s according to
our achieved LB on the key capacity for case (C, ,C, ) — (00,00). Hence, the key capacity
of the Gaussian model is a function of p.

In this thesis, an LB on the forward key capacity of the Gaussian model is achieved.
For a fixed A, the achievable key agreement code is optimum for any C, € [0,00) in both
low Signal-to-Interference Ratio (SIR) and high SIR regimes. We show that the forward
key capacity is asymptotically independent of C,, and A as the SIR goes to infinity, and
thus the public channel and the interference have negligible contributions in key generation
in the high SIR regime. On the other hand, the forward key capacity is a function of C,,
and A in the low SIR regime. Contributions of the interference and the public channel in
key generation are significant in the low SIR regime that will be illustrated by simulations.

The proposed key agreement code asymptotically achieves the forward key capacity of
the Gaussian model for any SIR as C,, — oo. Hence, C,. (00,0) is calculated, and it is sug-
gested as a UB on C’K(CP1 ,0). Using simulations, we also compute the minimum required
Cp, for which the forward key capacity is upper bounded within a given tolerance.

The achievable key agreement code is designed based on a generalized version of the
Dirty Paper Coding (DPC) in which transmitted signals are correlated with the CSI. The
correlation coefficient is to be determined by C), . In contrast to the DM model, the LB
on the forward key capacity of a Gaussian model is a strictly increasing function of C,,
according to our simulations. This fact is an essential difference between this model and
the DM model.

For €, = 0 and a fixed A, the forward key capacity of the Gaussian model exceeds the
main channel capacity of the G-SWC in the low SIR regime. By simulations, we show that
the interference enhances key generation in the low SIR regime. In this regime, we also
justify that the positive effect of the interference on the (forward) key capacity is generally
more than its positive effect on the secrecy capacity of the G-SWC, while the interference

has no influence on the main channel capacity of the G-SWC.
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Chapter 1
Introduction

The security of information is a challenging problem in communication systems where
transmission signals are exposed to eavesdroppers. The secure communication plays a
crucial role in a wireless network where propagated signals are easily accessible by (hid-
den) antennas of unauthorized receivers (wiretappers). Hence, a milestone in design of a
wireless communication system is to guarantee that the transmitted information over a
given communication channel [1] is reliably decoded [11[2] by authorized receivers such that
the wiretappers remain ignorant about that information after interception of transmitted
signals [3, Ch. 17].

In this thesis, we assume that the communication channels are authenticated which
means wiretappers are not able to tamper with messages, communication signals, and la-
bels of communication signals in any sense. We are also interested in scenarios with one
authorized transmitter, called Alice, and two receivers: an intended receiver, called Bob,
and a (passive) wiretapper, called Eve.

This chapter is organized as follows. We give an overview of the notion of channel
coding in Section [LII We demonstrate the concept of security in cryptography and its
advantages and drawbacks in Section [L2l We introduce the physical layer security in Sec-
tion[L.3land Section[L.4: in the former, we define wiretap channels and the secrecy problem:;

in the latter, we define the concept of key agreement problems in information theory and



privacy amplification, and we review the main related work in these fields. As this thesis
is regarding wiretap channels with random states, we introduce the fundamental classes of
state-dependent channels with the corresponding results and applications in Section [L.Al
Next, we review seminal articles and methodology in the field of state-dependent wiretap
models in Section [L.6} we then focus on wiretap models with random states. Motivations
of this work are justified in Section [.7l Also, the challenges of our models are given in this
section. In Section [[.8] we briefly express the models together with the main contributions

of this thesis. Finally, we state the organization of next chapters in Section 1.9l

1.1 Communication over Noisy Channels

In a real communication system, communication channels are often noisy. Shannon [4]
represented a mathematical model for a noisy communication channel. According to this
work, noisy channels are modeled by a set of input alphabet(s), a set of output alphabet(s),
and a probability transition function (PTF) [IH3], which expresses the probability of ob-
servation of a channel output signal given a channel input signal. As an example, the

mathematical model of a point-to-point communication channel is defined as follows.

Definition 1.1. The mathematical model of a point-to-point communication channel is
determined by triple (X", Y", Pyx), where

e 7 is the number of transmissions over the channel, or equivalently, it is called the
block length of an input vector (the input signal to the channel) and that of the
output vector (the output signal from the channel);

e X" is called an (n-tuple) input alphabet, i.e., x € X", where x is the input random
vector with length n;

e Y"is called an (n-tuple) output alphabet, i.e., y € Y" where y is the output random
vector with length n;

e Py« is called a probability transition function, which is the conditional probability

distribution function y given x.



An important class of communication channels is the class of memoryless channels [112]
in which channel output symbol at any time instant i € {1,... ,n} depends on only the
channel input symbol of the time instant ¢ and it is conditionally independent of other input
symbols and output symbols at any time 7 # i, where 7 € {1,...,n}. In the following, a

memoryless channel with finite input and output alphabets is defined.

Definition 1.2 (Discrete memoryless channel). A point-to-point channel (X", Y™, Pyy) is

called a discrete memoryless channel (DMC) [1112] if
V(x,y) € X" xY": Py(ylx) = HPY\X(?/z’|93i) ; (1.1)
i=1

where Py |x is the conditional probability of a symbol ¥ € Y given symbol X € X. Py |x
is called the probability transition function (PTF) of the DMC. For simplicity, the DMC
is characterized by triple (X, Y, Py x).

Now, assume Alice wishes to send message M through the DMC to Bob such that he
can retrieve message M with a desired level of reliability determined by average probability
of error @{M # M}. To achieve this goal, she maps M to an n—length vector x by an
(encoding) function F, which is called an encoder. Then, she sends the codeword x to Bob
by n times transmissions over the communication channel. Finally, Bob maps the received
signal y to message M by a (decoding) function D, which is called a decoder. The pair of
functions (F,D) is also referred to as a coding scheme. The mathematical model of this
communication system is sketched in Figure (I.I)) based on Shannon’s study [4].

According to Shannon’s work [4,[5], a communication channel is said to be perfectly

reliable (zero-error) if

P{M M}y =0.

Shannon [5] proved that it is possible to send a positive rate over a point-to-point DMC
with perfect reliability if and only if (iff) for every y € Y there exists (x,2') € X2, where
x # o', such that Py x(y|2")Py|x(y|x) = 0. This result shows that achieving a perfectly

reliable communication is not feasible in most channels. Hence, the asymptotic behavior
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Figure 1.1: A communication system with a point-to-point noisy channel.

of the average probability of error is considered in general to examine the reliability of a

communication system as follows.

Definition 1.3 (Asymptotic reliability (AR) condition). Let M = {1,..., [2"%]}, where
R € RTU{0} and n € IN. Assume message M € M is a uniformly distributed random
variable and RV M € M is the decoded message at Bob. Define P, o (n) = Q{M # M}.
The communication from Alice to Bob over the point-to-point channel (X", Y™ Py ) is

said to be asymptotically reliable if there exists a pair of functions (F, D) with!!

F:M—-X" (1.2a)
D:Y"— M (1.2b)
such that
T
Tim Pepror(n) = lim ] Zl P{M #i} =0, (1.3)

where M = D(y), x = F(M), and conditional probability of y given x is Py|x. Further, the
information rate R is called an achievable rate with respect to the asymptotic reliability

(AR) condition (L3]).

In information theory, a fundamental objective of channel coding problem is to find the

!The encoder and the decoder are assumed to be deterministic functions. In fact, randomization at
either the encoder or the decoder does not increase channel capacity of the point-to-point channel [3[6].
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channel capacity as follows.

Definition 1.4. (Channel capacity) The supremum of all achievable rates with respect to
the asymptotic reliability (AR) condition (3] is defined as the channel capacity of the
point-to-point channel (X", Y", Pyx).

Assuming rate R is an achievable rate, we sometimes need to examine how P, (1) — 0
as n — oo. Specially, this issue has a practical importance when a negligible positive
error is tolerable due to the application because large block length leads to delay in the
decoding step. On the other hand, a trade-off between the finite block length and the
average probability of error is an essential issue to design an encoder-decoder for a given
channel. The reliability-exponent is utilized to measure how the average probability of

error converges to zero.
Definition 1.5. The reliability condition is said to be achievable with reliability-

exponent ¢, if there exists a pair of functions (F, D) according to (.2]) such that

lim inf — log(Poysor(n)) > & (1.4)

n—00 n

As an example, the capacity and reliability-exponent of a point-to-point DMC is given
by [1,4]

C= I%axI(X; Y), (1.5)
€r = max Arg[%?i:][T(A, Px) — AR], (1.6)

where function Z(X;Y) £ Epyy(ay) (log (PY‘X(ylx))) is the mutual information function

Py (y)
between RVs X and Y, and

T\, Px) = —log <Z(Z PX(PYX)”l*)lﬂ)) : (1.7)

yeY zeX
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Figure 1.2: Shannon’s model: Noise-free secrecy system.

1.2 One-Time Pad System

The problem of secure transmission of messages, which is known as a secrecy problem, was
mathematically formulated by Shannon [7] in 1949. As shown in Figure [[.2 Shannon’s
model [7] consists of two noise-free communication channels: a main channel from Alice
to Bob, and a wiretap channel from Alice to Eve. A third party, known as a key generator,
distributes a common secret, called a key, to Alice and Bob before they launch commu-
nication such that Eve has no access to the key. In Shannon’s model [7], Alice and Bob
exploit the symmetric-key cryptography [8] to keep the data transmission secure .
Specifically, assume M, K, and CI are the message set, the key set and the cipher
set, respectively, such that each set has a fixed finite size. Also, denote the message, the
key, and the cipher, which are random wvariables (RVs), by M, K, and CI respectively.
Define the function 9, : K x Ml — CI as the encryption function at Alice and the function
9, : KxY — M as the decryption function at Bob, where Y is the output alphabet set of
the main channel.
Alice wishes to send the message M € M to Bob reliably (M = M) in the presence

of Eve such that Eve is unable to reduce her ambiguity about the message M having Z

2For definition of asymmetric key (public key) cryptography, see [9].



from the wiretap channel. To achieve this goal, Alice computes cipher CI = Q,(K, M)
and sends it to Bob. Bob, who receives Y = CI from the noise-free main channel, retrieves
the message MeM by M = Qy(K,Y). Eve obtains the same copy of the cipher as Bob
does, i.e., Z =Y = CI. Then, she does her best to reduce her level of ambiguity about
message M.

The perfect security condition guarantees that Eve is unable to reduce her ambiguity
about message M with having intercepted signal Z, no matter how much time, memory
and computational power she needs. Shannon [7] mathematically formulated this condition
by the (Shannon) entropy function [4] (see also (2.1]) and ([2.2])) as follows.

Definition 1.6 (Perfect security (Shannon’s criterion for security [7])). Recalling Shan-
non’s model in Figure[[.2] the communication system is said to be perfectly secure against

Eve, if there exist functions Q, and Q9 such that
H(M) =H(M|Z), (1.8)
where function
H(M|Z) = H(M, Z) — H(Z)

is called the equivocation function.

Shannon [7] proved that condition
H(K) > H(M) (1.9)

is a necessary condition for the perfect security of symmetric-key cryptography (Shannon’s
model in Figure [[.2)). That is, the uncertainty of the key must be at least as large as the
uncertainty of the message. Shannon [4] proved that a one-time pad system, which was
originally proposed by Vernam [10], can implement a perfectly secure communication if
a key-stream generator [8, Page 21| with H(K) = H(M) is provided. As an example of
the one-time pad system, the perfect security of Shannon’s model with Modulo-Additive

functions [8] is established in the following lemma.
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Lemma 1.1 (Modulo-Additive functions for the one-time pad system [7]). Let M = K =
{1,..., No}, where Ny € IN. Let Q, and Q, be addition functions modulo Ny B, i.e.,

CI=Q,(K,M)=K + M (mod Ny) (1.10a)
M=Q,(K,Y)=K+Y (modN,). (1.10b)

Assume that the message M € M is picked up at random according to an arbitrary distri-
bution. If K € K is a uniformly distributed random variable whose realization is given by

the key generator to both Alice and Bob, then Shannon’s model is perfectly secure according
to Definition [L4.

Although ease of implementation of the encryption and decryption functions in a one-
time pad system, distribution of a confidential key with H(K) > H(M), which demands
private channels from the key generator to Alice and to Bob, remains a challenging issue
in practice. Hence, the implementation of a one-time pad system is not usually practical.

The one-time pad system can also be exploited to provide security in a (noisy) wiretap
channel. To illustrate this idea, let us first define the (noisy) wiretap channel with one

sender (Alice) and two receivers (Bob and Eve), where Eve is a wiretapper, as follows.

Definition 1.7 (Wiretap channel). A wiretap channel with one sender (Alice) and one
main receiver (Bob) and one wiretapper (Eve) is characterized by (X", Y" x Z", Py,x),

where

e n is the block length;

e x is the channel input (from Alice), y is the first channel output (to Bob), z is the
second channel output (to Eve);

e X" is the input alphabet, i.e., x € X";

e Y" is the first output alphabet and Z™ is the second output alphabet, i.e., (y,z) €
Y™ x 77,

® Py,x is the probability transition function (PTF) of the wiretap channel.

3When Ny = 2, the addition function is called Ezclusive-OR (XOR).



j=——mm - —m - - - Key Generator f------=--------

|

1

I

KI Y .
M CrI F(CI) x D
Alice's yzlx
Encoder z [ Eves
" | Receiver

Figure 1.3: Set-up of a one-time pad system in a (noisy) wiretap channel.

The following example shows that concatenation of a one-time pad and an encoder-

decoder can provide perfect security in a (noisy) wiretap channel if condition (L9) is met.

Example 1.1. As shown in Figure[[.3] assume Alice is connected to Bob, the legitimate re-
ceiver, and to Eve, the wiretapper, through a (noisy) wiretap channel (X", Y" x Z", Py, 5x).
A uniformly distributed key K € {1,..., Ny} is provided to both Alice and Bob by a key
generator. Alice wishes to send a message M € {1,..., Ny} over the channel to Bob with
perfect security in presence of Eve. To do this, Alice, first enciphers the message M into
a cipher CI by CI = Q,(K, M) according to (LI0al); then, she encodes CI by an encoder
F into x according to ([L2a)) and sends it. Correspondingly, the receiver first decodes
the received signal y by a decoder D according to (L2D) so that he recovers his cipher
CI € M, and finally he calculates his message M = Q,(K, CI) according to (LIOH). In
this case, the communication is perfectly secure according to Definition [[L6} however, the
reliability of the communication depends on the choice of functions F and D as well as the
H(M)

communication rate =

To design a practical symmetric-key cryptographic algorithm, a key with a reasonable
size is applied which violates condition (I.9). That key must provide a given level of con-

ditional security which depends on the application and on the proficiency of the (possible)



wiretappers. That is, cryptographic algorithms are usually designed based on computa-
tional security and/or complexity of known attacks rather than the perfect security. In
these cases, eavesdroppers are assumed to be equipped with limited processing power and
time. A computationally secure algorithm is designed based on either the assumed yet
unproven hardness of a certain problem such as discrete logarithm or a proof with certain
computational restrictions. Generally, the accurate meaning of the computational security
depends on the applications for which the cryptographic algorithm is to be designed and
on the constraints assumed for wiretappers. Despite the practical benefit of such a cryp-
tographic algorithm which demands a key with a reasonable size, it might be broken some
day due to rapid growth of computational processors. Hence, these algorithms should be
maintained with new cryptographic techniques such that they fulfill the requested level of

computational security against eavesdroppers with up-to-date technologies.

1.3 Information-Theoretic Security

The perfect security in Figure [.3lis acquired by concatenation of a one-time pad system
and a channel encoder-decoder. That is, the enciphering-deciphering step is separated
from the encoding-decoding step. In Example [[.Tl the overall channel from input terminal
of the encoder to the output terminal of the decoder is assumed to be noiseless. Hence,
condition ([L9) is applied to the design of the one-time pad system in Figure [[3

Now, suppose a noisy wiretap channel in which the encoding and enciphering can be
jointly implemented in one step as well as the decoding and deciphering. The question is
if condition (L9) is still required to provide perfect security in this new model. If yes, a
perfectly secure communication system would be still practically infeasible because of the
key-distribution issue. If no, violation of condition (I.9) might result in an implementation
of a secure communication system with no key-distribution concerns.

In 1975, Wyner [I1] proved that the security@ is achievable in an asymptotic sense (see

Definition [[.§)) with no pre-shared key if Eve receives a noisy copy of Bob’s received signal

4We reserve term perfect security only for Shannon’s criterion for security given in Definition
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Figure 1.4: Wyner’s model: Degraded noisy wiretap model.

from Alice. This work justified the idea that sending a positive secure rate is possible
without using any key if Bob has an advantage over Eve. The achievable security, which
is referred to as information-theoretic security, is guaranteed even if Eve has unlimited
computational power and time. As shown in Figure [L4, Wyner’s model is based on the
fact that the legitimate receiver has a physical advantage over the wiretapper in most real
communication systems. In Wyner’s model, Bob’s advantage over Eve is that Eve receives
a degraded version [2,[6] of Bob’s signal, e.g., the eavesdropper is located further from the
transmitter than the legitimate receiver. Wyner [11] exploited this advantage rather than
a common key between Alice and Bob to securely transmit a message.

For his model in Figure[l.4], Wyner [11] assumed that the main channel and the wiretap
channel are DMCs. He developed the idea of using a (block) wiretap coding scheme to
achieve an (asymptotically) secure and reliable communication over the wiretap model.
The wiretap coding scheme consists of three components: an encoder W, a decoder D, and
a wiretap codebook [3[6], where the block length is assumed to be n. In Figure [[4 x, y,
and z are three random vectors which represent the emitted signal by Alice, the received
signal by Bob, and the received signal by Eve, respectively. An objective of the wiretap
coding scheme is to provide security in addition to reliability in an asymptotic sense.

When no security condition matters, in Section[I.I, we mentioned that the AR condition

11



is met by using a pair of suitable deterministic encoder-decoder for a given DMC from Alice
to Bob. When security is a concern in the wiretap channel, Wyner [I1] suggested using a
stochastic encode?@, where a given message M maps randomly into a codeword x from a
set of codewords according to stochastic function W. In other words, a wiretap codebook
consists of all mappings from any message to the corresponding set] of codewords such
that the total sets partition the set of all codewords in that wiretap codebook. Hence, the
randomized encoding function is represented by conditional distribution function W(x|M),
ie.,

VMeM: Y WxM)=1 (1.11)

xeXn
where the elements of matrix W(x|M) are non-negative. The role of the randomized
encoder in Wyner’s model is illustrated as follows.

The stochastic encoder encodes a message as if it adds (applies) an artificial random
noise to the output of a deterministic encoder. Bob considers this noise as extra noise on
top of noise of the main channel, and so he decodes the message from the noisy signal at
expense of loosing some portion of his achievable rate with respect to the AR condition [L.3l
However, this noise can exhaust the capacity of Eve’s channel as she receives a degraded
(noisier) version of Bob’s signal, and so she can attain no information about the message.

Motivated by Wyner [11], the security level of a wiretap channel against Eve is measured
by equivocation rate [13] (see Subsection 2.2.1]). In this thesis, we examine the security of

the communication in an asymptotic sense according to the following definition.

Definition 1.8 (Asymptotic security (AS) condition). Let M = {1,...,[2"#]}, where
R € RTU{0} and n € N. Assume message M € M is a uniformly distributed random
variable. The communication from Alice to Bob over wiretap channel (X", Y" xZ", Py,x) is
said to be asymptotically secure if there exists a stochastic function W according to (L.IT)
such that

lim ~Z(M:2) = 0. (1.12)

n—oo M,

5Tt is also known as a randomized encoder [12].
6This set is also known as a bin in information theory.
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where Z(M; z) is obtained from joint distribution function

1
P(M> Z) = M Z Pyz|x(y> Z|X)W(X|M) .
(x,y)eXn xY"

Further, rate R is said to satisfy the AS condition.

In the field of information-theoretic security, a fundamental objective of a secrecy prob-

lem is to find the secrecy capacity [11] of a given wiretap channel as introduced belowt].

Definition 1.9 (Secrecy capacity). An achievable rate R with respect to the AR condition
(C3) in Definition is called a securely achievable rate if it satisfies the AS condition
according to Definition [[.8 as well. The supremum of all securely achievable rates is called

the secrecy capacity.

Wyner [I1] characterized the secrecy capacity of a discrete memoryless wiretap chan-
nel, i.e. the main channel and the wiretap channel are both DMCs in Figure [[.4] (see
Subsection 2Z.2.1] for more details). Leung-Yan-Cheong [14] simplified the secrecy capac-
ity of Wyner’s model where both the main channel and wiretap channel are symmetric
DMCs [I, Page 94]. This secrecy capacity, which is achieved at the uniform input distri-

bution on the main channel, is simplified to
Cy =Cn — Chw (1.13)

where C,, and C,,, are the capacity of the main channel, from Alice to Bob, and the
capacity of the overall main-wiretap channel, from Alice to Eve, respectively.

As shown in Figure Leung-Yan-Cheong and Hellman [13] extended Wyner’s model
to a (physically) degrad% Gaussian wiretap channel in which the main channel and the

wiretap channel are two continuoud) memoryless (and discrete time) channels [I, Ch. 7]

"In fact, the capacity-equivocation region of the wiretap channel is the main goal of the secrecy problem
(see Subsection Z2ZT] for more details).

8See Subsection Z.2.1] for definitions of different types of degradedness.

9The input and output alphabets of a continuous channel each consist of a set of real numbers.
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Figure 1.5: The Gaussian wiretap channel.

with independent additive white Gaussian noise (AWGN) [1, Sec. 7.4]. Specifically, random
vectors g; and g), are independent Gaussian noise with independent and identically dis-
tributed (i.i.d.) components having distribution N'(0,c?) and distribution N (0,03 — o}),
respectively, where o9 > o07. Alice’s transmitter is subject to average power constraint

1E(xx") < T as well [I, Sec. 7.4]. For the Gaussian wiretap channel, the authors [13]
showed that (LI3]) holds, i.e.,

1 1—0—0—%
C, = §log oI | (1.14)

Csiszar and Korner [12] generalized Wyner’s result to a broadcast channel (BC) [21[15]
with a transmitter (Alice) and two receivers (Bob and Eve). They [12] characterized the
secrecy capacity of the BC, where both Bob and Eve decode a common message and Bob
retrieves an extra private message from his received signal. For this model, they proved

that a non-zero secrecy capacity always exists unless Eve’s channel is less noisy [16] (see
Definition 2.9]) than Bob’s channel.
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1.4 The Key Agreement Problem

Another notable problem in the field of information-theoretic security is the key agreement
problem which was introduced by Maurer [17] as well as Ahlswede and Csiszar [I8/[19]. In
this section, the concept of the key agreement problem is illustrated in Subsection [L.4.1l
Main key agreement models and related work are reviewed in Subsection Finally, the
privacy amplification is introduced in Subsection [[.4.3] for security enhancement of agreed

keys.

1.4.1 The Concept

In an information-theoretic key agreement problem, generally, some legitimate parties on
a communication network wish to share a secret (key) reliably by using a (block) key
agreement coding scheme such that wiretappers are unable to gain any information about
the key. To do this, some signals are to be communicated between authorized parties
(subject to constraints of the network) in presence of the wiretappers. This step, which is
known as key exchange, is usually performed prior to the transmission of messages. At the
end of the key exchange step, each authorized party retrieves his/her own key by decoding
total available signals at his/her terminal. The agreed keys are finally to be exploited for
symmetric-key cryptography [§] in the step of the transmission of messages [17,[18]20].
Hence, the keys are selected from a same alphabet (key) set with a finite size, which is
denoted by K in this thesis. Moreover, the agreed keys must satisfy the AR condition
and the AS condition in the same way as messages (M, M) € M? do in Definition -3 and
Definition [L.8] respectively.

Further to these two conditions, any key is required to look like a uniformly distributed
random variable as the third condition; thus, the key is often called a secure common
randomness in the literature, e.g., [3/[I8,19,21]. This condition is called the asymptotic
randomness condition (ARN) as block length n — oo. Near uniformity of a RV with a
finite size can be measured in various ways; one popular way in information theory, which

is used in our work, is to compare the entropy rate of the RV with that of a uniformly
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distributed RV with the same size [3, Ch. 17].

These conditions are clarified as follows based on the key agreement model sketched in
Figure In Figure [L.6] assume that Alice and Bob want to share a key by key exchange
over the wiretap channel (X", Y" x Z", Py,x) according to Definition [[7 as well as over
a public channel [17] (see Definition B.I] for more details). Due to the nature of a public
channel, any signal sent over this channel is accessible by Eve. Although the eavesdropper
is able to obtain the same copy of transmitted signals over the public channel, she is not
able to tamper those signals in any sense as the channel is assumed to be authenticated .
For generalization, assume that Alice, Bob, and Eve have also access to side information
a, b, and e, respectively (see Chapter [ for more details.). Let map the total signals
transmitted over the public channel to a random variable denoted by P. After the key
exchange step, Alice and Bob retrieve key K € K and K € K from all available information
at her/his terminal, respectively.

For the key exchange step an admissible key agreement coding scheme, including
encoders, decoders, key generators, and a key agreement codebook, is utilized based on
restrictions of a given model (see Chapter Bl and Chapter [ for more details and examples).
After the key exchange step, the agreed keys must satisfy the following conditions such
that they are acceptable for symmetric-key cryptography.

Definition 1.10. Assume an admissible key agreement coding scheme with key set K =
{1,...,[2"B<]}, where R, € R* U {0} and n € N. Let K € K and K € K be Alice’s key
and Bob’s key at the end of the key exchange step. The efficiency of the admissible key

agreement coding scheme is examined by the following functions.
1. The reliability of (K, K ) is measured by the average probability of error
Porror(n) 2 P{K # K}, (1.15)

which is a function of block length n.

10See [22H24] for key agreement problems over unauthenticated public channels.
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Figure 1.6: Key agreement between Alice and Bob in presence of Eve.
2. The security level of K is measured by the leakage rate
A 1
RL(n) = _I(K;Z7ev P) ) (].]_6)
n
which is a function of block length n.
3. The randomness of K is measured b
log(|K]) — H(K

n

which is a function of block length n.

A fundamental objective of a key agreement problem is to find the key capacity of a

given model according to the following definition.

"og(|K|) — H(K) = Dk 1.(Pk||P)), which is Kullback-Leibler divergence function [2,3] between distri-
bution P of K and the uniform distribution P (k) = @ on set K.
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Definition 1.11. A key rate R, is said to be achievable if there exists an admissible key
agreement code such tha

The AR Condition : nh_}ralo Perror(n) =0, (1.18a)

The AS Condition : nh_)Iilo R, (n)=0, (1.18Db)

The ARN Condition :  lim X(n) =0, (1.18c)
L HE)

The Key Rate : liminf

n—00 n

>R, . (1.18d)

For a given key agreement problem, the supremum of all achievable key rates is called the

key capacity of the given model, and it is denoted by C, .

As a special case, when the public channel is one-way from Alice to Bob (forward direc-
tion), it is referred to as the forward public channel and the corresponding key capacity is
called forward key capacity. Similarly, a unilateral public channel from Bob to Alice (back-
ward direction) is called a backward public channel, and the corresponding key capacity is
called backward key capacity.

Now, suppose that Alice and Bob complete the key exchange step such that their agreed
keys satisfy conditions ([LI8]). Then, Alice wishes to send a message securely to Bob by
using a symmetric-key cryptographic algorithm. How much is the largest achievable secure
rate by using the agreed keys for encryption-decryption? This question is addressed by the

following lemmal'¥.

Lemma 1.2. Let K = {1,...,[2"% |} and Ny = [2"%]. Assume that Alice and Bob
agree on keys (K, K) € K2, which satisfy conditions (LI8)). Having the agreed keys, Alice
then encrypts and sends message M € {1,..., Ny}, independent of K, to Bob according to

121y Appendix [A] we prove that the AS condition for K together with the AR condition for (K, K)
implies the AS condition for K.

13This lemma is originally given in Ahlswede-Csiszar [I8, Lem. 2.1] for a noiseless wiretap channel. How-
ever, we state the lemma with a slight generalization for a noisy wiretap channel according to Example[T.1l
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Figure [1.3, where

CI=Q,(K,M)=K + M (mod Ny)
M=Qy(K,Cl)=K +CI (mod Ny).

according to (LI0). Then, rate R = min{R,,C,} is a securely achievable rate according
to Definition 1.9, where C; is the secrecy capacity of the wiretap channel.

In general, any securely achievable rate sent over the wiretap channel (X", Y" xXZ", Pyx)

can be exploited as a secure common randomness (key) between Alice and Bob. Hence,

> C, (1.19)

K

holds for any given wiretap model. In Chapter Bl and Chapter @ we show that this in-

equality can be strict.

1.4.2 The Source-Type Model vs. The Channel-Type Model

For the key agreement between Alice and Bob in presence of Eve, Ahlswede and Csiszar [1§]
introduced two fundamental paradigm: the source-type model and the channel-type
model.

The source-type model [18] has a discrete memoryless multiple source (DMMS) with
three-component vectors (a, b, e) distributed according to probability mass function (PMF)
P(a,b,e) = ﬁ Papr(a;, b;,e;). Source vectors a, b, e are available non-causally (prior
to the key exgllange step) at Alice, Bob, and Eve, respectively. Moreover, there exists a
noiseless public channel with unlimited capacity for two-way communication between Alice
and Bob. The source-type key agreement model is sketched in Figure [I.7

Ahlswede and Csiszar [18] characterized the forward key capacity of the source-type

4These paradigms are still studied by many researchers in the field of information-theoretic key agree-
ment, e.g., see publications [25H27]. On the other hand, papers [28[29] studied the key agreement over
two-way DMCs with no public channel.
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Figure 1.7: Key agreement over a source-type model.

model as
C. = max [Z(U; B|W)—-Z(U; E|W)] (1.20)

Puia Pwu

where U and W are auxiliary RVs such that W — U — A — (B, E) forms a Markov
chain. They [I§] also attained the following upper bound (UB) on the key capacity of the

source-type model:
C. <I(A;B|E). (1.21)

This UB is tight for the following special cases:

1. when e is independent of (a, b), e.g., e = 0; in this case
C.=ZI(A;B), (1.22)
2. when A — B — E forms a Markov chain; in this case C,, = Z(A; B) — Z(A; E),

3. when A — E — B forms a Markov chain, then C,, =0,

4. when either Alice or Bob has access to Eve’s signa, then C, = Z(A; B|E).

15 This situation rarely occurs in real world as Eve has no motivation to share her intercepted signal with
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Figure 1.8: Key agreement over a channel-type model.

For the first case, the authors [I8] constructed the key agreement coding scheme based
on Slepian-Wolf source coding strategy [32]. In this case, the key capacity is achieved with
only one single transmission over the public channel in either forward or backward direc-
tion. Hence, the key capacity, the forward key capacity, and the backward key capacity
are all equal [I8, Prop 1].

For the second case, the key capacity is achieved with only one single transmission over
the public channel in the forward direction. Hence, the key capacity and the forward key
capacity are equal [18, Thm. 1].

For the last case, the key capacity equals the backward or forward key capacity, respec-
tively, according as Alice or Bob is informed [I8, Thm. 3].

In a channel-type model, the parties have access to two channels: a (noisy) discrete
memoryless wiretap channel (DM-WC) with PTF P(y,z|x) = ﬁ Py z1x (Yi, zi|z;), and a
noiseless public channel with unlimited capacity in both dire(:tiorg.1 This model is depicted
in Figure [L.8

Ahlswede and Csiszar [18] obtained the forward key capacity of the channel-type

model as
C. = max [Z(U;Y)—-Z(U; 2)], (1.23)
o Px 1o

legitimate parties [30,31].
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where U is an auxillary RV such that U — X — (Y, Z). The forward key capacity equals
the secrecy capacity of the corresponding DM-W [12], and no transmission over the
public channel is required for key generation [I8, Thm. 2]. Also, they [18] derived a UB on
the key capacity of the channel-type model, i.e.,

C, < rngaXI(X; Y|Z), (1.24)
X

where P, is the input distribution on the DM-WC. This UB is tight for the following

special cases:

1. when the DM-WC becomes a (private) DMC from Alice to Bob as sketched in Fig-
ure [[L.9 in this case
C,

K

=max Z(X;Y), (1.25)
PX

2. when Eve’s channel is a degraded versio of Bob’s channel, ie., X - Y — Z; in
this case, C, = r%ax[I(X; Y)-I(X; Z)],

X

3. when Bob’s channel is a degraded version of Eve’s, i.e., X — Z — Y, where the key
capacity in this case is [I8, Thm. 2]

C. =0, (1.26)

4. when either Alice or Bob has full access to Eve’s received signal z; in this case
C, =maxZ(X;Y|Z),
PX

5. when the outputs of the DM-WC are independent given its input, i.e., Y — X — Z;
the key capacity in this case is [I8, Thm. 2-Corol. 2]

O, = max[Z(X;Y) — I(Y; Z)]. (1.27)

X
K
Px

16See Section 22,11 for the secrecy capacity of the DM-WC.
17See Section E.2.1] for the definition of degradedness.
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Figure 1.9: Key agreement over a channel-type model with a private DMC.

For the first case, the DMC is intrinsically secure against Eve, and the key capacity of
the model equals the (ordinary) capacity of the DMC, which is achievable without using the
public channel at all [I8, Prop. 1]. For the second case, the key capacity equals the secrecy
capacity of the wiretap channel, and the public channel is not used at all [I8, Thm. 2].
This means that the public channel is not required for key generation in cases 1 and 2. In
other words, for these cases, the key capacity, the forward key capacity, and the backward
key capacity are all equal.

For the fourth case, the key capacity equals the backward or forward key capacity,
respectively, according as Alice or Bob is informed [I8, Thm. 3]. In this case, the known
signal of the wiretapper at one of legitimate terminals may contribute in key generation
more than the first case where the wiretapper has no access to the main channel. This is
due to the fact that the positive effect of the information gained by authorized parties from
Eve’s signal can be more than the negative effect of her presence in the key agreement.

For the fifth case, the key capacity equals the backward key capacity, which is achieved
with one single transmission over the public channel in the backward direction. Also, it
is generally larger than forward key capacity of the model [I8 Thm. 2-Corol. 2]. This
case was originally studied by Maurer [17,33]. He assumed a binary symmetric channel
(BSC) [1] as the main channel (from Alice to Bob) and a BSC as the wiretap channel (from
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Alice to Eve) such that the channels have independent noise. Using the public channel in
backward direction for key generation, he proved that achieving a positive key rate is fea-
sible even if the capacity of the wiretap channel (from Alice to Eve) exceeds that of the
main channel (from Alice to Bob).

In similar and parallel publications, Khisti et al. [34] and Prabhakaran et al. [35,36]
merged the source-type model with the channel-type model, where the parties have access
to a DMMS further to a DM-WC. This combined model has no public channel at all.

Khisti et al. [34] achieved a lower bound (LB) and a UB on the key capacity. The bounds
coincide when the wiretap channel is a product of reversely degraded channel [61,37].

Prabhakaran et al. [3536] investigated a trade-off between the key capacity and secrecy
capacity of the model. They applied a separation strategy which converts the DM-WC into
a public bit pipe and a private bit pipe [35,36]. According to this sub-optimal strategy, an
achievable key rate is obtained by the use of the private pipe (from Alice to Bob). With
the help of these pipes, another key rate is added to the last one from the correlated source
components (see [35 Thm. 1] for more details). The strategy is shown to become optimum
when both the DM-WC and the DMMS can be decomposed into product of two degraded
BCs [37] and product of two degraded DMMS, respectively. The first sub-channel and
sub-source components are degraded in Bob’s favor, and the second ones are degraded in
Eve’s favor [35[36].

Nitinawarat [38] as well as Watanabe and Oohama [39,40] investigated the key capac-
ity for a source-type model where the DMMS is replaced by a Gaussian multiple source.
Specifically, Nitinawarat [38] assumed that Alice and Bob have correlated Gaussian SI and
Eve has no SI. Applying a rate limited quantization on the Gaussian SI, the author calcu-
lated the key capacity given in (L22]) for the Gaussian RVs in his model [38]. Watanabe
and Oohama [39,[40] considered three correlated Gaussian vectors generated i.i.d. accord-
ing to a fired covariance matrix. Each vector is given to one party. They investigated
the forward key capacity over a rate limited one-way public channel with capacity C,, .

The forward key capacity is obtained as a function of the public channel capacity for the

8 Also, it is referred to as a degraded channel in Eve’s favor [35].
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following special case.

Theorem 1.1. Consider a source-type model, which is sketched in Figure [1.7, with a
Gaussian multiple source such that its public channel is one-way in the forward direction
with capacity C, € [0,00). Specifically, assume (a,b,e) is i.i.d. according to (A, B, E) ~
N((0,0,0), 33x3), where

Za Zab Zae
gz = Zpe Xp Zie (1.28)
2ea Z:eb 2e

is a positive definite covariance matriz with Yo, # 0. If Markov chain A — B — E holds,
then

(1.29)

1 Spjac 21 4 Tyo(1 — 272P1)
C, = 3 log )

where Ypje and e are the conditional variance of B given (A, E) and E, respectively.

1.4.3 Privacy Amplification

Comparing the security condition given in Definition [[.§ with Shannon’s criterion of secu-
rity (perfect security) given in Definition implies that a secure communication is the
sense of Definition [[.8 is not necessarily a secure communication in the sense of Defini-
tion That is, Definition [L.8 requires only Eve’s ratio of information about the message
to be negligible. Hence, she can gain a possibly considerable amount of information about
the message. Similarly, Condition [LI8hl guarantees that only Eve’s ratio of information
about the key is negligible but not her information about any single bit of the key. On
the other hand, a pair of agreed keys according to Definition [[.T1] guarantees only a secure
communication in the sense of Definition [L.§ according to Lemma

Conclusively, Definition and Definition [[LTT] are too weak to provide privacy require-
ments [7,[§] for the entire message and the entire key, respectively. Thus, the AS conditions
in these definitions are referred to as the weak sense of security in the literature [3]41].

Also, the achievable key rate and key capacity introduced in Definition [L.11] are known as

25



the weak sense of achievable key rate and that of key capacity, respectively .
New definition for the achievable key rate is given below to assure that the entire key
is secure. Following [3], we first combine the security and the randomness conditions of

Definition [[LTT] into a security index
S(n) = log(|K|) — H(K|z.e, P) (1.30)

where K, z, e and P are defined in Subsection [L4.1] according to Figure

The reliability-exponent for the average probability of error [LT5 in a key agreement
problem can be defined in a similar way as it was given in Definition (L3 for messages.
In the following definition, the reliability-exponent and the security-exponent for the key

agreement model sketched in Figure [[L6 are defined.

Definition 1.12. Assume an admissible key agreement coding scheme with key set K =
{1,...,[2"%]}, where R, € R* U {0} and n € N. Let K € K and K € K be Alice’s
key and Bob’s key at the end of the key exchange step. The reliability condition (L. I8al)
and security condition are said to be met with reliability-exponent ¢, and security-
exponent g, respectively, if there exists an admissible key agreement coding scheme such
that

. 1
hrzfgg.}f - log(Perror(n)) > &, (1.31a)
1
lim inf—g log(S(n)) > &5 . (1.31Db)

where P.,.or(n) and S(n) are given in (LIH) and (I.30), respectively.

In the following, a strong sense of key capacity is defined. This definition guarantees

the privacy requirement [7.[8of any single bit of the agreed keys.

Definition 1.13. A key rate R, is said to be strongly achievable if conditions (II8) are

9Tn this thesis, we treat the weak sense of security, achievable key rate, key capacity unless otherwise
is stated.
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satisfied with reliability-exponent &, > 0 and security-exponent €, > 0, respectively. The

supremum of all strongly achievable key rates is called the key capacity in the strong sense.

Comparing Definition with Definition [LTT], the key capacity in the strong sense
is generally a lower bound on the key capacity in the weak sense. However, Maurer and
Wolf [41] proved that the key capacity of a source-type model in the strong sense equals
the key capacity of that model in the weak sense. They [41] also established this equality
for a channel-type model with no public channel [ (see [3, Page. 450-451] for more details).
In the following, their technique is briefly explained.

At the end of the key exchange step, Alice and Bob retrieve key K and key K , respec-
tively, with a weakly achievable key rate R, according to Definition [[L.TT} thus, Eve gains
substantial information about the keys. Hence, the final step of a key agreement problem
is to strengthen the security and reliability of the agreed keys. This step is called privacy
amplification which gives Alice and Bob key K’ and key K’, respectively, with strongly
achievable key rate R according to Definition [LT3

Privacy amplification was introduced by Bennett et al. [42] in the context of quantum
cryptography as a method to extract secrecy from weakly random (partially secure) se-
quences. Universal hashing [43] and eztractors [3, Sec. 17.1] are techniques for the privacy
amplification [24L[4T].

Maurer and Wolf [41] applied extractors to an achievable key rate in the weak sense to
enhance its security and reliability specifications. For the privacy amplification, they [2441]
show that using extractors is a better technique than using hash functions in the sense that

it requires shorter messages to be communicated between Alice and Bob.

20In fact, Maurer and Wolf [41] proved that the strong sense of secrecy capacity [41] and the weak
sense of secrecy capacity (Definition [[L9) are equal for Csiszar-Korner’s wiretap channel [12]. However, the
secrecy capacity and key capacity of this model are equal when there is no public channel [I§].
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1.5 Channels with Random States

In this thesis, we focus on the class of state-dependent wiretap models. Before describing
our model, we review the essential research in the field of state-dependent channels in this
section.

Physical properties of a communication channel which control its PTF can be mod-
eled by channel state information (CSI), and the corresponding channel is called a state-
dependent channel. In wireless communications, the CSI includes scattering, fading, in-
terference and power decay of a propagated signal. In wire-line communications, physical
conditions of lines, like temperature or external forces (vibrations) are modeled as the CSI.
Variations in the noise level due to interference or signal level due to fading can be also
modeled as the CSI.

The output(s) of a state-dependent channel are a stochastic function of both the chan-
nel inputs and the CSI as a random vector. Specifically, a state-dependent channel has a
collection of PTFs, where realization of the CSI at each transmission determines the actual
PTF for that transmission. State-dependent channels model a large variety of practical

channels, e.g., [6]:

e Compound channels [3]: The PTF is unknown for both sender and receiver, and it
is only known over a set of PTFs;

e Arbitrary varying channels [44,[45]: The PTF alters per symbol transmission; e.g.,
channels suffered from Jamming signals;

e Host image in digital watermarking [46];

e Wireless fading channels [47];

e Writing on defected memories [48H50].

In this thesis, we are interested in the class of channels with random states where the
CSI, which is represented by s, is an i.i.d. random vector according to state distribution
n

P(s) = ] Ps(s;). In this section, we review the capacity of memoryless channels with
i=1

random states. We consider the channels with a transmitter (Alice), a receiver (Bob), and
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PTF P(y|x,s) = [] Pyixs(yi|zi, si). No feedback is assumed from Bob to Alice. Alice and
i=1

Bob each may have access to a random vector as side information (SI) . Let the SI at Alice
be a, which has the same length as that of s. If the whole sequence a is available to Alice
prior to each block transmission, the SI is said to be non-causal. For any i € {1,... n}, if
only sequence a' is known at Alice before transmission of i symbol, the SI is said to be
causa. The SI is said to be fully known at the transmitter if a = s; otherwise, it is said
to be partially known.

The significant publications which study the (ordinary) capacity of the channels with
random states are as follows.

In 1958, Shannon [51] derived the ordinary capacity of a state-dependent DMC with
casually known CSI at the transmitter. He proved that the capacity of this channel equals
that of a DMC without any state, which has the same output alphabet and an extended
input alphabet. The input alphabet of this equivalent channel consists of all mappings from
the state alphabet to the input alphabet of the original channel. A particular input letter
of the equivalent channel can be considered as a particular function (strategy) from the
state alphabet to the input alphabet of the original channel. Shannon utilized strategies in
which the input to the channel depends only on the current state of the channel but not on
previous ones. He established that this type of strategies are sufficient for the equivalent
channel to achieve capacity of the original channel [52].

Goldsmith and Varaiya [47] achieved the capacity of a fading channel in two cases:
When the CSI is fully (whether causally or non-causally) known at both the transmitter
and receiver, and when the CSI is known at the receiver alone. Optimal schemes are based
on power adaption. For the former, they used a water-pouring in time domain as the
optimal power adaption.

Kuznetsov and Tsybakov [48] studied coding for a memory with defective cells, which
is an example of a DMC with non-causally known CSI at the transmitter. Although

they offered some coding techniques for this channel, they did not attain its capacity.

211f there is no feedback from the receiver to the sender, it doesn’t matter whether the SI at the receiver
is available causally or non-causally in the sense of capacity. This is due to the fact that the receiver is
assumed to decode after receiving the whole block code.
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Gelfand and Pinsker [49] as well as Heegard and El Gamal [50] investigated capacity of
a state-dependent DMC with random states, where the CSI is non-causally known at the

transmitter but not at the receiver. The capacity is given by [49]

C=max[Z(U;Y) - Z(U;S)], (1.32)

Pxu)s
where U is an auxiliary RV such that U — (X, S) — Y forms a Markov chain. Further, the
capacity of this channel when i.i.d. random vector of SI dependent on the CSI is available

at Bob was studied in [53,54], and it is given by

C =max[Z(U;Y,B) —Z(U;S)|, (1.33)
Pxu)s
where B represents the SI at Bob and U is an auxiliary RV such that U — (X, S) — (B,Y)
forms a Markov chain (Py pxg is given by the channel).

Costa [55] extended Gelfand-Pinsker’s work to an AWGN channel with additive white
Gaussian interference (AWGI), where the interference (state) is non-causally known at the
transmitter. This model is sketched in Figure [L10l In his model, Costa assumed that the
interference, s, and the noise, g, are sequences of i.i.d. components distributed according
to S ~ N(0,A) and G ~ N (0, 0?), respectively. Also, the transmitter is subject to average
power constraint %(xxt) < T, where x is the transmission signal. In his celebrated paper,
writing on a dirty paper [55], Costa showed that the capacity of this channel equals that

of an AWGN channel with no interference, i.e.,
1 r
C = 3 log(1 + §> . (1.34)

The optimum coding strategy, which is known as dirty paper coding (DPC), is to adapt
transmitted signal to the state (dirts) such that the receiver obtains maximum possible
information from contaminated signal. Costa [55] proved that equation (.32 with U =
X ++5S can be applied to his model to compute the capacity. In this strategy, X ~ N (0,T)

such that X and S are statistically independent. Then, he calculated the optimum value
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Figure 1.10: Costa’s Model: Gaussian channel with known interference at the sender.
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which is interestingly independent of A. Based on DPC, the trivial idea of canceling the
known interference at the transmitter is not generally optimal.

Consider the causal version of Costa’s model, i.e., a power limited Gaussian channel
with AWGN and AWGI where realizations of the interference are causally known only at
the transmitter. In [56], the authors achieved the capacity of this channel in the high
signal-to-noise ratio (SNR) regime by lattice strategy. Although an LB and a UB on the

capacity are derived in [56], the capacity of this channel is not known for all SNRs.

1.6 State-Dependent Wiretap Models

As mentioned in the last section, the class of state-dependent channels models several
important communication channels. Thus, the security issue of this class needs much con-
sideration, specially in a state-dependent wireless network where unauthorized receivers
inherently attend. To provide this demand, several research groups have studied various
state-dependent wiretap models; among them, we highlight the following major studies in

which two legitimate parties (Alice and Bob) and a wiretapper (Eve) have access to the
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channel:

The compound wiretap channel was investigated in [57-59]. The PTF of a compound
channel is determined by the realization of the CSI, which is unknown to Alice, Bob, and
Eve; however, the PTF (or the CSI) of the compound channel is known only within a set of
candidates. This channel can be treated as a multi-cast channel with multiple wiretappers.
In other words, the number of states available to Bob becomes the number of receivers
such that each state corresponds to one receiver, and the number of states available to Eve
becomes the number of eavesdroppers such that each state corresponds to one eavesdrop-
per [57.58]. An achievable coding scheme must be able to reliably transmit a message to
all receivers such that it remains perfectly secure against all wiretappers. An LB and a
UB on the secrecy capacity is reported in [57]. The LB achieves the secrecy capacity for
a degraded compound channel [57]. When the CSI is known at the receiver, the secrecy
capacity of the semi-deterministic compound channel and the parallel Gaussian compound
channel are attained in [58] and [59], respectively.

Han Vinck’s research group studied the secrecy problem in state-dependent channels
with random states [60-62]. Mitrpant and Han Vinck [60] merged Costa’s model (Fig-
ure [LI0) with Gaussian wiretap channel (Figure [[.3]) to model a Gaussian state-dependent
wiretap channel (G-SWC) with a physically degraded wiretapper. They [60] achieved an
LB on the secrecy capacity which shows the secrecy capacity of the G-SWC with known
CSI at Alice is generally larger than that of the corresponding Gaussian wiretap chan-
nel [I3], which has no interference. Although known CSI at Alice gives no improvement
on the ordinary capacity in Costa’s model [55], it generally enlarges the secrecy capacity
of a G-SWC. The achievable wiretap coding scheme is constructed based on DPC [55]
with wiretap strategies [I1,[31]. The scheme has not been proven yet to be optimum in
general case. However, it is optimal in low signal (power) to interference (power) ratio
(SIR) regime as well as high SIR regime; in low SIR, it equals the (ordinary) capacity of
the main channel (from Alice to Bob) as well. A UB on the secrecy capacity is also derived
in [60]. This bound is the secrecy capacity of an enhanced Gaussian wiretap channel in

which Alice is generously permitted to control both her input signal and the interference.
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In Chapter 2 this work will be reviewed in more details.

In [611/62], the authors considered a degraded discrete memoryless state-dependent wire-

tap channel (DM-SWC) with PTF P(y, z|x,s) = [ Py|xs(¥i|z:, si)Pzy (zi|y:), where s is
i=1

drawn i.i.d. according to [] Ps(s;) and it is non-causally known at Alice. Using double
i=1
random binning [6], an LB on the secrecy capacity and an achievable rate-equivocation re-

gion (see Chapter [2)) are established in this work. The LB is optimally equals the ordinary
capacity of the main channel if sending a positive (information) rate from Alice to Eve
is not possible at the capacity achieving distribution of the main channel. Moreover, two
UBs are reported in [61]: the first one is the ordinary capacity of the main channel (from
Alice to Bob), and the second one is the secrecy capacity of an enhanced channel in which
s is governed by Alice as the second input further to x. In Chapter 2], this work will be
reviewed in more details.

Liu and Chen [63] extended the results of paper [61] to a DM-SWC with two sided
non-causal SI at Alice and Bob. They [63] obtained an achievable rate-equivocation region
for their model by combining the strategies of paper [61] with those of paper [53].

Khisti et al. [64] studied the key agreement problem over a DM-SWC with P(y, z|x,s) =
ﬁ Py z1x5(Yi» %i|®i, 5;). In their model, s is drawn i.i.d. according to ﬁ Ps(s;) and it is
}Z%ly known at both Alice and Bob in non-causal form. They [64] inZ:elstigated the key

capacity for the following two cases:

e When no public channel is available. In this case, the key capacity is given by

C. = max[Z(U;Y|S) — T(U; Z|S) + H(S| Z)] (1.36)

Pxu|s

where U is an auxiliary RV such that U — (X, S) — (Y, Z) form a Markov chain.

e When a public channel with unlimited capacity in both directions is available. In this

case, if noise of Bob’s channel and that of Eve’s channel are mutually independent [64]
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Remk. 3], i.e., Y — (X,S) — Z, then the key capacity is given by

C. zglxa‘i([I(X;HZ, S)+H(S|Z)] . (1.37)
In [64], the key agreement coding scheme generates the achievable key rate based on two
different resources: a random number generator, and the CSI. However, this result is not
surprising as both Alice and Bob already have two exactly the same copies of the CSI at
the beginning of each transmission. Hence, the CSI can be concluded as a secure common
randomness when the portion which is revealed to Eve through the wiretap channel is
removed.

Chia and El Gamal [65] investigated secrecy capacity of a DM-SWC when the CSI is
fully known at both Alice and Bob. When the CSI is available causally, they achieved
an LB on the secrecy capacity. When the CSI is available non-causally, they also derived
a UB on the secrecy capacity. As the secrecy capacity of the non-causal case is not less
than that of the causal case, they applied this UB to the causal case as well. From these
bounds, they proved the secrecy capacity for the DM-SWC if Eve’s channel is less noisy
than Bob’s [16] for every state vector s. They [65, Thm. 3] showed that the secrecy capacity
for that special channel is the same for both causal and non-causal cases. This means the
optimal wiretap coding scheme for the non-causal case of a less noisy DM-SWC does not
utilize the future instants of the given CSI for encoding at each symbol transmission. The
achievable scheme is built on the following strategy:

For encoding, any message is split into two independent parts: the first part is encoded
by wiretap coding strategy [11], and the second part is encrypted by a one-time pad
system [10] and encoded with a deterministic encoder, where the key is taken from the
CSI (The portion which is not revealed to Eve through her channel). The strategy exploits
block Markov encoding [6] because the key used for encryption of the second part has
been already agreed between Alice and Bob based on the released CSI at the last block

transmission.
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1.7 Motivations

In this thesis, we study the key agreement problem over a state-dependent wiretap channel
paralleled with a public channel. The channel state is drawn i.i.d. according to a given
distribution and it is non-causally known at the transmitter. In Chapter Bl we study
the discrete memoryless (DM) model in which the wiretap channel is a DM-SWC (see
Section [LG). This model is an extension of Gelfand-Pinsker’s model demonstrated in
Section In Chapter [, we study the Gaussian model in which the wiretap channel is
a power-limited Gaussian wiretap channel with additive interference (channel state). This
model is an extension of Costa’s model sketched in Figure [L10

In this section, we illustrate the motivations for the key agreement problem definitions.
We express a motivation of the DM model and that of the Gaussian model in Example
and Example [[.3] respectively.

Example 1.2. An essential part of cloud computing [66] is data storage and management.
As shown in Figure [LT1] suppose that multiple users connect to a server through a wireless
internet, which writes and stores data on multiple storage devices, e.g., hard disks. If a
memory cell of a storage device is proper, the data read from it is the same as the data
written on it. The written data is also referred to as the cell state. However, in practice,
some cells of a storage device may be defected. The defected cells are those ones whose
stored data can be read with random error [6,50]. Hence, the relation between the read
data and the written data is statistically determined by a PTF. In this scenario, the server
knows the status of all memory cells at any time. On the other hand, the noisy channel
from each user to the server is characterized by another PTF. Thus, an overall (noisy)
channel, which is in fact memoryless, can be modeled from cell states to each receiver.
An important issue in cloud computing is privacy of the data received by each user. To
apply symmetric-key cryptography for this issue, a key distribution step is required before
a data transmission step begins. One solution is to model the scenario as a key agreement
problem over a discrete memoryless state-dependent wiretap channel from the cells to the

receivers in which the cell states are non-causally known at the transmitter. Investigation
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Figure 1.11: A motivation of the discrete memoryless model.

of a generalized model of this problem is the original motivation of the key agreement
problem over the DM model in Chapter Bl Specifically, we wish to study the effects of the
known states in key generation when a public channel, e.g., a web server with unrestricted

accessibility, is available.

Example 1.3. Suppose a wireless network in which a transmitter is capable of serving
multiple users at the same time, e.g., a base station in a cellular network [67] as sketched in
Figure for two users. In this case, the transmitter propagates an individual signal for
each intended receiver. Each receiver’s antenna collects a weighted sum of all propagated
signals, where the coefficients of the summation are determined by the characteristic of the

wireless channel. Each receiver is interested in its own signal and considers the weighted
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Figure 1.12: A motivation of the Gaussian model.

summation of the signals of other users as the interference signal. As a simple case, assume
that the wireless channel coefficients are known at the sender and they do not change in the
period of each block code transmission. In this scenario, the transmitter, who generates all
the propagated signals, knows the interference of each user in advance of the transmission.
This is due to the fact that the transmitted signal of each user can be calculated at the
beginning of each block transmission in the transmitter as a function of the user’s message.

Although the interference is an impediment for data communication, it may be exploited
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for secure key generation between the transmitter and each receiver in presence of other
users. Investigation of a simplified model of this problem is the original motivation of the

key agreement problem over the Gaussian model in Chapter (4l

To explain why the key agreement of a state-dependent wiretap channel differs from
that of a channel-type model as sketched in Figure [ let us simplify the DM model as
follows: Suppose the key agreement problem over a DM-SWC (with no public channel)
where side information is available at neither Bob nor Eve. For any sent symbol over
the state-dependent wiretap channel, the CSI leaks to Bob and to Eve, i.e., Eve and Bob
obtain some information about the current channel state. The leakage of the CSI to Bob
and that of the CSI to Eve each depends on the channel input distribution, the distribution
of the CSI, and the PTF of the wiretap channel. The leakage of the CSI to Bob makes an
advantage for key generation because he partially obtains some information about the CSI,
which is fully known at Alice. This information can be exploited as a common randomness
for the key agreement, and so it seems that Alice should select the channel input such
that this leakage is improved. On the other hand, the leakage of the CSI to Eve makes a
disadvantage for key generation because she obtains some information about the CSI and
thus about the common information of Alice and Bob. It seems that Alice should choose
the channel input such that this leakage is reduced. Hence, a trade-off between these
two effects should be carefully considered in the proposed key agreement coding scheme.
Further, Alice can govern these effects only by channel input distribution, where she can
generate the transmission signal as a function of past, current, and future channel states.
This is the main challenge of this problem which is still open in its general case. Note
that the wiretap codebook for the Wyner model, which is optimum for the key agreement
problem over a wiretap channel (channel-type model with no public channel) [18], is not
optimum for the key agreement problem over a DM-SWC because it does not take into
account the challenge of the leakage effect.

As mentioned in Subsection [.4.2] the key capacity over a DM-WC in parallel with a

22Gimilarly, the secrecy capacity of a Gaussian wiretap channel with interference (G-SWQ) is strictly
larger than that of a Gaussian wiretap channel (with no interference) according to Figure (see Subsec-
tion 2:2.3 for more details).
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forward public channel (the channel-type model [I§]) equals the secrecy capacity of the
DM-WC as given in (2.I1]), and the public channel is useless in key generation. At first

glance, similarly, the key capacity over a state-dependent wiretap channel paralleled with

a forward public channel seems to be equal to the secrecy capacity of that wiretap channel

and the public channel has no benefit in key generation (at least when Bob has no SI).

Investigation of this hypothesis was an initial motivation of this research.

In this study, we prove that this hypothesis is not generally true. In fact, the public

channel contributes in key generation even if Bob has no SI. Further, the following inspiring

questions are addressed in this investigation.

Do the i.i.d. random vectors of the CSI provide a helpful source of randomness at
Alice for key generation?

If the CSI is fully known at Bob as well, does this common information (between
Alice and Bob) suffice to achieve key capacity of the model such that no key exchange
over the wiretap channel or the public channel is required?

If the public channel is involved in the key exchange, is the key capacity a strictly
increasing function of the public channel capacity? What is the trade-off between
the public channel capacity and the achieved key rate?

How does the key capacity relate to the main channel capacity and the secrecy
capacity of the wiretap channel?

For a given wiretap channel, what is the maximum key capacity no matter how
much the public channel capacity is? Is this key capacity achievable by using a finite
capacity of the public channel? If no, is there any finite public channel capacity such
that this key capacity can be achieved within a reasonable tolerance?

Is it possible to obtain a positive key rate when Eve’s channel is less noisy than
Bob’s channel in the Gaussian model? Does it depend on the direction of the public
channel?

What is the effect of the noise covariance matrix of the Gaussian wiretap channel in

key generation?
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1.8 Contributions

In this section, we briefly describe our models, contributions and methodology. The details
will be given in Chapter 3] and Chapter [l

We study the key agreement problem in two models: a discrete memoryless (DM) model
and a Gaussian model. Each model has one sender (Alice), an authorized receiver (Bob),
and an eavesdropper (Eve). Each model also consists of two parallel channels: a memoryless
wiretap channel with random states, and an authenticated public channel between Alice
and Bob. The capacity of the public channel is given by the pair (C’P1 , C’P2), where C,, €
[0,00) and C,, € [0,00) are the capacity of the public channel in the forward direction
(from Alice to Bob) and in the backward direction (from Bob to Alice), respectively. The
key capacity of each model is denoted by C, (G, ,C,, ) as a function of (C, , G, ).

In Subsection [I.8.1] we express the DM model and the main results and methodology,
which will be given in details in Chapter Bl In Subsection [[.82] we express the Gaussian
model and the related contributions and methodology, which will be given in details in
Chapter [l

1.8.1 The DM Model

The wiretap channel in the DM model is a DM-SWC (see Section [[L6]). The CSI is an i.i.d.
random vector which controls the PTF of the wiretap channel. We assume that realizations
of the CSI are non-causally known at the transmitter. We suppose that each receiver has
access to an i.i.d. random vector dependent on the CSI according to a known joint PMF.
In the DM model, we assume that the public channel is one-way in the forward direction,
i.e., G,, = 0. The main objective of this work is to find (bound) the forward key capacity
C (C;,,0) as a function of C, .

The results of Chapter [3 are partially presented in paper [68]. The main contributions

of this chapter are as follows.
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(a). Lower bound on C(C, ,0). At the first look, the (forward) key capacity seems
to be equal to the secrecy capacity of the DM-SWC. That is, a pair of messages (M, M),
where M is a uniform RV emitted from a source, in the corresponding secrecy problem
is treated as a pair of agreed keys (K, K ) in the key agreement problem. However, this
idea is not generally true, and the secrecy capacity should be just considered as the first
achievable subkey rate of the key capacity. We will show that another achievable subkey
rate can be generally generated on top of the secrecy capacity with the help of the known
CSI at Alice (even if it is not known at Bob and the public channel capacity is zero). This
key rate is determined by the DM-SWC. Our suggested key agreement code exploits both
a random generator and the CSI as resources for the key generation. The i.i.d. channel
state vector with a large enough length guarantees the randomness of the generated key
according to the asymptotic equipartition property (AEP) [2, Ch. 3]. In other words, the
CSI at Alice and the leaked CSI at Bob is a resource to provide common randomness for
the key generation if the leaked CSI to Eve is removed from the common randomness. To
do this, we apply a random quantization method to map a revealed channel state vector
to a codeword from the key agreement codebook. On the other hand, the number of the
codewords can be increased as the capacity of the public channel grows. As a result, this
may lead to an increment of the achieved key rate as intuitively explained in the following:
the key agreement codebook consists of multiple enumerated wiretap subcodebooks such
that each one is constructed similar to Csiszar and Korner’s wiretap codebook [12] (there
is no CSI in their model though). At each block transmission, the released state sequence
candidates a set of codewords from the whole key agreement codebook by using a selection
rule. One codeword from that set is selected at rando, by the encoder for key and
signal generation. Similar to Csiszar and Kérner’s secrecy problem [12], the index of that
codeword in its wiretap subcodebook determines Alice’s key. Then, Alice sends the index
of that wiretap subcodebook over the public channel to Bob. Hence, the number of wiretap
subcodebooks is restricted by the capacity of the forward channel. Knowing this wiretap

subcodebook, Bob can retrieve the codeword and achieve a secure key rate determined by

23We call it random quantization method.
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that wiretap subcodebook. The encoder and decoder utilize strong (letter) typicality (see
Subsection 2Z1.1]) to generate or to retrieve their keys, respectively. The random coding
arguments [2,6], Markov lemma (see Lemma 2.1]), Fano’s inequality [2, Thm. 2.10.1] and
Wyner’s wiretap strategy [I1] are frequently used to establish the AR, AS, and ARN

conditions for the agreed keys.

(b). Upper bounds on C,(C, ,0). Two UBs on C,(C, ,0) are derived in this thesis.
Each UB is offered in the form of an optimization (maximization) problem subject to a
constraint given by the capacity of the public channel. For each upper bound, we derive
two inequality equations. The first one bounds the key capacity of the DM model, and
the second one gives a condition based on the public channel capacity for the first one.
The first UB is valid for any DM model in general, while the second UB is derived based
on the assumption that the DM model is less noisy in Bob’s favor. This UB can be also
considered as a (loose) UB for the general model as well because the less noisy assumption
makes an enhanced model in the sense of the key generation between Alice and Bob. We
have frequently used Fano’s inequality [2, Thm. 2.10.1], Csiszar-Korner’s sum identity (see
Appendix [D), data processing inequality [2, Thm. 2.8.1], the chain rules for the entropy
and mutual information functions, and the time-sharing strategy [2,[6,[12] in proofs of the
UBs.

(c). Optimum Cases. Our achievable key agreement code is optimum for the following

special cases:

e when the capacity of the public channel is unlimited in the forward direction, i.e.,
Cp, — 00;

e when the capacity of the public channel exceeds a finite capacity C;l, which is de-
termined by the DM-SWC. For any DM-SWC, we obtain C’;l and show that it is
finite;

e when the wiretap channel does not exist. This special case coincides with the results

of key agreement models with a common randomness given in publications [18,21]
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with the following difference. In Subsection [3.3.3] we will prove that the forward key
capacity can be obtained by using one auxiliary RV and using two auxiliary RVs, as
given in [I821], is not necessary to achieve the forward key capacity;

e when both Alice and Bob fully know the CSI. This special case was studied in
paper [64], where the authors established the key capacity for special case Cp, =0.
Extending their work, we prove that the achieved key capacity also equals the forward
key capacity of the DM model for any C,, > 0. That is, the public channel has no

benefit in this case for key generation.

1.8.2 The Gaussian Model

The wiretap channel in the Gaussian model is a G-SWC (see Section [LG). The CSI is
in the form of AWGI. We assume that realizations of the interference are non-causally
known at the transmitter. In addition to the additive interference, Bob’s channel and

Eve’s channel are affected by two individual AWGN, which are distributed i.i.d. according

01 00102

2
to N ((0,0), [ ]), where o € [—1,1], o} and o3 are the noise correlation
2

00102 0y
coefficient, noise variance of Bob’s channel and that of Eve’s channel, respectively. In the
Gaussian model, however, no SI at Bob and Eve is assumed for simplicity of calculations
(see Subsection [B.1.2 for future work).

The main objective of this work is to find (bound) the forward key capacity C,(C, ,0)
as a function of C,, . Also, we want to determine if the key agreement is feasible if Eve’s
channel is less noisy than Bob’s. Also, we are interested in the effect of the noise correlation
coefficient ¢ on the key generation.

The results of Chapter @ are partially presented in paper [69]. The main contributions

of this chapter are as follows.

(a). Lower bound on C, (C, ,0). The LB on C, (G, ,0) of the DM model can not be
directly extended to a continuous alphabet with the infinite size. We examine the possibil-

ity of this extension for the Gaussian model in this research. The LB on the forward key
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capacity is established as an extension of the achievable key agreement coding scheme of
the DM model. We apply the weakly ( entmpﬁ typicality (see Subsection 2.1.1]) for contin-
4 [71] (see Remark 2.3) for a Gaussian input

distribution to justify the validity of the extension. Based on our achievable key agreement

uous RVs and the generalized Markov lemma®

code, the input distribution on G-SWC is a Gaussian distribution which satisfies the input
power constraint. To construct the transmission signal, we establish a generalized version
of the DPC and we combine it with Wyner’s wiretap strategies [11]. In the ordinary DPC
strategy used by Costa [55] in his model (Figure [LT0), condition £(XS) = 0 suffices to
achieve the (ordinary) capacity as the message is independent of the CSI. However, in our
work, X is to be correlated with S as the generated key is generally correlated with the
CSI, and this correlation helps to increase the achievable key rate. In our achievable key
agreement code, the transmitted signal conveys information about both the CSI and ran-
domization to the receivers. The correlation coefficient between the transmitted sequence
and the CSI sequence determines the weight of each key generation resource, and it is to be
determined according to the transmitter power constraint, the interference average power,
and the limited public channel capacity such that the maximum possible key rate achieves.
We justify that the forward key capacity is positive as long as Bob’s channel is less noisy
than Eve’s oo > o7. In this thesis, we prove that the noise correlation coefficient has no
effect on C’K(Cpl,O). Specifically, we establish that the forward key capacity of a given
Gaussian model equals that of an equivalent Gaussian model with a physically degraded
G-SWC.

(b). Upper bound on C,(C, ,0). The UBs on the forward key capacity derived for
the DM model are not generally valid for the Gaussian model. This is due to the fact that
the size of alphabets in the DM model is finite, and this fact is applied to establish those
UBs. First, assume that Bob’s channel is less noisy than Eve’s, i.e., o9 > ;. To prove the
UB on the forward key capacity of a Gaussian model, we prove the UB for its equivalent

Gaussian model with a physically degraded channel. As the forward key capacity of both

24The author appreciates Prof. Mitran for this important point based on paper [70].
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models are proved to be the same, the UB is also valid for the original Gaussian model
with an arbitrary noise correlation coefficient p. The UB is valid for any CPI > 0. We
will prove this UB by use of Fano’s inequality [2, Thm. 2.10.1], Jensen’s inequality [2],
entropy power inequality [2], and the fact that Eve’s channel is assumed to be a physically
degraded version of Alice’s in the physically degraded G-SWC. Second, assume that Eve’s
channel is less noisy than Bob’s, i.e., 01 > 09. We derive another UB on C,(C, ,0) which

shows the forward key capacity is always zero in this case.

(c). Special Cases. In this thesis, we prove that the suggested key agreement code is
optimum in the sense that it achieves the forward key capacity in the following special

cases:

e when the SIR goes to zero (and the interference average power is fixed) for any
Cp, > 0. This special case coincides with the results of paper [40] for special case
degraded Gaussian multiple source (see Theorem [[] for more details);

e when the SIR goes to infinity, C,(C, ,0) — %log (%) for any C, > 0. In this case,
the forward key capacity is independent of C,, , the interference average power, and
the transmission power;

e when (, — oo for any SIR. In this case, we show that the transmission signal
is asymptotically aligned with the interference to achieve the forward key capacity.
That is, the transmitter amplifies the interference according to its maximum available

power and forwards it to the wiretap channel.

Further, we study the key capacity C, (0o, 00) when Eve’s channel is less noisy than
Bob’s, i.e., 01 > 09 to determine if key generation is possible in this case. We prove
that C(c0,00) = 0 if the G-SWC is physically degraded in Eve’s favor, ie., p = 2.

o1
If 70 = 0, we construct a key agreement code for key generation by the extension of
Maurer’s method [17], which is originally given for BSCs, to the Gaussian model. Hence,
g2

we achieve a positive LB on C, (00, 00) for case 3 > 0. Consequently, the key capacity

of the Gaussian model is a function of the noise correlation coefficient o.

Moreover, we simulate the LB and the UB on G (C;, ,0) for a Gaussian model by using
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MATLAB®. With the simulations, the following facts are illustrated as well.

e An essential difference between the Gaussian model and the DM model is that the
LB on C, (G, ,0) is a strictly increasing function of G, ; however, it is bounded.

e The forward key capacity can be larger than both the secrecy capacity and main
channel capacity (even) when no public channel is available.

e If the SIR is positive in dB, the difference between the LB and the calculated UB on
Cy (G, ;0) is less than .15% for any G, > 0.

1.8.3 The Parallel Work

In a parallel independent work to [72], we learned that Khisti et al. [T3.[74] have studied the

key agreement problem over our investigated models for the following two special cases.

(a). No Public Channel. For the DM model with no public channel, the authors [74]
Thm. 1] have proven an LB on the key capacity which is the same as Theorem B.I] when
C,, = 0is relaxed. For this model, a UB on the key capacity is also given in [74, Thm. 2].
The UB is derived with generous assumptions to make an enhanced model (in Alice and
Bob’s favor) as follows. Bob is permitted to know Eve’s received signal, and Alice is per-
mitted to govern the CSI as the second channel input further to her transmission signal.
With these assumptions, Eve’s received signal is a degraded version of Bob’s. Finally, the
secrecy capacity of this model, which can be deduced from (ZI0), is reported as a UB on
the key capacity of the model of interest.

For the Gaussian model with a physically degraded G-SWC, Khisti [73, Prop. 2]
achieved an LB on C,(0,0) when the SNR at the main channel is not negative (in dB). In
this special case, the LB of the Gaussian model is obtained from that of the DM model
by direct calculation of the results for continuous Gaussian RVs. In the high SIR (with
the high SNR) regime, this LB coincides our achieved LB (for special case Cp, = 0), which
results in Corollary 4.2 of this work for this special case. Khisti et al. [73l[74] also derived a
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UB on C, (0, 0) by direct calculation of the corresponding UB on C,. (0, 0) of the DM model
for Gaussian RVs. That UB equals C,, (00, 0), which is achieved in [69] and in Theorem [£.2]

(b). Two-Way Public Channel with Unlimited Capacity in both Directions.
In this case, Khisti [73] first studied the DM model. For this model, he achieved an LB on
the key capacity as a maximization of two individual LBs on the key capacity [73, Thm. 3].
The first LB is the LB on the key capacity when C, = 0, which is achieved for the last
case in part (a). The second LB is obtained by “a natural modification of Maurer’s coding
scheme [I7.[I8]” [73]. The second LB generally requires one forward transmission and one
backward transmission over the public channel.

Using the strategy mentioned in the last case in part (a), a UB on the key capacity
is derived for this case as well. The UB is tight when the outputs of the DM-SWC are
independent given its inputs, i.e., Y — (X, S) — Z forms a Markov chain. If this condition
holds, the key capacity is characterized by [73, Thm. 5]

C,.(00,00) =maxZ(X,S;Y|Z). (1.38)

Px|s

Khisti [73] extended the key capacity given in (I38) to the Gaussian model in which
Eve’s channel is a physically degraded version of Bob’s. For this special case, C, (00, 00)
is reported [73], Prop. 5] by direct calculation of (I.38) for Gaussian RVs.

1.9 Organization of the Thesis

In this introduction, we have reviewed the essential points of information-theoretic secu-
rity in wiretap communication channels with the focus on key agreement models. The

organization of the rest of this thesis is as follows.

e Chapter[2} This chapter justifies the basic models and method that will be exploited
to prove our results. The chapter consists of two main sections: in the first section,

we will define mathematical tools required to establish our results. In the second
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section, we will present the seminal related work of secrecy problems, which will be
served for comparison in Chapter [l and Chapter [4l

Chapter 3} The key agreement problem over the DM model is investigated in this
chapter.

Chapter [4t The key agreement problem over the Gaussian model is investigated in
this chapter.

Chapter Bl In this chapter, we will conclude our work. In the conclusion, we will
mention the strategies used in our work. We will also highlight the ties of our research

to previous work. Finally, we will offer the future work in this chapter.
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Chapter 2
Fundamentals

In the this chapter, we introduce the mathematical methods and fundamental definitions
and models which will be utilized in the next chapters. In this chapter, we survey the
main related secrecy problems in the field of information-theoretic security. One purpose
of this chapter is to review the essential points, results and wiretap strategies introduced
in fundamental research [II.[12]. These strategies form the base of information-theoretic
security. Accordingly, we study the secrecy problem over a discrete memoryless wiretap
channel in Subsection 22211

Before we declare our key agreement problems, the main points, achievements, and
strategies in significant publications [60,61] are surveyed in this chapter. These publications
study the secrecy problem over wiretap channels with non-causal side information. Their
strategies with novel modifications will be exploited in our problems. In the next chapter,
the results of those papers will be further referred to compare our achieved LBs on the key
capacity with the best known LBs/UBs on the secrecy capacity. To do this, the secrecy
problem over a DM-SWC is reviewed in Subsection The secrecy capacity over a
G-SWC is surveyed in Subsection as well.
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2.1 Mathematical Tools

In this section, we present the fundamental definitions and basic lemmas, which will be

used in the next chapters to establish our proofs.

2.1.1 Typicality

Shannon [4] introduced the notion of typical sequences. Two types of typicality are used
in this thesis: Strong typicality [2, Sec. 10.6] and weak typicality [2 Ch. 3]. In this
subsection, we define the strong typicality and the weak typicality. We also state the main
useful lemmas of typical sequences, which are related to our work, without proofs. More
details can be found in references [2}3]75].

The weak typicality, which is also known as entropy-typicality [75], is defined as follows.

Definition 2.1 (Weak typicality). Assume € € (0,1). Let X be an alphabet set with a
finite size. Let x € X" be a sequence generated i.i.d. according to P(x) = [[;_, Px(z;). x

is said to be an e-weakly typical sequence with respect to the PMF Px on X if
1
‘—E log(P(x)) — H(X)‘ <e,

where function

H(X) 2 =) Px(x)log(Px(x)) (2.1)

zeX
is (Shannon) entropy function. Moreover, T.(Px) is called an e-weakly typical set, which

contains all x € X" such that x is an e-weakly typical sequence with respect to Px.

Definition 2.1l can be extended for multiple random vectors as follows.

Definition 2.2 (Weak joint typicality). Assume ¢ € (0,1) and ¢ € IN. Let X; be an

alphabet set with a finite size, where i € {1,...,¢}. Assume an /(-tuple of sequences
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(x1,...,%x¢) € XT X ... x X} is drawn i.i.d. according to
n
P(Xl, e ,Xg) = H,PXL__XZ(ZL'U, P ,ZL’&') .
i=1

The (-tuple of sequences (xi,...,X,) is said to be e-weakly (jointly) typical with respect
to the distribution Px,  x, on Xy x ... x X, if

1
‘_Elog(P(Xip - '>Xij)) _H(Xim' . aXij) <€
holds for any j € {1,...,¢} and any 1 <iy; < iy < ... <1i; <!, where function

H(Xiy, o, X)) 2= D 0> Pxyx, (0 log(Pxx, (vn,-0,05) (2:2)

U1 GXil vj EXZ'],

is (Shannon) joint entropy function. Moreover, T.(Px,. x,) is called an e-weakly (jointly)
typical set, which contains all (xy,...,%,) € X; x...x X, such that (x,...,X,) is e-weakly

(jointly) typical with respect to the distribution Px, x,.

Remark 2.1. Although weak typicality in Definition 2.1 and Definition is introduced
for discrete random sequences, it can be extended to continuous random sequences if the
PMFs and the entropy functions are replaced by the corresponding probability density
functions and the differential entropy functions, respectively [2,[75]. An e-weakly typi-
cal set with respect to normal distribution N (1, ..., ), Bexe) on RE is represented by
Te(N((pes - - -, f1e), Xexe)) in this thesis. This notation will be frequently used in Subsec-

tion (4.1
The strong typicality, which is also known as letter typicality [75], is defined as follows.

Definition 2.3 (Strong typicality). Assume € € (0,1). Let X be an alphabet set with a

finite size. A sequence x € X" is said to be an e-strongly typical sequence with respect to
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a distribution Px on X if for every letter v € X

1

—n(v]x) = Px(v) (2.3)

_ e sifPx(o) >0
0, Zifpx(v) 0.

where 7(v|x) is the number of occurrences of the letter v in vector x. Moreover, T!(Px)
is called an e-strongly typical set, which contains all x € X" such that x is an e-strongly

typical sequence with respect to the distribution Px.

Definition 2.3 can be generalized to define strongly (jointly) typical sequences as follows.

Definition 2.4 (Strong joint typicality). Assume € € (0,1) and ¢ € N. Let X; be an
alphabet set with a finite size, where i € {1,...,¢}. An (-tuple of sequences (xy,...,X;) €
XP x ... x X} is said to be e-strongly (jointly) typical with respect to distribution Py, x,
on X X ... x Xy if for every (vy,...,v7) € Xy X ... x X,

(v, ..., velX1, ..., Xp) 0
0.

n

- le...xl (U1, . 7Uz)

< mrwEg Px,..x,(v1,...,00) >
0 : Zf PXl...Xl(Ul,...,Ug) =

where n(vy, ..., VX1, ..., X,) is the number of occurrences of the ¢-tuple letters (vy, ..., vy)
of sequences (Xy, . ..,x,). Moreover, T#(Px, . x,) is called an e-strongly (jointly) typical set,
which contains all (x1,...,%,) € X} x ... x X} such that (x1,...,%/) is e-strongly typical

sequences with respect to distribution Px,  x,.

From Definition 2.4} if (x4, ..., %) € T(Px,.. x,), then any sequences (X;,, X4, . .., X;;) €
T:(PXHX@-Q..-X@-J-% where j € {1,..., ¢} and 1 <i; <ip <...<i; < /L.

Remark 2.2. The strong typicality according to Definition and Definition 2.4 can not
be extended to continuous random vectors, because counting the occurrences of a given

letter is meaningless in this case.

Markov lemma is a powerful tool for the proofs of Chapter Bl This lemma is stated in

the following.
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Lemma 2.1 (Markov lemma). Assume discrete RVs (X,Y,Z) € X x Y x Z form Markov
chain X =Y — Z, i.e. Pxyz(x,y,2) = Px(2)Pyx(y|z)Pzyy(2ly) for any (z,y,2) €
X xY x Z. If for a given (y,z) € T:(Pyz), random vector x is drawn according to
[T, P(xzi|y:), then

P{(x,y,2) € T{(Pxyz)|(y,2z) € T;(Pyz)} >1—6
where 6 — 0 as n — 0.

In the following remark, we verify if the Markov lemma can be exploited for the Gaussian

model in Chapter [l

Remark 2.3. According to Remark 2.2] Markov lemma given in Lemma 2.1l does not apply
to continuous RVs. However, Oohama [71] proved that Markov lemma still holds for
Gaussian RVs if strongly typical sets in Lemma [2.1] are replaced by the corresponding
weakly typical sets.

2.2 Wiretap Channels

In this section, we state the preliminary definitions of wiretap channels. These definitions
are necessary to present our problems in the next chapters. We also review the secrecy
problem in some wiretap models that will be recalled in Chapter 3] and Chapter [ for

comparison.

2.2.1 Wiretap Channels without Side Information

In this subsection, we define and review the secrecy problem over a memoryless wiretap
channel (with no SI) based on publications [11], [12], [14], and [13].
Secrecy problem over a discrete memoryless wiretap channel (DM-WC) is presented in

Figure 2.1l In the following, we declare the problem definitions.
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\

Bob’'s Decoder [——

M Alice's X DM-WC
——»| Encoder >
W(x|M) " z .
Py z1x (Yi» zil i) » Eve's Receiver

i=1

Figure 2.1: A discrete memoryless wiretap channel (with no SI).

Definition 2.5 (DM-WC). Recalling Definition [[.7] assume the wiretap channel (X", Y™ x
Z", Pynx) with one sender (Alice) and two receivers (Bob and Eve). The wiretap channel

is called a discrete memoryless wiretap channel (DM-WC) if
e X, Y, and Z are finite sets;
e the PTF of the channel with input x € X", and output (y,z) € Y"xZ" is P(y, z|x) =
H PYZ\X(yia Zz\%)
i=1

For simplicity, a DM-WC is characterized by (X,Y x Z, Py z|x).

Based on the discussions given in Section [I.3] an admissible wiretap coding scheme of

a DM-WC for the secrecy problem is formulated as follows.

Definition 2.6. An admissible wiretap code ([2"%],n), where code block length n € IN

and information rate R € R* U {0}, consists of the following components:

e amessage set M = {1,...,[2"%]}. Message M is a RV which is uniformly distributed
over M

e a (stochastic) encoder W : M — X" at Alice. This encoder maps each message
M € M to a codeword x € X" according to PMF W(x|M), where

W(x|M) >0 :Vx € X", VM € M
S W(IM) =1 :VM € M; (2.4)
XGX"
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e a decoder D : Y" — M at Bob. This decoder maps a received signal y € Y" to a
message M € M according to function M = D(y);

As indicated in Sections [I.T] and [[.3] the reliability and security level of messages for
a given admissible wiretap code are measured by the average probability of error function

and (normalized) equivocation rate function, respectively [111[30], as defined below.

Definition 2.7 (Measurements). Assume an admissible wiretap code ([2"%],n) designed

for the secrecy problem according to Definition

1. The reliability of message M is measured by the average (block) probability of error
1 2"
Perror(n) & P{M # M} = o] Y 2{D(y) # M|M =i}, (2.5)
i=1
which is a function of block length n.

2. The security level of message M at Eve is measured by the (normalized) equivocation

rate
Ry (n) £ H(M]s). (2.6)

which is a function of block length n.

The main objective of the secrecy problem is to find the capacity-equivocation region

and secrecy capacity of a given mode . These terms are technically defined in the following.

Definition 2.8. A rate-equivocation pair (R, R,) is said to be achievable if there exists

an admissible wiretap code ([2"%],n) such that

lim Popor(n) =0 (2.7)
n—o0
liminf R,(n) > R, . (2.8)
n—oo

1Once the capacity-equivocation region of a given model is characterized, its secrecy capacity can be
derived by an optimization problem. However, the secrecy capacity of a model is usually used as a criterion
to compare it with other models in the field of information-theoretic security.
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The capacity-equivocation region is the closure of the union of all achievable rate-equivocation

pairs (R, R,). Moreover, the leakage rate is defined as
R, £R-R,. (2.9)

If the pair (R, R) is achievable, i.e., R, = 0, then rate R is said to be (securely) achievable
with respect to the AR condition [.3l and the AS condition

In Definition (.9), the secrecy capacity is defined; equivalently, the supremum of all
(securely) achievable rates R such that (R, R) is an achievable rate-equivocation pair is
called the secrecy capacity.

The capacity-equivocation region and the secrecy capacity of the DM-WC is character-

ized by Csiszar and Kérner [12] as follows.

Theorem 2.1. The capacity-equivocation region of the DM-WC' is

(R, R,):
0<R<IWV:Y
C, = U < k< IV3Y), : (2.10)
PvuPx\vPyzx 0= RE <R,

R, <T(V;Y|U) = Z(V; Z|U)

where U € U and V € V are two auxiliary random variables such that U — V — X —
(Y, 2), |U| < |X]+3, and |V]| < (|X] 4+ 1)(|X]| + 3). The secrecy capacity of the DM-WC is
also given by
C, = V_):g?i)(cy’z)[l(v; Y)-Z(V; Z2)] . (2.11)
The role of U and V' in Theorem [2.1] can be explained as follows: V' corresponds to the
total message that can be decoded by Bob; however, U is a portion of that message which
can be retrieved by both Bob and Eve. So, U is not secure by using the wiretap coding
scheme. The other portion of V' satisfies the AS condition by using the wiretap coding

scheme.
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The secrecy capacity given in Theorem [2.1] can be simplified for some DM-WCs. To
show this fact, let us first assume the following special cases of the DM-WCSH.

e Physically degraded wiretap channels: a memoryless wiretap channel is said to be

physically degraded in Bob’s favor if the PTF of the channel can be factorized as
Ve e X\)V(y,2) €Y X Z:  Pyzx(y,z|z) = Pyix(y]z)Pzyv(2]y) (2.12)

As depicted in Figure [[L4] the Wyner’s model [11] consists of a physically degraded
wiretap channel in which Py x and Py are PTF of the main channel and that of

the wiretap channel, respectively.

e Stochastically degraded wiretap channels: a memoryless wiretap channel is defined as
a stochastically degraded wiretap channel in Bob’s favor if its conditional marginal
distributions are the same as those of a physically degraded wiretap channel; that is,
if there exists a PTF P’Zly such that

VeeX,z€Z: Pyx(zlz)= ZPHX(?J‘SC)P/ZW(ZW) - (2.13)

yEeY

o Less noisy wiretap channels: This special case is a generalization of physically/
stochastically degraded wiretap channels. The less noisy ordering was introduced by

Korner and Marton [16] to compare two noisy channels as follows.

Definition 2.9 (Less noisy wiretap channel). Bob’s channel is said to be less noisy
than Eve’s channel (less noisy wiretap channel in Bob’s favor) if for every auxiliary
RV U with property U — X — (Y, Z), we have

T(U;Y) > I(U; Z) . (2.14)

2In fact, this classification is valid for a memoryless wiretap channel with continuous alphabets as
well [2[6].
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According to this definition, a physically/stochastically degraded wiretap channel is
a less noisy channel as well; however, the converse in not generally true [6]. Also,
a physically degraded, stochastically degraded, and a less noisy wiretap channel
in Eve’s favor can be defined if YV is switched to Z in (Z12), (2I3), and 2I4),

respectively.

With applying (Z14]) to Theorem 2], the results given in this theorem can be simplified
for less noisy wiretap channels (and so for degraded wiretap channels) if V= X and U = 0

are relaxed [12, Thm. 3| as follows.

Theorem 2.2. The capacity-equivocation region of a less noisy DM-WC is

(R, Ry) :
0<R<LI(X;Y),

C, = U <R<I( ) (2.15)

PxPyz|x 0< Ry <R,
R, <I(X;Y) - 1(X; Z)
The secrecy capacity of a less noisy DM-WC is also given by
G, = r%ax[I(X; Y)-I(X; 7)) . (2.16)
X

Theorem 2.2 gives the capacity-equivocation region and the secrecy capacity of Wyner’s
model [11] as well. According to [12], Corol. 3], the secrecy capacity of the DM-WC is always
positive unless the DM-WC is less noisy in Eve’s favor.

In a less noisy wiretap channel, if both Z(X;Y) and Z(X; Z) achieve their maximum
values at one distribution P%, then the capacity-equivocation region given in Theorem

can be simplified as follows [14].
C,={(R.R,):0<R, <R<Cp, R, <Cp —Crius}, (2.17)

where C,, = r%axI(X Y) and Cpy = I%aXI(X ; Z) are the capacity of the main channel
X X

(from Alice to Bob) and the capacity of the overall wiretap channel (from Alice to Eve),
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Figure 2.2: The capacity-equivocation region for a degraded symmetric DM-WC.

respectively. In this case, the secrecy capacity of the DM-WC is C, = C,, — C,,,y, Which
is given in (LI3) as well. Region C,, which is given in .17 is sketched in Figure An
example of this model is a physically degraded DM-WC in which both the main channel
(from Alice to Bob) and the wiretap channel (from Bob to Eve) are symmetric DMCs [12].

According to Figure 2.2], line OA corresponds to the securely achievable rates, in which
point A corresponds to the secrecy capacity. Increasing the information rate above C, does
not increase the (normarized) equivocation rate of the communication, and thus leakage
rate R, grows linearly as function of R. At point B, the leakage rate is C,,,; in other
words, in average, portion % of the achievable rate satisfies the AS condition [I.12],

and portion Ccﬂ of the rate is retrievable by Eve.

m

2.2.2 Degraded Discrete Memoryless Wiretap Channel with Ran-

dom States

In this subsection, we define a (physically) degradedH discrete memoryless state-dependent
wiretap channel (DM-SWC) with random states, which are non-causally known at the
transmitter. The secrecy problem over this channel is reviewed in this subsection according
to publications [611162]. The model is illustrated in Figure 23] and it is defined as follows.

3In this subsection, the wiretap channel is physically degraded in Bob’s favor; however, the results are
valid for a stochastically degraded channel as well.

59



——»| Encoder

________________ ilj[lps(si)

1

1

1S V .

y y : M = D(y)
M | Alices | Degraded DM-SWC Bob's Decoder [——

Y

Eve's Receiver

W(x|M,s) ‘HI,PY|XS(yi|37i7Si)PZ|Y(Zi|yi) z

Figure 2.3: A degraded DM-SWC with non-causal CSI at the transmitter.

Definition 2.10 (Degraded DM-SWC). A (physically) degraded DM-SWC in Bob’s favor
with non-causal CSI at Alice is determined by (S,X,Y x Z, Pg, Pyz|xs), where

finite sets X, Y, and Z are the channel input alphabet (from Alice), the first chan-
nel output alphabet (to Bob), and the second channel output alphabet (to Eve),
respectively:;

S is the state alphabet with a finite size; also, random vector s € S", which is called
CSI, is drawn i.i.d. according to distribution P(s) = H Ps(s:);

prior to each block transmission, Alice knows the reahzatlon of random vector s;
the PTF of the channel with the 1nput x € X" state s € S", and output pair
(y,z) € Y" x Z" is Py, z|x,s) = H Py xs(Wilzi, si)Pzpy (z:]ys), i.e., Eve receives a
degraded version of Bob’s signal through a channel with PTF Pyy.

An admissible wiretap coding scheme for the secrecy problem over the degraded DM-
SWC is defined as follows.

Definition 2.11. An admissible wiretap code ([2"#],n), where code block length n € IN

and information rate R € R U {0}, consists of the following components:

amessage set M = {1,..., [2"%]}. Message M is a RV which is uniformly distributed

over M
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e a (stochastic) encoder W : M x §" — X" at Alice. Knowing side information s,
this encoder maps each message M € M to a codeword x € X" according to PMF
W(x|M,s), where

W(x|M,s) >0 :Vx € X", VM € M, Vs € S™;
> W(x|M,s) =1 VM € M,Vs € S

xeXn

(2.18)

e a decoder D : Y” — M at Bob. This decoder maps a received signal y € Y” to a
message M € M according to function M = D(y).

The measurements given in Definition 2.7] are also applied to the admissible wiretap
codes defined in Definition 2,11l Bounds on the secrecy capacity of the degraded DM-SWC
according to Definition is given in the following theorem [611162].

Theorem 2.3. The secrecy capacity of the degraded DM-SWC, which is introduced in
Definition [2.10, is bounded by

max min{Z(U;Y) —Z(U;S), Z(U;Y) = Z(U; Z2)} < C, <min{ Ry, R»}, (2.19)

U—(X,S) =Y —Z

where

R, = Ua{?{f?);aY[I(U; Y)-Z(U; 9)], (2.20)
Ry = max [Z(U;Y) - Z(U; Z)] . (2.21)

U—(X,S)—=Y—Z

The structure of the achievable wiretap coding scheme is based on double random
binning [6], which is generated by combination of Gelfand-Pinsker’s coding strategy [49]
and wiretap coding strategies [11,131]. Two upper bounds on the secrecy capacity are
reported in Theorem 2.3t the first one (R;) is the (ordinary) capacity of the main channel
given in ([32)), and the second one (R3) is the secrecy capacity of the DM-WC given
in (2ZI1)). The second UB is derived based on the fact that a (degraded) DM-WC with
input (X, 5) is an enhanced channel of the degraded DM-SWC in the sense that the secrecy
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capacity of the former is not less than the secrecy capacity of the latter.
It is still an open problem if any of the bounds in Theorem [2.3]is tight or not. However,

the LB is proved to be optimal [61] in the following special case.

Corollary 2.1. Assume the main channel capacity of the degraded DM-SWC, which is
given in (L32), is achievable at input distribution Py g, PrsPs. At this distribution, if
Z(U*;S) > Z(U*; Z*), then the secrecy capacity optimally equals the main channel capacity,
i.e.,

C, = max  [Z(U;Y)—-Z(U;S)| =Z(U*; Y*) = Z(U™; S) ,

S US(X.S) =Y —Z

where Z(U*; S), Z(U*; Y™), and Z(U*; Z*) are calculated at distribution
Py zxvs = PzyPy|xsPxsuPisPs -

As implied by Corollary 2] the side information can assist Alice to (securely) achieve
the main channel capacity with respect to the AS condition [.T2l

2.2.3 Gaussian Wiretap Channel with Additive Interference

As mentioned in Section [I.6] the secrecy problem of a physically degraded Gaussian wire-
tap channel with AWGI was studied by Mitrpant et al. [60,[76]. Their model is illustrated
in Figure 2.4l In this subsection, we highlight the main results and ideas of that work.

A (physically) degraded Gaussian wiretap channel with AWGI is defined as follows.

Definition 2.12 (Physically degraded G-SWC). A physically degraded Gaussian state-
dependent wiretap channel (G-SWC) in Bob’s favor (respectively, in Eve’s favor) with
non-causally known CSI at the transmitter is determined by 4-tuple (I', A, 0%, 02) € IR+4,

where

e random vector x € R" is the channel input (from Alice), which is subject to average
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Figure 2.4: Secrecy problem over a physically degraded G-SWC in Bob’s favor.

power constraint

1
—xx' <T; (2.22)
n

random vector s € R", which is known as interference, is drawn i.i.d. according to
S~ N(0,A);
the realization of random vector s is known at Alice prior to each block transmission;

if 09 > 04, the channel is physically degraded in Bob’s favor, and then

— random matrix G = [g}] represents Gaussian noise of the channel, where
82

g1 € R" and g}, € R™ are independent random vectors such that components
of g; and those of g} are drawn i.i.d. according to N(0,c?) and N'(0, 03 — 0?),
respectively;

—y € R", and z € R" are the first channel output (to Bob) and the second

channel output (to Eve), respectively, such that

y=xX+s+gi, (2.23a)
z=y+g), (2.23b)
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which means that Eve receives a noisy version of Bob’s signal;

e if o1 > 09, the channel is physically degraded in Eve’s favor, and then
/
1] represents Gaussian noise of the channel, where

g2

g; € R™ and gy € R" are independent random vectors such that components

— random matrix G = [

of g} and those of gy are drawn i.i.d. according to N (0,07 — 0¢2) and N (0, 53),
respectively;
—y € R" and z € R" are the first channel output (to Bob) and the second

channel output (to Eve), respectively, such that

Z=X+sS+8, (2.24a)
y=z+g, (2.24b)

which means Bob receives a noisy version of Eve’s signal.

An admissible wiretap coding scheme for the secrecy problem over the G-SWC is defined

as follows.

Definition 2.13. An admissible wiretap code ([2"#],n), where code block length n € IN

and information rate R € R U {0}, consists of the following components:

e amessage set M = {1,...,[2"%]}. Message M is a RV which is uniformly distributed
over M

e a (stochastic) encoder W : M x R™ — R™ at Alice. Having state vector s, the
encoder maps each message M € M to a codeword x € R™ according to conditional

distribution W(x| M, s) such that the average power constraint (2.22]) is met, where

W(x|M,s) >0 :Vx € R", VM € M, Vs € R™;
Z W(X‘M’ S) =1 VM € M,VS c Rn7 (225)
xceR"

e a decoder D : R” — M at Bob. This decoder maps a received signal y € R" to a
message M € M according to function M = D(y).
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The measurements given in Definition 2.7] are also applied to the admissible wiretap
codes defined in Definition 2.I3l The secrecy capacity of the (physically) degraded G-SWC
according to Definition (L9)) is bounded in the following theorem [60,76].

Theorem 2.4. Let C; be the capacity of a (physically) degraded G-SWC with non-causally

known interference at the transmitter. Let define

R(a) = % log ((r n oﬂA)(?(JI; i i jf()ﬁ—) T+ aA)2) ’ (2:26)
RN S e R o
“éfgg’ (2.28)
%éFAHX$$%¢+ﬁX (2.29)
I}é[—03—24-V%2+4g@5_031+, (2.30)
mé—%+i£2#£ﬁ. (2.31)

Also, Cy,, = R(a*) is the capacity of the main channel [55]. Then, the secrecy capacity of
the degraded G-SWC' is lower bounded by

Ch LifO<T<T,
CS > R(OKQ) : ’Lf Fl <Ir< Fh (232)

Mitrpant and Han Vinck [60] applied DPC strategy [55] to construct an achievable
wiretap code based on double random binning. The structure of the double random binning
for the degraded G-SWC is the same as that of the degraded DM-SWC in Theorem 2.3
To explain this idea, let U = X + a.S, where X and S are orthogonal RVs with Gaussian
distributions according to A(0,T') and N(0,A), respectively; o € R" is a constant as
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well. Hence, R(a) and Rz(«), which is defined in (2.26) and (2.27) respectively, can be
formulated as [60]

R(a) = Z(U;Y) — Z(U: S) , (2.33)

Similar to Theorem 2.3] we have

C, > max min{R (), Rz(x)} . (2.34)

*

Maximum value of Rz(«) and that of R(a) are achieved at @« = 1 and a = o,
respectively. Also, R(«a) and Rz(«) coincide at o« = . These values of « are given in
Theorem 2.4l According to [55], a = a* is the optimum value for the DPC to achieve
capacity C,, = R(a*). Value of o* is independent of variance of the interference A. Now,
consider the secrecy problem for the G-SWC, and denote the optimum value of « used in
the corresponding DPC by a,p;. The following statements determine the value of o,y as a

function of power I'" (when other parameters are assumed to be fixed).

e 0 <TI'<Ij: In this case C}, = R(a*) < Rz(a*), and so secrecy capacity C, = C, is

achievable with a,, = o*. At I' =1}, ap = o* and so R(a*) = Rz(a¥).
o [} < T <TI}: In this case
Rz(a") < Rz(g) = R(ag) < R(a™) = C,y (2.35)

where a* < ap < 1. As a goes from a* to 1, Rz(«) increases and R(«) decreases.
In this case, a,y = ap where these functions coincide, and so C;, > R(ag) = Rz(ap)
according to (234)). At ' =1}, ap = 1, and so Rz(a) < R(1) = Rz(1) for any a.
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Figure 2.5: Comparison of optimum values of « (in the DPC) versus SIR in the G-SWC.

e [' > I}, In this case
R(a) = Rz(an) < Rz(1) <R(1), (2.36)

where o <1 < ag. R(«a) decreases from its maximum point R(a*) as « goes from

a* to ap, and Rz(1) = maxRz(a). Hence, in this case oy = 1 and so

1 (T +A+0?)os
> = — .
Cy 2 Rz(1) = 5 log ((F Aol (2.37)

according to (2.34)) and Theorem 241
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In Figure 2.5 we compare the optimum value « for which the capacity is achieved, i.e.
a*, with that for which the LB on the secrecy capacity, which is given in [2.34] is achieved,
i.e. . The parameters in this figure are A = 1, o = .1, and 03 = 4. According to
Figure 2.5] o, is the same as o for 0 < T' < Tj. For I} < T <T}, ayy equals o and it is
larger than a*. For I' > I}, app = 1 and o™ < agp < aup.

In Figure 2.6 the LB and UBs on the secrecy capacity of the (physically) degraded
G-SWC is sketched [60], where A = 1, 07 = .1, and o3 = .4 are fixed. In this figure, curve
(1) illustrates the LB on the secrecy capacity for the G-SWC according to Theorem 2.4t
curve (2) is the main channel capacity (from Alice to Bob) of the G-SWC; curve (3) is an
UB on the secrecy capacity claimed by Mitrpant and Han Vinck [60] (it will be discussed
in the following); curve (4) is the secrecy capacity of the corresponding Gaussian wiretap
channel sketched in Figure [Tl (same parameters I', 07, 02, and no interference, i.e., A = 0)
according to (L14).

According to Theorem 2.4, the DPC is optimum for the secrecy problem when I' <
I3 [60]. Mitrpant and Han Vinck [60] also claimed that the LB given in (2.37) is optimum for
[' > T}, because of the following discussion. Assume Alice is able to govern the interference
as its input. In other words, the interference is a part of Alice’s transmitted signal which
has a fixed power A. Thus, the authors [60] deduced that a Gaussian wiretap channel with
transmission power I' + A is an enhanced wiretap channel of the given G-SWC. As the LB
in (237) is actually the secrecy capacity of that enhanced channel (replace I" by T' + A
in (LI4))), the authors concluded that the LB (2.37) is tight.

In Figure 2.6l the LB on the secrecy capacity of the G-SWC is also compared with
the secrecy capacity of a Gaussian wiretap channel (when there is no interference) [13].
This comparison shows that non-causal availability of the interference at Alice enhances
the secrecy capacity of a Gaussian wiretap channel. This notable fact is in contrast with
the fact that the channel capacity of Costa’s model [55] is the same as that of the Gaussian
channel (when there is no interference) [1,2]. In other words, knowing the interference at
Alice does not affect the main channel capacity of the G-SWC, but it enlarges its secrecy

capacity (comparing with a corresponding Gaussian wiretap channel with no interference).
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Figure 2.6: Bounds on the secrecy capacity of the degraded G-SWC.
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Chapter 3

The Discrete Memoryless Model

In this chapter, we study the key agreement problem over a discrete memoryless (DM)
model. The model consists of a wiretap channel with random states and a parallel one-way
public channel in the forward direction with capacity C, € [0,00). The CSI is drawn i.i.d.,
and its realizations are fully and non-causally known at Alice. The goal of this work is to
characterize the (forward) key capacity of the DM model as a function of Cp, -

The rest of this chapter is organized as follows. In Section [3.1] we will define the public
channel in its general form, and we will introduce the key agreement problem over a DM
model. In that section, we will technically define an admissible key agreement coding
scheme for the key agreement problem. In Section 3.2] we will state the achieved bounds
on the (forward) key capacity of the model. Finally, we will establish the proofs of the

results in Section (3.9

3.1 Problem Definitions

In this section, we define the key agreement problem over the DM model. Before we
present the DM model, let us define a two-way (authenticated) public channel with given

capacity in each direction. As a special case, a one-way public channel is also specified in
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the following definition.

Definition 3.1 (Public channel). Assume n € N is time duration, and side information
a and b is available at Alice and Bob, respectively. Let p; 2 (Piy, P, ..., P1,) € Py
Py X ...P1, and py = (Pa1, Py, ..., Py) € Py x Py x ... [Py, be the forward public
message sequence and the backward public message sequence, respectively, where Py, and
Py, are the alphabet set of the forward message and that of the backward message at time
7 € {1,...,n}, respectively. A public channel with a given capacity pair (C, ,C,)) is a
noiseless channel between Alice and Bob which consists of a noiseless forward channel from
Alice to Bob with capacity €, and a noiseless backward channel from Bob to Alice with

capacity C, such that

e at time instant 7 € {1,...,n}, the forward message P, is sent from Alice to Bob
(in the forward direction), and the backward message P», is sent from Bob to Alice
(in the backward direction);

e P, is a function of all available information at Alice up to time 7 — 1, i.e., it is a
(stochastic) function of a and (P, Pas, . . ., Po-—1)), where Psy £ 0;

e P, is a function of all available information at Bob up to time 7 — 1, i.e., it is a
(stochastic) function of b, (Py1, Pia, . .., Pi(-—1)), where Pjg 2 0,and (Y1,Ys,...,Y:1),
if there exists a wiretap channel connected from Alice to Bob with output symbol
Y, at time T;

e p; and ps are intercepted by Eve;

e the communication rate over the public channel is subject to

log(|P
forward capacity constraint: lim sup log(IP4) <G (3.1a)
n—00 n
log(|P
backward capacity constraint: lim sup M <G, , (3.1b)
n—00 n

WhereIP’léIP’H X ... Xpln andIP)2éIP’21 X ... XPQn.
It G, = 0, the public channel is called a (one-way) forward public channel; if Cp, =0,

the public channel is called a (one-way) backward public channel.
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As sketched in Figure B.Il the DM model consists of two parallel channels: a discrete
memoryless state-dependent wiretap channel (DM-SWC) with non-causally known CSI at
the transmitter and a forward public channel. In the following, the DM-SWC is defined.

Definition 3.2 (DM-SWC). A DM-SWC with known non-causal CSI at the transmitter
is determined by 9-tuple (S,B,E, X, Y, Z, Ps(s), Peg|s(b, €|s), Py zixs(y, 2|z, s)), where

e finite sets X, Y, and Z are the channel input alphabet (from Alice), the first chan-
nel output alphabet (to Bob), and the second channel output alphabet (to Eve),
respectively:;

e S is the state alphabet with a finite size; also, random vector s € S, which is called

CSI, is drawn i.i.d. according to distribution P(s) = H Ps(s:);

e the PTF of the channel with the 1nput x € X", state s € S”, and output pair
(v,2z) € Y" x Z" is P(y, z|x,s) = H Py z1x5(Yi» Zi| T3, 5i);

e random vectors s € S, b € B", and e € E" are three-component SI available prior
to each transmission at Alice, Bob, and Eve, respectively:

e the three-component SI is drawn i.i.d. according to

P(b,e,s) = HPBES(bi,e,-,sz HPS HPBE‘S (bi, ei)s:) - (3.2)
i=1 i=1

In the DM model, Alice governs two encoders: the wiretap channel encoder V¥V and the
public channel encoder F. Randomization at the encoders is permitted. Alice generates
her key with a key generator function IC;, and then she sends key agreement signals to Bob
over both the wiretap channel and the noiseless public channel with capacity C, .

The output of the wiretap channel encoder W is a block code with length n, which is
sent in n successive transmissions over the wiretap channel. However, we assume, without
any loss of generality, that the public channel encoder F transmits public message P at
time instant n, i.e., p; = (0,...,0,P). This is due to the following fact. There is no

——

(n—1) times
feedback from Bob to Alice, and Alice’s SI is available non-causally prior to sending the

public message. On the other hand, Bob is supposed to retrieve his key at the end of
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Figure 3.1: The key agreement problem over the DM model.

n transmission over the wiretap channel. Hence, transmission of the public message by
successive uses of the public channel has the same effect on key generation as if the whole
public message is sent in a single transmission parallel to n*" transmission of encoder W.

Finally, Bob decodes his key at the end of n transmissions over the wiretap channel by
applying a key generator functio ICo to his received signals (y, b, P).

Eve has access to e and P from her SI and the public channel, respectively; she also
receives z from the wiretap channel. Having (z,e, P), Eve does her best to deduce any
information about the keys.

The objective of the key agreement problem is to find the forward key capacity for the

model by using an admissible key agreement code, which is defined as follows.

Definition 3.3. An admissible key agreement code ([2"%x ], n), where R, € RTU{0} and
code block length n € IN, for the DM model consists of the following components:

!The key generator function at Bob is also called a decoder when the public channel is one-way in the
forward direction.
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a key set K = {1,...,[2"f%]}. This set is publicity known to all parties;

e arandomization RV @) with distribution Pg over Q, where Q is an arbitrary set with
a finite size. For randomization, Alice generates a RV ) € QQ independent of s;

e key generator function K : Q x S” — K. Observing s, Alice computes her key
K =K:(Q,s);

e wiretap channel encoding function W: Q x S" — X". Alice transmits x = W(Q, s)
over the wiretap channel in n transmissions;

e public channel encoding function F : Q x S — Py,,, where Py, is assumed to be the
range of function F which is subject to capacity constraintd (3.1al), where |Py| = |Py,|.
Alice sends public message P = F(Q,s) over the public channel at time instant n;

e key generator (decoding) function Cy : Y™ x B™ x Py,, — K. At the end of receiving
y, b, and P, Bob decodes his key K = Ks(y, b, P).

The efficiency of an admissible key agreement coding scheme is measured by the av-
erage probability of error, the leakage rate, and the randomness of (K, K ) as defined in
Definition [LT0l

For a given public channel capacity pair (Cpl,()), an achievable rate R, is defined in
Definition [I.11] where the admissible key agreement code is introduced in Definition 3.3
The (forward) key capacity of the DM model can be defined as follows.

Definition 3.4. Recall the admissible key agreement code in Definition 3.3 For a given
public channel capacity C’P1 € [0,00), the supremum of all achievable key rates according
to Definition [[LTT] is called (forward) key capacity of that public channel. The forward
key capacity is denoted by function G, (C, ,0), where (C, ,0) is the pair of public channel

capacity.

The ultimate objective of this chapter is to find (or bound) the forward key capacity
of the DM model as a function of C,, .
Following Definition 2.9 we extend the definition of the less noisy property to the class

In fact, we assumed P11 =Pjp = ... = Py(n—1y) = {0}.
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of DM-SWCs. To do this, we assume a DM-SWC as a broadcast channel [2] with augmented
input (x,s) and with augmented outputs (y,b) and (z,e). To simplify the notations, we
represent augmented outputs with the new symbol “on wiretap channel outputs, e.g.,
Y, = (Y, Bi), (3.3a)
Z; = (Zi, By) (3.3b)

for any i € {1,...,n}.
Definition 3.5. For a given channel state distribution Pg, the state-dependent channel is

said to be less noisy with respect to Pg in Bob’s favor if

I(U;Y) > I(U; Z) (3.4)

holds for every auxiliary random variable U such that U — (X,S) — (Y, Z) forms a

Markov chain. A special class of less noisy DM-SWCs is the class of (physically) degraded
DM-SWCs for which

Py z1xs = Py Pyixs » (3.5)

holds. A physically degraded DM-SWC is less noisy with respect to any channel state
distribution Pg.

3.2 Statement of Main Results

In this section, we declare the main results for the DM model defined in Section [B.11.

Theorem 3.1 (Lower bound on the forward key capacity). Assume the DM model with
public channel capacity C, € [0,00). Define the set

0(C,,) £ {Pxuvis : Co, + Z(U;Y) > Z(U; S)} (3.6)

where U € U with cardinality U] <|[S||X| + 3 is an auziliary RV such that U — (X, S) —
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(Y, Z) Then, the forward key capacity of the DM model with public channel capacity C,,

s lower bounded by

C.(C,,0) > WU Y)-Z(U; Z)|. 3.7
WG 0) 2 max  (TUF) T 2) 37)

Comparing Theorem B with Corollary 21l we conclude that the key capacity exceeds
both the main channel capacity and the secrecy capacity in some DM-SWCs, which are

specified in the following corollary.

Corollary 3.1. Let C, = 0. Assume a physically degraded DM-SWC' according to (3.5).
Assume the main channel capacity of the DM-SWC, which is given in (IL33), is achievable
at input distribution Py, g, P sPs. At this distribution, if Z(U*;S) > T(U*; Z%), then

G, (0,0) > Z(U*,Y*) = Z(U*; %) > C, = Cy = Z(US V™) = Z(U*; S)
where T(U*; S), TZ(U*;Y™), and Z(U*; Z*) are calculated at distribution

_ L. * *
PZ\YPYXUS = PYZ\XSPX\SUPWSPS :

Moreover, the UBs on the forward key capacity of the DM model are as follows.

Theorem 3.2 (Upper bound on the forward key capacity). Let U be an auxiliary RV such
that U — (X, 8) — (Y, Z). Then, the forward key capacity is upper bounded by

C (G, ,0) < max Z(U;Y) - Z(U; Z)] .
U—(X,8)—=(Y,2)

sit. Co, +Z(U;Y) + H(X|S,U) > Z(U; S)

Theorem 3.3 (Upper bound on the forward key capacity of a less noisy DM-SWC). Let
U and V be two auziliary RVs such that (U, V) — (X, S) — (Y, Z). If the channel is less

noisy with respect to the given distribution Pg in Bob’s favor, then the forward key capacity
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s upper bounded by

Ce (G, 0) < max [Z(U,V:Y) - Z(U,V; Z)].
(U, V)= (X,8) = (Y, Z)
st. C, +I(U;Y) > Z(U; S)

As a special case, the following corollary shows that the forward key capacity of a
source-type model given in (L20), which is originally established in [I8,21], is achievable
by using a single auxiliary RV.

Corollary 3.2. When no wiretap channel exists, i.e., X =Y = Z = {0}, the forward key
capacity of the model is given by

Ce(Cr,,0) = max [Z(U;B) —Z(U; E)],
U—S—(B,E)
st. C,, +Z(U; B) > Z(U; 5)

where U €U is an auziliary RV with |U| <|S| + 3.

When the capacity of the public channel becomes unlimited, the forward key capacity

is achieved as stated in the following theorem.

Theorem 3.4 (Public channel with unlimited capacity). If C, — oo, then the forward
key capacity of the model is

C,.(00,0) = max _[Z(U;Y)—-Z(U; 2)] . (3.8)
U—(X,9)—(V,2)

Further, if the channel is less noisy with respect to the distribution Ps(s) in Bob’s favor,

then the forward key capacity can be simplified to

C, (00,0) = max|Z(X, S; V) — T(X, S; Z)] . (3.9)

Px|s

Cy (Cy,,0) is a non-decreasing function of G, . Hence, C (o0, 0) is the maximum forward
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key capacity that can be attained by a DM model with a fixed DM-SWC. However, we do
not demand an unlimited public channel capacity to achieve C (00, 0). Further, G (C, ,0)
is not a strictly increasing function of C, . These facts are established in the following

corollary.

Corollary 3.3. For a given DM-SWC, let distribution

Pxus € argmax[Z(U;Y) — Z(U; Z)],
Pxu|s
where U — (X,S) — (Y,Z). Define Cr £ [Z(U%8) — Z(U*;Y*)]*, which is calcu-
lated according to distribution Py xgPxsPs. Then, C; is finite and for any C, > C7,
Cy (G, 0) = G (00,0), where Gy (00,0) is given by Theorem [3.4)

Now, consider a DM-SWC in which the CSI is fully known at both Alice and Bob (no
matter if it is fully known at Eve or not). In [64], the (forward) key capacity of this model
is obtained for the special case no public channel as given in (L30). Based on Corollary B3]
we show that the public channel does not help the forward key capacity in this case. That
is, the result of [64] is optimum for any Cp, = 0 as well. In this case, the forward key

capacity is obtained from Theorem B.I] and Corollary 3.3 as follows.

Corollary 3.4. If Bob has access to the CSI, i.e., b =s, then the forward key capacity of
the model for any public channel capacity C, > 0 is

C,(C,,,0) max  [Z(U;Y|S) — Z(U; Z|S) + H(S|Z, E)] .

- U—(X,8)—=(Y,Z,E)

3.3 The Proofs

In this section, we prove the results given in Section as follows.
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3.3.1 The Proof of Theorem [3.1]

The strategy of the proof is as follows. First, we prove that R, = Z(U;Y) — Z(U; Z) is
an achievable key rate if Pxys € O(C, ). Proving this fact, the LB is obtained by taking
the supremum on all achievable key rates. On the other hand, |U| <|S||X]| + 3 follows from
support lemma [6] as proved in [I2, Appendix]. Hence, the size of set U is finite and we
can switch the supremum with the maximum according to Appendix [Bl

In the following, we prove that R, is an achievable key rate with the use of the strong
typicality introduced in Subsection 2.1.1l In Subsubsection B.3.1.1] the preliminaries of
the proof is expressed where the distribution on RVs for different cases are established.
In Subsubsection 3.3.1.2] we create an admissible key agreement code for the DM model
satisfying the LB given in Theorem 3.1l In Subsubsection B.3.1.3] we analyze the efficiency
of the admissible key agreement code according to Definition [L10l

3.3.1.1 Preliminaries

Select set U such that [U| <[S||X[+3. Given C, , Pggys, and Pyz|xs from the DM model,
arbitrarily select conditional PMFs Py s and Px|ys to fix

PYZXUBE\S = PBE|SPU|SPX\USPYZ\XS (310)

such that C, > Z(U; S) — Z(U; Y, B). From (B.I0), Markov chains (B, ) — S — U and
(B,E) — (U,S) - X and (U,B,E) — (X,5) — (Y, Z) are justified. Also, Py(u) =
>~ Pus(uls)Ps(s) is fixed by BI0), where u € U.

seS

If Z(U; Z) > Z(U;Y), then no key rate can be agreed between Alice and Bob, and so

K = {1}; if not, the admissible key agreement code is constructed in the next subsubsection.

3.3.1.2 Key Agreement Code Generation

Sequences u are generated i.i.d. according to Py. For any € € (0,1), randomly pick up

Ny < 2MHWU)=9) gequences u for the codebook generation. Each sequence u is called a
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codeword. The structure of the key agreement codebook is based on double random bin-
ning as explained below.

As shown in Figure B2 the (key agreement) codebook is constructed with N; enu-
merated bins such that each bin consists of N, enumerated sub-bins. N, codewords are
randomly partitioned in all N; Ny sub-bins such that each sub-bin is filled with the same
number of codewords. Let consider each sub-bin as a set of codewords. Denote sub-bin

J located in bin ¢ by the locator set LL;;, where i € {1,...,N;} and j € {1,..., No}; each

No

D codewords. Define

locator set has also the same number |L| £ |L;;| =

I, £ U (3.11)

as the set of all codewords placed in bin ¢, where i € {1,..., N1}; each bin has the same
|L;| = %) codewords. For i € {1,...,N;} and j € {1,..., Ny}, (4,7) is called the label of
codeword u, if u € L;j; 4 is also called its bin-label as u € I;. Finally, the matriz of all

labeled codewords is publicly released as the (key agreement) codebook, i.e.,

u
C= S (3.12)

uNo

At each block code transmission, the encoder selects a codeword, which is specified
by 1, from the codebook C. Having s and codeword u, transmitted signal x is gener-
ated according to P(x|s,u) = H Pxsv(@i|si, ;). At the end of the transmission of the
whole block code, Bob decodes a codeword 1 from the codebook C. Specifications of the
codebook, the encoding and the decoding functions are individually determined for the

following two cases.

(a). Case Z(U;Y) > Z(U; S).
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Sub-Bin #1 <

Ny codewords per codebook
Sub-Bin #2 < N7 bins per codebook

N5 sub-bins per bin

IL| = % codewords per sub-bin

Sub-Bin #N,

D D)
D - D ED)
oD

Bin #1

vs)
=
=

Ny

Figure 3.2: Structure of codebook C formed with a double random binning strategy.

e C(Codebook Specifications.

Ny = MU -e), (3.13)
N, = 2n[Z(U;Y)—51—max{I(U;S)-i—eo,Z(U;Z)—eg}}7 (3.14)
N, = Qn[maX{I(U;S)JrEmZ(U;Z)—Ez}—(Z(U;Z)—E3)]’ (3.15)
L| = gnEU)=el, (3.16)

where 1 > €5 > €1 > € > €3 > €5 > 0 are fixed real values.

e Encoding. Let define K; £ {1,..., N}, Ky 2 {1,...,N,}, and assume key set
K = {1,...,N;.Ny}. Alice generates a uniformly distributed RV @ € K;. Given
s and @, she picks up codeword @ at uniformly random from the set {u : u €

Io, (u,s) € TH(Pys)}. If the set is void, the encoder randomly sends a codeword
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from set Iy, but an error will be declared at the encoder. Assume u € L;;, where
ie{l,...,Ni} and j € {1,..., Ny}. Fix a one-to-one function K K; x Ky = K.
Then, K = I@l(i, 7). In this case the encoder sends no public message over the public
channel, i.e., P = 0. From equations ([B.I14]) and (8I5), size of the key set is

IK| = NN, = onlZ(U;Y)~Z(UsZ)—e1+tes] (3.17)

e Decoding. Observing b and receiving y from the DM-SWC, the legitimate decoder
builds the decoding set

Dy ={u:ueC, (uy,b)eT(Poys)}-

~ ~

If |Dy| # 1 or & ¢ Dy, the decoder declares an error; if not, K = kCy(i,j), where
u € Dy, and (4, 7) is the label of codeword u = 1.

(b). Case Z(U;Y) < Z(U; 9).

e (Codebook Specifications.

N, = 2MEW:S)+e) (3.18)
N, = 2MIWS)-TWUY)+eo+er] (3.19)
N, = on[Z(UsY)~Z(U;2)—e1+e2 : (3.20)
UL‘ _ 2n(I(U;Z)—€2) , (321)

where 1 > ¢y > € > € > €5 > 0 are fixed real values.

e FEncoding. Let key set K = {1,..., No}. Observing s, Alice picks up codeword u at
uniformly random from set {u:u € C, (u,s) € T!(Pys)}. The encoder declares an
error if this set is void, and then codeword u is randomly chosen from codebook C.
Assume that the label of uis (I, J), where I € {1,...,N;} and J € {1,..., Na}.
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Then, P =1 and K = J. Therefore, P € {1,...,N;} and K € K. In this case

IP,| = 2"ZWS)-TWY)+eota] (3.22)

K| = 2nEUN-TW:Z)—ertes] (3.23)

due to equations (B.19) and (B20).

e Decoding. Bob’s decoder knows the bin-label of the sent codeword from public mes-

sage P. Having P, y and b, it constructs the set
Dy ={u:uelp, (uy,b) € T (Pyyp)}.

An error will be declared by the decoder if |Dy| # 1 or 1 ¢ Ds; if not, then & = G
and assume that the label of codeword u € D, is (P, K ), where K € K. Finally, K
is chosen by Bob as his key.

3.3.1.3 Analysis

Any codebook, as a random matrix, has codewords uy, ..., uy, such that each codeword

is drawn i.i.d. according to Py (u). Hence, a random codebook is generated according to

n Ny

PC) =[] Pvlusy) (3.24)
j=1i=1
We prove that the average probability of error and the average leakage rate over all ran-
domly generated key agreement codebooks vanishes as n — oo. Then, this turns out that
there exists at least one codebook with small enough probability of error and small enough
leakage rate as n — oo due to the random coding argument [21[6]. Specifically, assume that
for any € € (0, 1) there exists n > N such that

E(Perror(n)) <€, (3.25a)

1
—I(K;z,P,C) < e, (3.25Db)
n
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where C is a random codebook with distribution (3.24)) and £ indicates an average over

the random codebook ensemble. Thus, from equations (3:25) we have

% > E(Porpor(n)) + %I(K; 5 P.C) (3.26)

= E(Pavn(n) — L H(K, P,C) + ~H(K)

= E(Parr(n) = 3 K2, P,C = Co)P(C = Co) + - H(K)

where (B:26) follows from equations (3.25al) and (3.25h). From (B:26]), it can be con-

cluded [2] that there exists a key agreement codebook Cg such that
1 . 1
7367”7”07”(”) - ;H(K|Z> P> CO) + EH(K) < 2

or equivalently )
Prvvor(n) + ~T(K: 3, P, C) < 2e (327)

Therefore, from ([B.27) we conclude

%rror(n) S 2e 3 (328&)

1
—I(K;z, P, Cy) < 2¢, (3.28Db)
n

that leads to the approval of the AR and AS conditions according to Definition [LT1]

In the sequel, we prove equations ([3.25a) and (3.25D]) in part (a) and part (b), respec-
tively to justify the AR and AS conditions. Moreover, we will prove that H(K|z, P,C) >
log(|K|) — ne for any € € (0,1) in part (b), and thus the ARN condition, given in Defini-
tion [LTT] is established according to the fact that H(K) > H(K|z, P, C).

To simplify notations, let define Iy £ {uy,...,uy,} as the set of all codewords in this
part. According to Definition [[.10, we examine the following conditions for the proposed

key agreement code.
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(a). The Average Probability of Error. Assume that EV; and EV, are error events
at the encoding step and the decoding step, respectively. We have

E(Purror(n)) < > P(s)[P(EV; UEVas)] | (3.29)

sesn

< > P(S)PEVIUEVys) + Y P(s (3.30)
s € T*(Ps) s ¢ T (Ps)

€

< > P(s)[P(EV,UEV,s) + e (3.31)
s e T:(Ps)

= Y PE)P(EVL]s) + PEVSEVS,s)] + i , (3.32)
s € T (Ps)

where the expectation in (8.29) is over all code-books C with distribution given in (3.24);
equation (B.31]) follows from the fact that

> Pls)

s ¢ Te(Ps)

p-l>lm

for large enough n > ny;(€) [2, Sec. 11.2]. Hence, we focus our attention to s € T (Ps).

With this assumption, the terms in (3.32)) are evaluated in the following.

Error at the Encoder. Error event at the encoder is
EV, £ {ﬂu €lp:(s,u) e T:(Psv)} - (3.33)

Now, the first term in (3.32]) is bounded as follows:

P(EV,s) < (1 - n(Z(U; s>+e))mQ| .
<(1- n(Z(U; S)+€))2"(I(U%S)+eo) as)
< exp(—27" (Z(U;S)+e))2n<I(U;S)+eO) (3.36)
= exp(—2 EWUiS)+e) on(Z(U:8)+eo))

= e:)sp(—2"(60_5))
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VAN
=

(3.37)

where

o (3.34) follows from the fact that the codewords have been generated independently
and from [2| Lem. (10.6.2)] for large enough n > nis(€) such that

1
0> e+ log(~ 1n(§)) > € (3.38)

e (B.33) holds because 0 < 1 —27"FWH ) < 1 and [Ig] = {2 > 2"FU549) due to

equations (B.13) and (B.14) as well as equations (3.18]) and (3.19);

e (3.30) holds from inequality 1+ a < exp(a) for any real value a;
e (337) is valid due to (B.38);

The encoder finally sends codeword u based on observation of s. If no error declared at
the encoder (conditioned on EV{ and given vector s), we have (a,s) € T!(Pys).

Error at the Decoder. Error event at the decoder is defined as

EVy £ EVy UEVy, , (3.39)
where
EVor = {(y,b,u) € T:(Pysuv)} (3.40)
EVy ={Fu#u€lp:(y,b,u) € T:(Pypv)} - (3.41)
Therefore, we have
P (EV,|EVY, s) = Z(EVy|EVY, s) + Z(EVy|EVS, , EV],s), (3.42)

according to (B:39). The first term in the right-hand-side of (342) is bounded by the

following lemma.
Lemma 3.1. For any € € (0,1), there exists n > ny(€) such that Z(EVy |EVY,s) < {.
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Proof.

y(EVgl |EVT, S) S y(EVQll |EV§, S) + QZ(EVQQHEVSH, EVT, S) (343)

where
EVy; 2 {(b,s, 1) & T (Ppsv)}, (3.44)
Eglg é {(y, b, S, l~1) g T:(PYBSU)} . (345)

From (B.10), we have U — S — B; from condition EV{, we conclude (u,s) € T!(Pyg) for

given s; hence, there exists n > ny11(€) such that Z(Eq1;) < g due to Markov lemma [2,

Lem. 15.8.1] and the fact that b is drawn according to [] Pgjs(bs|s;), where Ppg(b|s) =
i=1
> Prrs(b,els).

ecE

From (BI0), we have B — (U, S) — Y’; from condition E§;,(s), we conclude (@, b,s) €
T*(Pyrps) for given s; thus, there exists n > ngy2(€) such that 9(1@212) < § due to Markov

lemma [2, Lem. 15.8.1] and the fact that y is drawn according to H Py us(yilti, s;), where
=1

Pyius(ylu, s)= Z’Py‘xs( |z, s)Pxjus(x|u, s) due to equation (Bﬂﬂl)

Thus, the proof of the lemma is completed if n9;(€) > max{na1(€), no2(€)}. O

The second term in the right-hand-side of ([3.42)) is bounded as follows:

P(EVy|EVS,, EVS, s) = P(EVy|EVS,,s) (3.46)
< Y 2((y,b,u) € T:(Pysu)[EV5,,s) (3.47)
u#u
uelp
= Z Z u|EV3,,s)Z((y,b,u) € T;(Pypv)|EVy,s, u)
u€elp u;ﬁﬁ
uelp
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<> 3 2(a=ulEVS,s)2EUNE0 (3.48)

u€elp u;ﬁﬁ

uelp
<3 2( = u[EVS,,s)[2"EUF DI (|| - 1))
u€elp
< 27 EUYBZgrEUY B )] N (@ = u|EVS, ) (3.49)
u€elp
— 9—nle1—e) (3.50)
€
<t 3.51
<1 (3.51)

where

e (3.40) follows from the fact that EV] C EVY,;
e (3.47) is a union bound on (3.40));

([3.48) follows from [2, Lem. (10.6.2)] for large enough n > nas(e);

B49) follows from |Iy| = Ny for the first case according to ([B.13)), also from |Ip| = %‘;
for P € {1,..., N1} (the second case) according to equations (3.I8) and (3.19);
B50) follows from > Z(u = u|EVS,,s, P) = 1;

u€lp
B.5T]) follows if

1
€ >€— ﬁlog(i) > €, (3.52)

As a result, if €; satisfies (8.52), from equations (3.42)), (8.51]), and LemmaB3.1] we conclude

P(EV,|EVE,s) < (3.53)

[NNNe

for n > ny(€), where no(€) = max{nag; (€), nas(e)}.

Conditions (B38)) and (B.52) have been already satisfied due to the specifications of
the key agreement codebook. From equations (8.32), (3:37), and (3.53), we conclude that
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there exists n > max{n;(€),ny(€)} such that

E(Ferror(n)) < € (3.54)

for any € € (0,1). This equation approves the validity of (3.25al).

(b). The Average Leakage Rate.

Lemma 3.2. For any €5 > 0, there exists n > ns(e;) such that H(u|K,z, P,C) < ne;,
provided €y > €5 > €.

Proof. Suppose an arbitrary decoder A wishing to retrieve sent codeword u from K, z,
and P as its input information. The output of this decoder is denoted by 1. Having K
and P, the label of codeword u is uniquely determined with no error according to the
encoding functions, which are publicly known. Hence, decoder A is to find & from the
sub-bin in which u is located. No matter what the decoding function of A is, from Fano’s

inequality [2, Thm. 2.10.1], we have

H(u|K,z, P,C) < H(u|K,z, P) (3.55)
< B(¥) + dlog(|L]) ,
< BW) +n(Z(U; Z) — &) , (3.56)
where
B(z) £ —xlog(z) — (1 — x)log(1 — z), (3.57)
¥ 2 Pla#ulK, z P). (3.58)

and (3.56) follows from equations (8.16]) and (B:21]) as €3 > €5 > 0.
The right-hand-side of (356) is valid for any decoder and it is determined by the

decoder’s probability of error ©). However, the value of left-hand-side is independent of
decoder A, and it is determined by the joint PMF of (u, K, z, P). So, any decoder A with
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probability of error 9 gives a corresponding UB, as a function of ¥, on H(u|K, z, P).
On the other hand, we can claim that there exists a (strongly) jointly typical decoder
A for which ¥ < € for any € € (0,1). This decoder is called A*. The proof of this claim is

similar to that of the AR condition in the last part with the following modifications.

e B)Y,Y, and their corresponding vectors are replaced by E.Z, Z, and their corre-
sponding vectors, respectively;

e Ip is changed to LL;;, where the random pair (I, J) is the label of codeword u

e Markov chain U — (X, S) — Z holds due to (B.10).

Finally, from (B.56) we conclude the lemma for decoder A* as for any e; € (0,1) there
exists a decoder A* with probability of error ¢ < e such that B(9) +n(Z(U; Z) — &) < e
holds. O

Lemma 3.3. H(u|P,C) > n[Z(U;Y) — €], where e, € (0,1) was fized in the codebook

generation.

Proof. Consider C as a random matrix of independently drawn codewords. Let RV [
denote the label of codeword u in codebook C. In other words, I is the row number of

random matrix C in which u is located.

(
= H(u|C) + H(P|u,C) — H(P|C)
= H(u) +H(CJu) — H(C) + H(P|u, C) — H(P|C)
= H(u) +H(CJu) — H(C) — H(P|C) (3.59)
= H(u) + H(Clu,I) + H(I|u) — H(I|u,C) — H(C) — H(P|C)
= H(u) + H(Clu, I) + H(I|u) — H(C) — H(P|C) (3.60)
> H(u) + ZO?-[ (ug) + H(I|u) — 0 H(u,) — log(|Py]) (3.61)
71
= H(I|u) — log(|Py]) (3.62)
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= log(No) — log(|P1]) (3.63)
= n[Z(U;Y) — €] (3.64)

where

e (3.59) holds because P, if it is not zero as in the first case of code-books, is determined
by bin-index of u in C;
e (3:60)) holds because I is uniquely determined by u and C;
e (B67)) follows from the following facts:
a. Codebook C is filled with codewords u at uniformly random,;

b. Codewords u are drawn independently;

c. H(P|C) <log(|Py]), where

0 2 if Z(

bg('w):{ n[Z(U;S) = Z(U;Y) + eo + 1]« if Z(U;Y) < Z(U; )

due to public message encoding functions.

o (3.62)) follows from H(u) = H(uy);

o (B.63) follows from the fact that when C is not given Z{I = ilu} = NLO for any
i € {1,..., Ny}, because a permutation of a codebook containing u results in an-
other codebook with the same PMF in which the label of codeword u is shifted cor-
respondingly. Hence, Y Z(I = i|C,u)P(C|u) is the same for any i € {1,..., No}
(Z2(I =i|C,u) =1if lzbel of u in C is i; otherwise, it is zero.);

e (3.64) follows from equations (3.13)), (318)), and (B.65]).
]

Lemma 3.4. For any €5 € (0, 1), there exists n > ng(eq) such that 2H (zu) > H(Z|U)—es.
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Proof.

H(z|u) = H(z,e|u) (3.66)
= — > P(z, e|u)P(u)log(P(z, elu)) (3.67)
(u,z,e)e(U™,Z" En)
> — > Plz.efu)P(u)log(P(z eu)) (3.68)
(u,z,e)€T(PuzE)
> —n P(u) x (3.69)
ueT: (Pv)
[Z 77(1;L|11) Z Pz.eu(z, elu)log(Pzeu(z, elu))] (3.70)
vel (z,e)€(Z,E)
>n Y Pu)x (3.71)
ueT; (Py)
D (PuU=u)—€) > —Prou(z elu)log(Pzru(z elu))] (3.72)
uel (2,6)€(Z,E)
=n Y  PH(ZE)1-¢€) (3.73)
ueT: (Pu)
> n(l— e)H(Z,E|U)(1 — €") (3.74)
= n(H(Z|U) — €) (3.75)

(3.76)

where

e (3.69) distribution Pyzg is calculated from (B.10);
e ([B70) n(v|u) represents the number of indices i € {1,...,n} such that v = u; (see
Section 2.I.T] for more details); also,

n

P(S, X|U)P(Z, e|x, S) = H PSX|U(Sia xi|ui)PZE\XS(Zi> 6i|ZL'Z', Si) 5

i=1

where Pg x|y and Pzp xg are calculated according to (3.10) (see also [53, Page 1634]);
o (B.72) follows from the fact that sequence u is e-strongly typical (see [3 Sec. 2]);
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o (BT follows from > P(u)>1—¢;

ueT: (Py)

o (B.75) holds for any €5 € (0,1) if ¢, €”, and € were selected small enough such that

previous inequalities hold.

U
Finally, for any € € (0,1), we complete the proof as follows:
H(K|z, P,C) = H(K|z, P,u,C) +Z(K;u|z, P,C)
=H(u|z, P,C) — H(u|K,z, P,C) (3.77)
= H(u|P,C) — H(z|P,C) + H(z|u, P,C) — ne; (3.78)
> H(u|P,C) — H(z) + H(z|u) — nes (3.79)
H[I — 61 Z H "— Z H(ZVZ‘UZ) - n(€5 -+ 66) (380)
i=1
=n[Z(Y;U) = Z(Z; U)] — nle, + €5 + €) (3.81)
> log(|K]|) — n(es + €5 + €6) (3.82)
> H(K) —ne (3.83)
where
o (B77) follows from the fact that K is a function of u for given codebook C;
e (B78) follows from Lemma B2 for n > ns(es);
e (B79) holds as H(z|u, C) = H(z|u) follows from Markov chain (C, P) — u — (e, z);

Also, H(z) > H(z| P, C);
(B:8T)) holds because of the following facts:

a. The first term follows from Lemma 3.3}
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b. The second term follows from

H(z) <Y H(Z) (3.84)
S %’H(Zh _ i) (3.85)
= nH(Z,|T) 3.86
<nH(Z,) (3.87)
=nH(Z)

for a uniformly distributed RV 7 € {1,...,n}. Finally, let Z = Z_;

c. The third term follows from Lemma [3.4t

o (331 follows from equations (3.13)), (B:21);

e (3:82) holds from equations (B.I7) and (3.23);
o (3.83) is valid from log(|K|) > H(K) and € > €; + €5 + €.

Hence, ([3.83) approves the validity of (3.250).

3.3.2 The Proof of Corollary [B.1]

According to Corollary 2.I], we have

C.=C,=T(UY") —Z(U*;S)
which is also valid if side information is available at Bob or/and EVGH. From Theorem B.1],
we also understand that R, = Z(U*;Y™*) — Z(U*; Z*) is an achievable key rate if the DM-
SWC is less noisy in Bob’s favor. The fact that Z(U*; S) > Z(U*; Z*) completes the proof

of this corollary.

31f side information is available at any receiver, an augmented output can be considered at that receiver,
and thus the secrecy capacity can be extended to this case.
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3.3.3 The Proof of Theorem [3.2]

The proof of the UB is established in two steps. In the first step, we obtain a UB on the
forward key capacity of the DM model due to the effect of the DM-SWC on the achievable
key rate. In the second step, we derive a constraint imposed by C’P1 due to the public
channel.

First, fix an arbitrarily small ¢ > 0. According to Definition [[.11] a key rate R,
is achievable if there exists an admissible key agreement code ([2"fx],n), which returns
(K, K), for the given e such that

Prrror(n) < 3 (3.88)
R,(n) < % : (3.88b)
X(n) < g : (3.88¢)
Hle) +5 >R, (3.880)

where P.rror(n), R, (n), X(n) are defined in Definition (I.I0). Then, we can derive the UB

in the following two steps.

(a). The effect of the wiretap channel on R,. First, we establish the following

lemma.

Lemma 3.5. Let Pwuprsxyz be a joint distribution on WX UXBXEXSXxX XY X Z
such that Markov chains W — (U, B, E) — (X,S5) = (Y, Z) and W — (U,B,E,S) - X
hold, where the marginal distribution Ppgs is fized. Recalling notations [B3), define the
function

L(Pysxy 21w =uwn) L2I(U; YW =wy) — Z(U; ZIW = wp,)

*

sxy g With marginal distribution

where w,, € W is fired. Then, there exists a distribution
Prrs such that

s Y*) - (U Z*) = ‘C(PUSXYZ|W:wm) ) (3.89)

96



*

where the left-hand-side is calculated at distribution Pf v -

Proof. Let

Puusxiz = PiesPw sesPowsesPxiusesPy z)xs (3.90)

where Pprs, Pxjupes, and Py zxs are marginal distributions of Pyysxpyrz and

V(b,e,s) e BXE X S:

1, :If w = wy;
P wlb,e,s) & ’ " 3.91a
W‘BES( | ) { 0, :Otherwise. ( )
V(u,be,s) EUxBXEXS:
Pw|BESs(wml|b,e,s)Py pesw (ulb.e,s,wm) TIf 1w = we.:
P ulw, b, e, s) = Pw (wm) b e
U‘WBES( | ) { 0, :Otherwise.
(3.91b)
From (3.90) and (3.971al), we have
1, :Ifw=wy;
Piy(w) =Y Piyg(w|s)Ps(s) = ’ " 3.92
w(w) sezs W‘S( 5)Ps(s) { 0, :Otherwise. ( )
Moreover, from (B3.90) and (3.91D) and (3.92), we have
Vu € U: Pi(u) = Puw (ulwp,) . (3.93)

From (3.90) and (892)), for any (wy,, u,b,e,s) € Wx Ux B x E x S (with fixed given w,,)

we conclude that

PK*JBES\W(Ua b,e, slwm) = PEES\W(ba €, 5|wm)PZ*J\BESW(u|ba €, S, W)
Prrs(b, e, 8) Pl pps(Wmlb, e, s)
= P{’;V(wm) U|BESW

(ulb, €, 5, W)
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PW\BEs(wm\ba e,s)
Pw(wm)

= PUBES|W(U7 b, e, |wnm)

= PBES(b> €, 3) ( PU\BESW(u|ba €S, wm)>

From this equation, for any (u,b,e,s,z,y,2) € UxB XxE xS x X x Y X Z and fixed

w,, € W, we have
*
7DUBESXYZ|W(ua b,€,8,[l§',y,2|wm) = PUSXYZ\W(”?& easazayaz|wm)

due to Markov chains W — U — (X,S) — (Y, Z) and W — (U, B, E, S) — X and (3.90).
As a result,
L(Pysxy ziw=wn) = LPhsxy 21w—uw,.) -

On the other hand, from (3.92)), which is valid for distribution P we can redefine

) WUSXYZ )
W = {w,,} for this distribution, and so Z(U; Y |W = w,,) = Z(U; Z|W = w,,) =Z(U;Y) —
T(U; Z) at Pippexyz(U,be,s 2y, 2) = PEBESXYZW(u, b,e,s,z,y, z|wy). Hence, the

lemma is established. O

Now, we prove the UB as follows.

nR, < H(K) + ng (3.94)
<I(K;K)+ n% (3.95)
< T(K:y,b, P) + n% (3.96)
<I(K;y,b,P)—I(K;z,e,P) + ne (3.97)
= I(K;Y]"|P) — Z(K; Z"'|P) + ne (3.98)
= SR VIV Py~ T(K 2072, P)) 4 ne (3.99)
=1
= Xn:[I(K; ViV 200, P) = T(K; ZiY( Y 27, P)) + ne (3.100)
=1
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Z (U;; Yi|Wi) — Z(Us: Zi|W;)] + ne (3.101)
=1

n . 1 n -
ol S T VW7 =) ST [ Wem = 0)] 4 e

= n[Z(Up; Yo |Wr, 7) — Z(Uy; Z| Wy, 7)] + ne (3.102)
= n[Z(U; Y |W) — Z(U; Z|W)] + ne (3.103)
=n Y _[Z(U;Y|W = w) — Z(U; ZIW = w)]P, (w) + ne

<n[Z(U; YW = wy,) — Z(U; ZIW = wp,)] + ne (3.104)
= n[Z(U*;Y™*) — T(U*; Z%)] + ne (3.105)

<n sup [Z(U;Y) = Z(U; Z)] + ne
U—(X,8)—=(Y,2)

Z(U;Y)-Z(U; Z 1
nU%(Xr’Ig)li(m[ (U;Y) = Z(U; Z)] + ne (3.106)

where

e (394) follows from (B.88d);
o (B07) follows from (B88a) and H(K|K) < ng due to Fano’s inequality [2, Thm.

2.10.1];

(B96) holds due to data processing inequality [2, Thm. 2.8.1] as K = Ks(y, b, P)
and so K — (y,b, P) — K

e (B97) follows from (3.88bl);

e (BO]) follows from (B3)).

e (399) is valid because of the chain rule for mutual information [2, Thm. 2.5.2];
e (BI00) holds from Csiszar-Korner’s sum identity (see Appendix [DI);
e (B.I0I) holds by definitions W; & (PY{'Zr, ) and U; £ (K, W), i.e

Uy 2 (KPY{™'Z},) (3.107)

e (3I02) holds as a time-sharing RV 7 with a uniform distribution over {1,...,n},
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which is independent of (K, P, S?, X", Y*, Z™), is applied;
e (3103) follows from definitions

U= (U,T), (3.108a)
W& (W,, 1), (3.108b)
X2X,, (3.108¢)
Y 2Y,, (3.108d)
Z2 7. (3.108e)

Also, note that Markov chain W — U — (X, S) — (Y, Z) is valid; U and W are also
reserved for alphabet set of U and that of W, respectively;

e (3I04) follows from Zw P, (w) =1 and selection
we

Wy, € argmg%,([I(U; YW =w) —Z(U; Z|W = w)],
and so the equality in (3.104) holds if
VweW: we argmg%([I(U;ﬂW =w) —Z(U; ZIW = w)]; (3.109)

e (3.1I05) follows from Lemma 3.5 according to distribution P}, i, for which Markov

chains W - U — (X,S) —» (Y, Z) and (UW, XY, Z) - S — (B, E) hold,;
e (3I100) follows from Appendix Bl and the fact that U is a finite set according
to (B.107) and (B.108a) for a given n;

(b) The effect of the public channel on R, .

nC, > log(|P ) (3.110)
> H(P)
= H(KP)—H(K|P)
= H(KP) = Z(K;Y\"By|P) — H(K|PY"BY)
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AV AVARRY,

v

H(KP) — Z(K;Y]"B}|P) — ne
H(KP) — Z(KP;Y[") — ne

H(KP) — H(KP|X"S!) — Z(KP;Y!") — ne
T(KP; XI'S?) — Z(KP;Y{") — ne

3

(K P; XS X7 St) — Y T(K P YY) — ne

1 i=1

<.
Il

Z[I(Kpﬁi_l§XiSi‘Xf+1 ) _I(}qi_1§XiSi|KPXZL+1 )]

+ ) [T(KPX]SE s YilYi™!) = T(X S7s VI K PYTY)] — ne

i=1

S L(EPY ™ X8| X7 S8 ) — (K PXT S YilYi—h)] — ne
=1

S TR PXE SV X0S,) — T(K PXZ, 1 Vi Vo)

i=1

= D T(XP ST XeS:) — Z(Y{ T V)] — ne

ST XL, S Vi XoS:) — TR PXT S5, Vi V)
i=1
_ZI( XTS5 XiS;) — ne

Z[I(KPXZLHS?HZ?HKFI?XiSz’) —I(KPXZL+1SZL+1ZZL+1Y1F1§E

i=1

- Z[I(ZZL+1§ XiSi‘KPXz‘nHS?HYli_I) - I(ZZL+1§ K‘KPX?HS?HY?_I)]

= T(X[1 ST XiSi) —
=1
> (KPX]Sh 20 YT XoS) — LK PX] L SPa 20 Y Y,

i=1

101

)l

i)]

(3.111)
(3.112)
(3.113)

(3.114)

(3.115)

(3.116)



= I(X}4, 8745 XiSi) — ne (3.117)
=1

=Y [I(KPZI, Y X0S) — LK P2, YY)

i=1

) TP St XaSII K PZEL YY) = T(X Sy Vil K PZE YY)

- ZI(X?HS?H; XiSi) — ne
i=1

ST P2, Vi S) + T(X7 St XilS:) — TP 2L Vi 1)

i=1

A%

- i[H(XiSO — H(XiSi| X1 57)] — ne (3.118)
- i{I(KPZ nOYITL S + HXG]S) — H(XG|K P2 YiTYS) — T(KPZ Vi~ V)]

—_ Z H(X.S;) + H(X]S]) — ne (3.119)
= znd(Ui; Si) = H(Xi|UiS;) — Z(U3: Yy)]

;Z H(XilSi) — Z H(X|Si) + H(XTIST) + [i H(S;) — H(SP)] —ne  (3.120)
- i_[z(Ui; S;) — ?—L()_(Z-\UZ-SZ-) — T(U; V)] + H(X] |:91) — ne (3.121)
> i[I(Ui; S;) — H(X:|U:S,) — Z(U;; Yi)] — e (3.122)

[Z Ty Silr = i) — i%z — i)

- Z E’H(XAU,S,, T =1)] —ne

= n[:f?;JT; S,|7) = H(X,|U, Sy, 7) = T(Uy; YVo|7)] = e (3.123)
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> n[I(UT, 75 S’r) - I(U'r> T Y/:r) - H(XT|UT7 T, S‘r)] — ne (3'124)
n[Z(U;S) —Z(U;Y) — H(X|U, S)] — ne (3.125)

where

e (3I1I0) follows from public channel capacity constraint given in (B.1al);

e (BI11) holds due to Fano’s inequality |2, Thm. 2.10.1] as well as satisfaction of the
AR condition (LI8a) by the code, because K = Ko(Y;", BY, P);

(BII2) follows from substitution Y;* = (Y%, B?); also, let Y; = (Y;B;);

e (BII3) holds due to H(KP|X]S}) > 0;

e (BII4) follows from the mutual information chain rule [2, Ch. 2J;

e (3II%) follows from Csiszér-Korner’s sum identity (see Appendix [DI);

e (BIID) follows from Z(Y;~';Y;) > 0;

e (3.I1I7) holds due to Markov chains X;5; — X[, S| — Zﬁrl and Y; — XSt —

AL ; ; .
Zj',, as the wiretap channel is memoryless;

(B118) follows from data processing inequality [2, Thm. 2.8.1] because Markov chain
KPY{™*Zr X2, St — X;S; — Y; holds as the wiretap channel is memoryless;
(B119) follows from f: H(X:9| X ST ) = H(XTST) due to entropy chain rule [2];
e (BI20) is valid due éleeﬁnition B.I07

(BI21I) follows from the fact that S is drawn i.i.d., and so i H(S;) = H(ST);
B.122)) follows from H (X7 |ST) > 0; .

e (B3123) follows by assuming 7 is a uniform RV over {1,...,n} such that it is inde-
pendent of (K PSPXPY'Z1);

(B124) holds as distribution of S, does not depend on 7 (S} is i.i.d.); also, Z(U,, 7; Y;) >
T(U,; Y,|7), where the equality holds if ¥;* is i.i.d.;

(B.128) follows from definitions (8:108]), also S, can be replaced by S as distribution
of S, does not depend on 7 (ST is i.i.d.);

As equations (3106 and (B.I25) are valid for any achievable rate R, and any € € (0, 1)
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and a correspondingly large enough n, the theorem is concluded.

3.3.4 The Proof of Theorem [3.3

For any i € {1,...,n}, let U; = (PY{"'S%,) and V; = (K X[ ,); thus, the Markov chain
(Ui, Vi) = (X, 8;) — ( ) is valid for every i. Further, we can write

nC, > log(|P1|) (3.126)
> H(P)
> TI(P;ST)

_ZIP S| H—l
=Z[I(Pf’f_l;5i\ ) — (Y Sil S, P)]
ZZ[I (PY{ 7182 458:) — Z(SEy; Vil ™, P)] (3.127)

> Z (U 8i) = Z(Us; Vi)

=n[= Y I(UrS-|r = i) — = > I(Ur Yyl = i)]

=1 =1
= n[Z(Ur; S;|7) = Z(Ur; Yy |7)] (3.128)
> n[Z(Uy,7;8:) — Z(Ur, 73 Yy (3.129)
=n[Z(U;S) - Z(U;Y)], (3.130)

where

e (BI246]) follows from public channel capacity constraint given in (B.1al);

o ([BI21) follows from the fact that s is i.i.d. and from Csiszar-Korner’s sum identity (see
Appendix [D));

e (BI28)) holds as a time-sharing RV 7 with a uniform distribution over {1,...,n}, which is
independent of (K, P, ST, X}, Y\, Z1'), is applied;
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e (BI29) holds because 7 is independent of S; (s is i.i.d.);
e (BI30) follows from definitions U £ (U,,7), Y £Y,, and S £ S,.

Restarting from (3.100), we also have

nRK(Cpl) < Z[I(Kv Yli_lv Vz'n—i-lvp;}}i) - I(K7 Yli_lv Vz'n—HvP; ZZ)] +ne (3'131)
1

= Z[I(K7Y1i_l7 Vz'n—l-lv z'n—l-lv in—i-hP;Yi) _I(Kvyvvli_lv Vzn—i-b zn—i-b z'n+17P; ZZ)]

1=
n

1=1
_Z[I( in—i-lv ?+1;Z|K7Y1i_17 ViTL—i-l’P) _I( z'n—l-lv ;L+1;Zi|K7 Yii_17 Vin—l—bp)] +ne
i=1
< Z[I(Uz‘,Vi;Yi) — Z(Uy, Vi; Zi)] + me (3.132)
i=1
1< - 1 < 5
=n|— (U, Vi Yol =1) — — (U, Vi Zr T =1 1
n[~ ; (Ur, Vo Yol =) — ~ ; (U, Vis Zo| = 0)] + e (3.133)
=n[Z(U, Vi Yo |7) — Z(Uy, Vi Z1|7)] + ne
<n[Z(U, Vi, 1Y) — T(Uy, Vi, 73 Z7)] 4 ne (3.134)
=n[Z(U,V;Y) - Z(U,V; Z)] + ne, (3.135)

where

e (BI31) holds due to less noisy property given in Definition 3.5}
e (BI32) follows from Markov chain (K,Y{™', P) — (X2 ,,SP ) — Z" (The DM-SWC is
memoryless) and from less noisy property in Definition (The second bracket in (3.132)
is always non-negative);

(3133) holds because a time-sharing RV 7 with a uniform distribution over {1,...,n},
which is independent of (K, P, ST, X', Y{*, Z}), is introduced,;
e ([BI34) holds due to less noisy property in Definition B8 i.e., Z(1; Z) — Z(m;Y) < 0;
(BI35) follows from definitions U £ (U, 7), V2 (V;,7), Y 2Y,, and Z £ Z,.
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3.3.5 The Proof of Corollary

The proof directly follows from Theorems Bl and B2l when X =Y = Z = {0} is relaxed.

3.3.6 The Proof of Theorem 3.4

When C, — oo, @(C’Pl) defined in Theorem [3.T] contains any arbitrary distribution Pxs(, uls)
without any restriction as Z(U; S) < H(S) < log(|S|) < oo always holds. This confirms the direct
part from Theorem B.Il The converse part is also concluded from Theorem as the constraint
on the maximization is relaxed as Cj, — 0.

When the DM model is less noisy in Bob’s favor, the upper bound (BI06]) is simplified as

follows:
< Z(U:Y)-Z(U: Z
nRK_U%(XIge)\g(Y’Z)[( 1Y) —Z(U; Z)] + ne

= max  [Z(U,X,S8;Y) - Z(U,X,S; Z)] — [Z(X,S;Y|U) — Z(X, S; Z|U)] + ne
U—(X,S)=(Y,Z)

(3.136)
<max[Z(X,S;Y) - I(X,S;2)] + ne, (3.137)

Px|s

where [BI37) holds from Markov chain U — (X,S) — (Y,Z) and from less noisy property
stated in Definition (The second bracket in ([B.130]) is always non-negative as a conditional
mutual information is expected value of unconditional ones [12].). On the other hand, upper
bound (B.137) is achievable according to Theorem B.I] for U = (X, S) as G, — oc.

3.3.7 The Proof of Corollary (3.3

The proof is concluded directly from Theorems B.1] and [3.4] based on the following facts:

(a) P;(UIS($,’LL|S) € O(C,,) for any G, > CJ;

(b) O(G,,) € O(c0) for any C,, > 0.
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Also, the existence of the maximum value is given by Appendix Bl Also, C is finite because

C* = [Z(U*S) = T(U*;Y*)]T < H(S) < log(]S|) < oo .

P

3.3.8 The Proof of Corollary [3.4]

Let substitute Y = (Y,B) and Z = (Z,E) in Corollary B3l For any distribution Pxu|s, we
have Z(U; S) — Z(U;Y,S) < 0; thus, C = 0, and so CK(CPI,O) is independent of C, . Hence,
Cic (Cp,,0) = € (0,0). The proof of the corollary is finalized from [64, Thm. 1] and the fact that
U — S — E according to (3.10).
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Chapter 4

The Gaussian Model

In this chapter, we study the key agreement problem over a Gaussian model. The model consists
of a Gaussian wiretap channel with AWGI, which is non-causally known at the transmitter, and
a parallel public channel. This model can be considered as an extension of the DM model studied
in Chapter Bl In Definition 2.12] a physically degraded Gaussian wiretap channel with AWGI is
introduced. In this chapter, we assume a generalized Gaussian wiretap channel with two receivers,
Bob and Eve, such that the channel is not necessarily physically degraded in either Bob’s or Eve’s
favor. In fact, noise at Bob’s channel and noise at Eve’s channel are assumed to be correlated,
which is determined by noise covariance matrix.

In this chapter, we carefully examine the possibility of extending the results of Chapter 3 to
the Gaussian model. Specifically, we justify the extension of Theorem B.1I] by using generalized
Markov lemma [71] for Gaussian RVs (see Remark [23]). The LB on the forward key capacity is
obtained by using a Gaussian auxiliary random variable. However, the existence of the mazimum
value of all achievable key rates, as claimed in Theorem 3.1l and proved in Appendix [Bl can not
be extended to the Gaussian model because the size of the channel state alphabet is not finite.
Hence, the supremum of all achievable rates will be established in Theorem [£.1] as the forward
key capacity.

On the other hand, the UBs given in Theorem and Theorem B3] do not apply to the
Gaussian model because the corresponding proofs rely on the finiteness of the alphabets of the

RVs in the DM model. For the same reason, we can not claim that the forward key capacity is
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a constant (equals C; (00,0)) when the public channel capacity is beyond a finite value based on
Corollary B3l In fact, our simulations show that the forward key capacity is a strictly increasing
function of the public channel capacity in the Gaussian model.

In lemma [£.2] we justify that the Gaussian model is equivalent to a Gaussian model with a
physically degraded Gaussian wiretap channel as long as the forward key capacity is concerned.
Based on this fact, the forward key capacity is not a function of the correlation coefficient between
noise of Bob’s channel and that of Eve’s channel. Using this equivalence, we prove the UB on the
forward key capacity of the corresponding Gaussian model with a physically degraded Gaussian
wiretap channel, and then we apply that UB to the forward key capacity of the original Gaussian
model. This strategy is similar to obtaining the UB on the capacity of a Gaussian BC [2,[6].

On the other hand, we show that this equivalence does not hold when transmissions over
the public channel are permitted in the backward direction. Specifically, we establish that the
backward key capacity vanishes if the Gaussian wiretap channel is physically degraded in Eve’s
favor, but the backward key capacity can be positive even if the Gaussian wiretap channel is less
noisy in Eve’s favor. In this case, we use a strategy similar to Maurer’s method [17], which was
originally offered for a wiretap model where the main channel, from Alice to Bob, and the wiretap
channel, from Alice to Eve, are two independent BSCs. Motivated by this method, we show that
the backward key capacity and thus the key capacity are functions of the correlation coefficient
between noise of Bob’s channel and that of Eve’s channel.

After the UB on the forward key capacity is obtained, we establish the optimality of the
achievable scheme in Theorem for the special case of unlimited capacity of the public channel.
We also calculate the forward key capacity for any public channel capacity in low SIR and high
SIR regimes.

The rest of this chapter is organized as follows. In Section Il we will present the Gaussian
model. In this section, we will technically define an admissible key agreement coding scheme for
the model and the objective of the problem. In Section d2] we will declare our main results. We
will simulate our results for a Gaussian model with given parameters in Section A3l Finally, we

will establish the proofs of our results in Section 4.4l
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4.1 Problem Definitions

We consider a Gaussian model with three parties: a sender (Alice), a legitimate receiver (Bob),

and an eavesdropper (Eve). As depicted in Figure[4.1] the model consists of a public channel be-

tween Alice and Bob according to Definition 3.1l and a Gaussian state-dependent wiretap channel
(G-SWC) defined as follows.

Definition 4.1 (G-SWC). A G-SWC with non-causal SI at the transmitter and no SI at the

receivers is determined by (T, A, 02,03, o) € R+* x [—1,1], where

random vector x € R"™, which is the channel input (from Alice), is subject to average power

constraint

1
—xx' <T; (4.1)
n

random vector s € R"™, which is known as interference, is drawn i.i.d. according to N'(0, A);
. g1
random matrix Goyx, =

g2
go € R™ are Gaussian noise of Bob’s channel and that of Eve’s channel, respectively. The

)

o1 00102
y and z are the first channel output (to Bob), and the second channel output (to Eve),

] represents Gaussian noise of the channel, where g; € R™ and

2

components of (g1, g2) are drawn i.i.d. according to (G1,G3) ~ N | (0,0),
00102 05

where g is called the noise correlation coefficient;

respectively, such that
y=x+s+g, (4.2a)
Z=X+s+82; (4.2b)

the realization of random vector s is known at Alice prior to each block transmissio.

Alice and Bob wish to agree on a common secret key by transmission(s) over the Gaussian

model in presence of Eve. To do this, Alice and Bob exploit an admissible key agreement code

defined as follows.

Definition 4.2. Let ¢ € {1,...,n} be the time index. Recall the characteristics of a public

No SI at Bob and Eve is assumed for simplicity of calculations, i.e., b =e = 0.
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Interference

P = F1i(Qu, s, Pg(jil))
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1 Xi:Wi(les7P2(1 1)) :
1
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: Z=X+S+g21 ( znp1p2)
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1 1
1 1
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-t Public Channel with Capacity (C,, ,C,, ) <+ *

Figure 4.1: Key agreement over the Gaussian model.

channel from Definition BI An admissible key agreement code ([2"f% ], n), where R, € R*U{0}

and code block length n € IN, for the Gaussian model consists of the following components:

o a key set K={1,...,[2"x]}. This set is publicity known to all parties;

e two randomization RVs with distributions Pg, and Pg, over Qi and Qa, respectively,
where Q1 and Qg are arbitrarily finite sets. For randomization, Alice and Bob generate RV
Q1 € Q1 and RV Q2 € Q9, respectively, such that @1, @2, and s are mutually independent.
Also, )2 is independent of y;

e public channel encoding functions

(at Alice) Fri Q1 x R™ x (]PQl X ... X ]P)2(i—1)) — Py, (4.3&)
(at BOb) Foi : Qg x R(i_l) X (]P)ll X ... X Pl(i—l)) — Py, . (43b)

Alice and Bob transmit forward public message Pj; = fli(Ql,s,Pz(i_l)) and backward

public message Po; = fgi(Qg,Yl(i_l),Pl(i_l)) over the public channel at time instant i

112



subject to capacity constraints

1
forward capacity constraint: lim sup — log(|P1])<C,, , (4.4a)
n—oo N 1
1
backward capacity constraint: lim sup — log(|P2|)<C,, . (4.4b)
n—oo N 2

e wiretap channel encoding function W; : Q1 x R" x (P21 x ... xPy(;_1)) — R. Alice generates
X, = Wi(Ql,s,Pz(i_l)) and transmits it at time instant ¢ over the wiretap channel such
that average power constraint (4.1]) is met;

e key generator function.

(at Alice): Ki:Qp xR" x Pa—K, (4.5a)
(at Bob): Ko:Qo x R" x P1—K. (4.5b)

At the end of all transmissions, Alice and Bob compute K = K;1(Q1,s,p2) and K =
K2(Q2,y,p1), respectively.

As illustrated in the following remark, a physically degraded G-SWC as defined in Defini-
tion is a special case of the G-SWC given in Definition .11

Remark 4.1. In Definition L1} if o = ! then Z(X + S; Z]Y) = 0 and the G-SWC is a physically
degraded in Bob’s favor according to Definition Similarly, if o = 2 then Z(X + 5;Y[Z) =
0 and the G-SWC is a physically degraded in Eve’s favor according to Definition See
equations for more details.

The Gaussian model with a physically degraded G-SWC in Bob’s favor (respectively, in Eve’s
favor) is sketched in Figure (respectively, in Figure [4.3)).
When the public channel is one-way in the forward direction, the functions introduced in

Definition can be simplified as follows with an abuse of the notions.

Definition 4.3. Assume no public channel is available from Bob to Alice, i.e., CP2 = 0. Let

2The key generator function at Bob is also called a decoder when Cp, = 0.
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Figure 4.2: Key agreement over a physically degraded Gaussian model in Bob’s favor.
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Figure 4.3: Key agreement over a physically degraded Gaussian model in Eve’s favor.
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@2 = 0 and po = 0. In this case, the key generator functions are specified by

(at Alice): Ki:Qp xR"—=K (4.6a)
(at Bob): K :R"x P; 5K, (4.6b)

where Alice and Bob generate the keys according to K = K1(Q1,s) and K= Ka(y,p1), respec-

tively. In this case, the public channel encoder at Alice is also denoted by function
./T":QlXRn%]Pl, (47)

where she sends public message p; = F(Q1,s) over the public channel in n transmissions. The

wiretap channel encoder is also represented by function
W:Q1 xR" — R", (4.8)
where Alice transmits signal x = W(Q1,s) over the wiretap channel in n transmissions.

When C’P2 = 0, the assumptions Q2 = 0 and po = 0 in Definition 3] impose no loss on the
forward key capacity due to Lemma [£.1] and Definition B.1], respectively.

An admissible key agreement code for the Gaussian model is defined in Definition For the
Gaussian model, the efficiency of an admissible key agreement code is measured by the average
probability of error, the leakage rate, and the randomness of (K, K ) as introduced in Defini-
tion [LI0 when b = e = 0 is relaxed and P £ (p1, P22

For a given public channel capacity pair (C’P1 , CP2)7 an achievable rate R, is defined in Def-
inition [LT1], where the admissible key agreement code is introduced in Definition The key

capacity of the Gaussian model can be also defined as follows.

Definition 4.4. Recall the admissible key agreement code in Definition For a given public
channel capacity C, € [0,00) and Cp, € [0,00), the supremum of all achievable key rates ac-
cording to Definition [[L.T1] is called the key capacity of that public channel. The key capacity is
denoted by function Gy (G, ,C;,), where (Cp ,C,)) is the pair of public channel capacity.

3 As mentioned in Subsection [[Z.I], P is a one-to-one function of all transmitted signals over the public
channel during n-time slot transmissions.
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In this chapter, we are interested in C,. (C’P1 ,0) according to Definition[£.4l Also, we investigate
Cy (00, 00) when Eve’s channel is less noisy than Bob’s. We also study the effect of g on the key

capacity.

4.2 Statement of Main Results

In this section, we focus on a Gaussian model with a G-SWC (I, A, 02,02, 0) as defined in Sec-
tion A1l This section consists of two subsections: in Subsection L.2.1] we investigate the forward
key capacity of the model; and in Subsection [£.2.2] we study effects of the public channel feedback

on the key capacity when Eve’s channel is less noisy than Bob’s.

4.2.1 Forward Public Channel

In this subsection, we assume the public channel is one-way in the forward direction, i.e., CP2 =0.
We are interested in bounds on G, (C;, ,0).

The following lemma allows to relax randomization @2 = 0 at Bob when C,, = 0.

Lemma 4.1. Randomization at Bob does not increase the forward key capacity of the Gaussian

model.

When the public channel is in the forward direction, the following lemma justifies that the key
capacity of a G-SWC as defined in Definition [£1] equals to the key capacity of its corresponding
physically degraded G-SWC.

Lemma 4.2. Recall Definition[2.12. The forward key capacity of the Gaussian model equals the
forward key capacity of the Gaussian model with a physically degraded G-SWC (T',A,03,03) in
either Bob’s favor (if 02 > 0?), as sketched in Figure[J.2, or Eve’s favor (if o1 > 03), as sketched
in Figure[4.3

In the following theorems, we establish the LB and the UB on the forward key capacity of
the Gaussian model. To do this, we first prove the bounds on the forward key capacity of the
equivalent physically degraded model and then we apply the results to the actual Gaussian model

according to Lemma
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Theorem 4.1 (Lower bound on the forward key capacity). Let 02 > o?. Assume the Gaussian

model with public channel capacity C, € [0,00). Define the set

(v,p): v€[0,1],p€ (- 1 , 1),
@(CPl) = > ll ( Y(1—v 2FA+0%(F+WZA+2p~/\/7)> . (49)
P =2 (1-p2)T(C+2pVTA+A+0?)

Then, the key rate

R (7.p.C. ) = llog (1= p*)(1 =)’ TA+ 03(T +v*A + 2pyWTA)|(T + 2pVTA + A + 0})
P ) =5 8 (12 p2)(1— 7)2TA + 02(T + 12A + 2pW/TA (T + 2pVTA + A + 02)

(4.10)
is an achievable key rate of the Gaussian model for any (v, p) € @(C’Pl). Also, let
R(Coy0) 2 sip  Ry(1,0,Cp) (4.11)
(7:p)€O(Cp, )
then, the forward key capacity of the model is lower bounded by
Cx (Cp,0) = R (G, 0) (4.12)

As a special case, an achievable key rate on the forward key capacity of the Gaussian model in
low SIR regime can be calculated from Theorem[4.1]l Using Lemmald.2together with Theorem [.1]
which is originally proved by Watanabe and Oohama [40], the optimality of the achievable key
agreement code is illustrated. Hence, the forward key capacity in low SIR is given by the following

corollary.

Corollary 4.1. Assume 0%, 03, and A in the Gaussian model are fized, where 03 > a%. In low

SIR regime, i.e., % — 0, the forward key capacity of the Gaussian model is given by

: 1 20, (00,0) 26, (00,0)
lim G, (C;,,0) = 5 log (( 9 )220 19 ) , (4.13)

where Cy (00,0) = %log ("%Eﬁ"ii) is the forward key capacity of the Gaussian model when
o1 93

Cp, =00 and ' — 0.
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When the public channel has unlimited capacity, the following important theorem proves that
C, (00,0) is optimally achievable. Further, C, (co,0) gives a UB on the forward key capacity,

which is a non-decreasing function of G, .

Theorem 4.2 (Key capacity for unlimited public channel capacity). Let 03 > o?. If C'P1 — 00,
then the key capacity of the model is

1 L+ A+ 2VTA + 0302
0, (00,0) = = log (C+A+ + J;)ag . (4.14)
2 (C'+ A+ 2VIA+ 03)07
Moreover, for any C'P1 >0, Gy (Cpl,O) 1 upper bounded by
G (00,0 > G (G, . 0) - (4.15)

When (power) signal-to-interference ratio (SIR) is high enough, C, (c0,0) is asymptotically
achievable by the following corollary.

Corollary 4.2. Let 02 > o?. In high SIR regime, i.c., % — 00, the forward key capacity of the

Gaussian model is

. Lo (23
Elinoo C (Cp,,0) = 3 log <U—%> (4.16)

A

for any G, € [0,00).

A natural question regarding forward key capacity of the Gaussian model is that if Bob’s
channel is required to be less noisy than Eve’s channel such that the key generation is possible.

The following corollary answers this question.

Corollary 4.3. The forward key capacity is non-zero iff Bob’s channel is less noisy than Eve’s
channel, i.e.,
o3 >0f & C.(C,,0)>0. (4.17)

4.2.2 Two-Way Public Channel

In this subsection, we assume the public channel is two-way, but Eve’s channel is less noisy than

Bob’s channel, i.e. 07 > 03. We are interested in bounds on C,. (00, c0).
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Although condition ¢2 > o7 is required to have a positive forward key capacity according to
Corollary [4.3], this condition might be unnecessary for key generation when the public channel
is two-way, i.e., CP2 > 0. In the following theorem, we focus on the key capacity of a Gaussian
model when Eve’s channel is less noisy than Bob’s channel. This theorem proves that Lemma [4.1]

can not be extended to general case when a feedback from Bob to Alice exists, i.e., CP2 > 0.

Theorem 4.3. Let Eve’s channel be less noisy than Bob’s channel, i.e., a% > 0'%, in the Gaussian

model.

(a) If the G-SWC is a physically degraded Gaussian wiretap channel in Eve’s favor as sketched
in Figure[{.3, i.e., o= Z—f, then

Cy (00,00) =0.
(b) If correlation coefficient of noise satisfies 2"721 > 0, then

C, (00, 00) > %log <1 + %ﬁ) :

Part (a) of Theorem [£3] is an extension of the key capacity of a degraded DM model, as

given in (L.26) by Ahlswede and Csiszar [18], to the Gaussian model with a physically degraded

G-SWC in Eve’s favor. Part (b) of Theorem [£.3] is an extension of Maurer’s scheme [I7] to the
Gaussian model with the backward public channel.

Comparing Theorem with Theorem [£3] we understand that the key capacity is a function

of the correlation coefficient of noise (9) when the backward public channel exists. However, the

forward public channel is independent of 9. The characterization of the key capacity for any

0 € [—1,1] remains as an open problem for future work.
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4.3 Simulations

In this section, we illustrate simulation results for a Gaussian model with a forward public channel.

Assume a Gaussian model with parameters

{

In our simulations o2, 03, A are fixed, and the desired plots are sketched as a function of SIR,

I
o o

(4.18)

NG

==

ie., (%)dB- In the following, we consider the concepts behind each figure:

e Figure L4l Recalling Theorem [4.1], the LB on CK(Cpl,O) is simulated in this figure for 5
different values of C’P1 . The UB on the key capacity is also sketched in this figure according
to Theorem[4.2] This UB is the maximum achievable key capacity over the Gaussian model
with any C’P1 > 0. for a given G-SWC. According to this simulation, inequality

R.(0,0) < R (.25) < R.(.5) < R.(1) < R, (2) < Cy (0,0) (4.19)

holds for any SIR. When % =1, we have

{ R, (0,0) = .9478 (4.20)

C, (00,0) = .9491 .

Hence, we observe that R, (0,0) is .137% less than C, (o0, 0), which is the maximum achiev-
able key capacity for the given G-SWC. This difference is even less for other values of Cp,
according to (@IJ). Moreover, |R, (0,0) — C(c0,0)] = 0 as & — occ. In other words, the
LB on C’K(C’P1 ,0) for any Cp, > 0 asymptotically achieves

1 o2
lim C.(C, ,0) = =log | =2 ) = 1bit/t ..
i (6,0 - s (2) - 1t

This fact was established before in Corollary Hence, the public channel has negligible

contribution in key generation in high SIR regime.
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e Figure and Figure Assume (v*, p*) is the OptimumH value of the pair (7, p) in the
sense that the supremum of (4.I1)) is obtained. Figure and Figure exhibit v* and
p* versus SIR, respectively, for 6 values of CPI. According to these figures, both 4* and p*

are increasing functions of €, for any SIR. Specially,

V(<) eR": limoo(y*,p*) =(1,1).

Py

~| =

Moreover, both v* and p* are increasing functions of SIR (%) for any C, > 0. Specially

VG, >0: Flim (v p") = (1,1).

K0

e Figure L7t Assume the Gaussian model with C, = 0 (the G-SWC alone). In this figure,
we compare the (ordinary) capacity of the main channel [55], the known LB on the secrecy
capacity [60], and the LB on the key capacity given in Theorem [.Il Obviously, the secrecy
capacity is upper bounded by the main channel capacity. However, as it is illustrated in
this figure, R, (0,0) exceeds the ordinary capacity of the G-SWC when (%)dB < —8.5 dB.

In this region, this means that
Cs < Cm < B (0,0) < G (0),

where Cg and C), are the secrecy capacity and the main channel capacity of the G-SWC,
respectively. In other words, the key capacity in low SIR regime is generally greater than
both the main channel capacity and the secrecy capacity as it can be generated with assis-

tance of the interference.

e Figure[d8 According to the achievable scheme stated in Theorem [£1], the Gaussian model
demands an unlimited public channel capacity to achieve C, (o0, 0), which is the maximum
achievable key capacity for a given G-SWC. This fact was shown in (4I9) as well. This
is in contrast with the DM model in which C, (00, 0) is achievable by using a finite public

channel capacity. However, with a finite public channel capacity in the Gaussian model,

4In this section, we seek the optimum values based on simulations which is subject to computational
approximations.
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the achieved key rate can be significantly close to C, (00, 0). Specifically, let ¢ (in percent)
be the relative difference between G (00,0) and R, (C, ,0), which is the achieved LB on
CK(CP1 ,0) according to Theorem [l In Figure .8 we investigate the minimum public
channel capacity 0;1 such that

R (C*,0) — Cy(0,0)

P

C, (00,0)

x 100 < ¢ . (4.21)

According to this figure, the minimum required C;l versus SIR is sketched for three values
of (. Based on this figure, we show that there exists a finite public channel capacity
C;l < oo for the Gaussian model such that RK(CI;:,O) approzimately equals C, (00,0) in
the sense of (L.21]). In other words, for any C, > G By (Cp, ,0) achieves G, (00, 0), which

is a UB on Cj (C’P1 ,0), in approximate sense

R}((Cpl ’ O) - CK (OO, 0)
Cy (00,0)

x 100 < ¢, (4.22)

which is valid due to R (C; , 0) < R (Gp,0) < G (G, 0) < G (00,0).
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Achievable key rate vs. SIR for fixed (%), = —10 dB and (%2),, = —3.98 dB
T T
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~
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:;0'5 > = 0 bit/trans.
0.4 ——C, = .25 bits/trans. | = |
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0.2 Cp, = 2 bits/trans. .
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Figure 4.4: The LB on key capacity of the Gaussian model with capacity Cj, .
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Optimum ~y vs. SIR for fixed (c;\—%)dB = —10 dB and (%g)dB =-3.98 dB
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—a&— G, = 0 bit/trans. =
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Figure 4.5: Coefficient 7* for the Gaussian model with capacity C, .
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Optimum p vs. SIR for fixed (%), = —10 dB and (%), = —3.98 dB
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Figure 4.6: Correlation coefficient p* for the Gaussian model with capacity C, .
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Rate vs. SIR for fixed (91),, = —10 dB and (%2),, = —3.98 dB
T

1.8 — ‘ ‘
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16l —o— (1) LB on the secrecy capacity S
: ‘
—o— (2) LB on forward key capacity ’
@,
1.4 = = =(3) The main channel capacity ,' .
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Figure 4.7: Comparison of key capacity, secrecy capacity and capacity of the G-SWC.
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Required C,, vs. SIR for fixed (%), = —10 dB and (%),, = —3.98 dB
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Figure 4.8: The minimum required C,, to achieve G, (oc,0) within tolerance ¢.
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4.4 The Proofs

The detailed proofs of the results given in Section [£.2] are established in this section as follows.

4.4.1 The Proof of Lemma [4.1]

Let C'P2 = 0 due to the assumption of this lemma. Having (z, e, P), the security and randomness
of K does not depend on K according to Definition [[.LI0l Also, K does not depend on Q2. Hence,
using a randomization at Bob has no effect on the security and randomness of K.

On the other hand, K = K1(Q1,s), x = W(Q1,s), and p; = F(Q1,s). Hence, Markov chain
K — (Q1,8) = (P1,y) — (Q2,p1,y) — K holds as Q is independent of (Q1,s,p1,y) according
to Definition Hence, (p1,y) is a sufficient statistic [2], Sec. 2.9] of (Q2,p1,y) for K. Hence,
we conclude that randomization at Bob (Q2) does not decrease the average probability of error
P{K #+ K}.

As a result, the randomization at Bob does not enhance the reliability, the security level, and
the randomness of (K, K ) as defined in Definition [[LTO] Hence, Q2 = 0 is relaxed when forward

key capacity is investigated.

4.4.2 The Proof of Lemma [4.2]

Recalling Definition (43]), let first justify the following lemma.

Lemma 4.3. P(K,K) and P(K,z,p1) are uniquely determined by probability density functz'om@
P(y|x +s), P(z|x +s), P(s), and probability mass function P(Q1).

SWith an abuse of the notations in this section, P is also used as a probability density function for
continuous RVs.
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Proof. P(K,K) is given by

/ / P(Kakan,SJ) dy ds
ye R» o) €Q1
/ / K’Q17S K, y)P(y|Q1,s, K)P(K|Q1,s)P(Q1)P(s) dy ds
" €Q1
(4.23)
/ / > PK|Q1,s, K x,p1,¥)P(y|Q1,s,%x, K)P(Q1)P(s) dy ds
KQICle(gl s)
x=W(Q1,s)
(4.24)
- 4 P(Qu)P(s) dy d 4.25
/se R /}’E R Q;@l (YIX-FS) (Ql) (S) Yy ds ( )
K=K1(Q1,s)
x=W(Q1,s)

K=K2(y,F(Q1.,8))
where

e (4.23) is valid because )1 and s are independent;

e (424) holds as x = W(Q1,s) and p; = F(Q1,s) are deterministic functions of (Q1,s);

o (L25) follows from the fact that K = Ka(y,p1) = Ka(y,F(Q1,s)) and Markov chain
(K,Q1,8,x) > (x+8) =Y.

Further, P(K,z,p1) is given by

P(szvpl):/ Z P(K,Z,PI,QlaS)dS
sS€R™ grequ

— [ > PlElK.Qus p)PKIQL s pIPEIQLIPQP() ds
s€ R™ Q1€Q1
(4.26)

/ER Y P(alK,Q1,5,%,p1)P(K|Q1,8)P(p1]Q1,5)P(Q1)P(s) ds

Q1€
x=W(Q1,s)

(4.27)
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= / > Plzlx+5)P(Q1)P(s) ds (4.28)
s€ R Q1€ Q1
K=K1(Q1,s)
p1=F(Q1,s)
x=W(Q1,s)

where

e (4.26]) holds because ()1 and s are independent;

o (L27) follows from Markov chain p; — (Q1,s) — K and from the fact that x is a deter-
ministic function of (Q1,s);

e (428) holds due to Markov chain (K, Q1,s,X,p1) = (x+8) — 2.

Finally, equations (£.25]) and (4.28)) establish the lemma. O

According to Definition [LI0] the reliability of the pair (K, K) is determined by P(K, K), and
its security level and randomness are uniquely characterized by P (K, z, p1).

According to Lemma [£3] the reliability, security, and randomness of (K, K ), as defined in
Definition [L.I0] depend on joint distribution P(p1,y, z, X, s, Q1) but only through the conditional
marginal distributions P(y|x+s), P(z|x+s), P(s), and P(Q1). Hence, we conclude the following
statement.

First, let o9 > 01. Based on Lemma [£3] if z is replaced by z’ = y + g}, where g} is drawn
i.i.d. according to N'(0,02 — 0?) independent of g, the efficiency of an admissible key agreement
code does not change. Second, let o1 > o0y. Based on Lemma [4.3] similarly, if y is replaced by
y' =z + g, where g} is drawn i.i.d. according to N(0,0% — 03) independent of gz, the efficiency
of an admissible key agreement code does not change. As a result, the forward key capacity of
a Gaussian model equals that of its corresponding Gaussian model with a physically degraded

wiretap channel.

4.4.3 The Proof of Theorem [4.1]

We first examine if we can extend the proof of Theorem [B.I] which is given in Subsection [3.3.1],
to that of Theorem [£.1] (subject to possible modifications).
The mutual information function can be defined for continuous RVs by using the concept of

quantization with asymptotically small error (see [77, Lem. 5.5.1], [2} Ch. 8], and [6], Page 23] for
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more details). Assume that (X,Y) € R? is a pair of continuous RVs which is drawn according to
probability density function P(z,y). Then, the mutual information function between X ~ P(x)
and Y ~ P(y) is defined as

Imﬂqé/

yeR JzeR

P(z,y)log <%> dx dy . (4.29)

Recall the definitions of typicality in Subsection 2Z.T.1l According to Remark 2.2] the strong
typicality used in the proof of Theorem B.I] can not be defined for continuous RVs. However,
the definition of weak (entropy) typicality can be applied to both discrete and continuous RVs
according to Remark 2.1

On the other hand, equations (837)) and (B51)) still hold if the statements of strong typicality
are replaced by those of weak typicality. However, the validity of Lemma[3land LemmaB.2 relies
on the the validity of Markov lemma, which is not generally true for weak typicality. However,
according to Remark 23] the Markov lemma can be generalized for Gaussian input distributions
based on weak typicality [70].

With applying weak typicality and generalized Markov lemma [71], the proof of Lemma 31
and that of Lemma can be extended to the Gaussian model subject to finding a Gaussian
input distribution satisfying average power constraint (£.1]). Once these lemmas are established,
the AR, AS, and ARN conditions will be approved by following the lines of Subsection B:3.11

To complete the proof by using this approach, we seek an admissible key agreement code to
generate the claimed achievable key rate as well as to produce signal x according to a Gaussian
distribution satisfying constraint (4.1]).

To do this, for any € € (0,1), select real numbers 'y = ' — ¢, v € [0,1], and p € (—1,1).

Define
)

BEp 5 (4.30a)
aZy+ 3. (4.30b)
Also, let
X=T+83S, (4.31a)
U=T+aS, (4.31Db)
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where T is a Gaussian RV generated according to 7' ~ N(0,Tg — 8?A) such that T and S are
independent, i.e., £(T'S) = 0. Hence, from ([£3Ial), X is a Gaussian RV drawn according to
X ~ N(0,T) such that £(XS) = A = py/ToA. Also, from (£31D)), U is a Gaussian RV drawn
according to U ~ N'(0,Tg + (a? — B%)A).

Equations (4.31]) will be later used for generation of x by using generalized DPC. By apply-
ing (4.30D)), equations (@31]) can be merged into

U=X+~S, (4.32)

where the correlation coefficient between X and S is p € (—1,1).
If x is generated i.i.d. according to X ~ N(0,T'g) (as we demonstrate it in the sequel), the
channel outputs y and z are also i.i.d. Gaussian random vectors because of equations (£.2)) and

the fact that s, g1, and go are i.i.d. Gaussian vectors. Hence, distributions of X;, S;, Y;, Z;, G,

and Gg; do not depend on time instant ¢ € {1,...,n}. Thus, we have
Y=X+5+G; (4.33a)
Z=X+54+Gy (4.33b)

where G1 ~ N(0,0%) and Gy ~ N(0,03) are AWGN.
Z(U;S), Z(U;Y), and Z(U; Z) are computable from equations (£32]) and (£33]). To do this,
we first need the following expressions.
E(U?) = E(X?) +7°E(S?) + 29E(X S)
=To+v2A + 2py/ToA , (4.34a)

E(US) = E(XS) +~E(S?)
= pVToA+A (4.34b)

E(Y?) = E(X?) 4+ 26(XS) + £(5?) 4+ £(G?) +28((X + S)G)
=Tg +2p/ToA + A+ 07, (4.34c)
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E(UY) =E(X?) + (1 +7)E(XS) +7E(S?) + E(G1X) + ¥E(G1S)
=To+p(1+7)VIoA+7A,

E(Z%) = E(X?) +26(XS) +E(S*) + £(G3) +26((X + S)Go)
=To+2p/ToA + A+ 03,

EWUZ)=EXH) + (1+7)E(XS) +7E(S?) + E(GoX) +vE(G2S)
= F(] —|—,0(1 +’7)VFOA —I—’)/A .

(4.34d)

(4.34e)

(4.34f)

where equations (4.34d), (£34d), (£34e) and (£34f) hold from the fact that (G1,Gs) is inde-
pendent of (X,S). We use [2, Thm. 8.4.1] to calculated entropy of a (multivariate) normal

distribution. Thus, from equations (&34]), we have

T(U:S) = h(U) + K(S) — h(U, S)
E(U2)E(S?)
to <5<U2>5<S2> = <5<Us>>2>
Lo+ v2A + 2p vvToA
1°g< BT ) ’

1
2
1
2

I(U;Y) = h(U) + K(Y) — K(U,Y)

B E(UHEY?)
=3 log <5(U2)5(Y2) — (E(UY))2>

1
=—1lo
2g

(1= p?)(1 =7)?ToA + 07 (To +72A +2p yVToA )

I(U; Z) = h(U) + k(Z) — h(U, Z)

E(UE(Z?)
<5(U2)5(22) - (S(UZ))2>

1
3 log
1
2

(1= p?)(1 = 7)?ToA + 05(To +72A +2p yV/ToA )
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o < (To +7?A +2p vv/ToA ) (Lo + 2pVToA + A + 03) )

(4.35)

(4.36)

(4.37)



Now, we revise the admissible key agreement code given for the DM model to obtain an
admissible key agreement code for the Gaussian model. In the Gaussian model, codewords u are
generated i.i.d. according to U ~ N(0,Tg + (o — 8%)A). Having Z(U; S), Z(U;Y), and Z(U; Z),
the key agreement codebook of the Gaussian model is constructed with the same specifications
as those of the DM model (see Subsection B.3.I]). The key generator, encoding and decoding
functions of the Gaussian model are similar to those of the DM model with the difference that
the strong typicality rule used in those functions is to be replaced by the weak typicality rule for
the Gaussian model.

A revealed random vector s is weakly typical due to AEP [2) Thm. 8.2.2] with high probability
as n — oo, ie., P{s € T,(N(0,A))} > 1— ¢ for any €y € (0,1) and block length n > ng(ep).
This is equivalent to

|%sst — Al < ¢, (4.38)

where ¢, = 21In(2)A ¢y according to Lemma [C]]
Having s, Alice selects codeword u from the key agreement codebook such that the pair
EWU? &£WUS
@s) e T, (00, &) EU8)
E(US) &£(S?)
declares at the encoder such codeword u exists in the codebook. According to Lemma [C.2]

and (4.310), this joint typicality leads to

>) for 0 < ¢g < € < 1and n > nj(e). If no error

I%tstl <€ (4.39)
where €] = %:(2)[3(1}) — B2A) + 2a2A] and
t=u-—oas. (4.40)
Once codeword 1 is selected, signal x is generated by

x=t+fs (4.41)
=-1u— vs (4.42)

6 As mentioned at the beginning of the proof, equations [3.37) and ([B3.51)) are still valid if weak typicality
is applied for their proofs. So, the probability of error at the encoder vanishes as n — oc.
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where ([£42) follows from equations (£30D) and (£40). From (£42), we conclude that x is a
Gaussian vector as u and s are i.i.d. Gaussian random vectors. x is also i.i.d. according to
X ~ N(0,Tg) due to equations (£31]) and (£42]). Moreover, e1-weak typicality of (1,s) leads to
eo-weak typicality of (x,10,s) for 0 < €1 < e2 < 1 and n > na(ez) due to ([@42) [2, Thm. 15.2.1].
Hence x € T,,(N(0,T)), which is resulted in

1
|gxxt —To| <é (4.43)
for €, = 21n(2)Iy €2 due to Lemma If
€> € (4.44)

holds, power constraint (4.1]) is met from (£43) as ') = I' — e. On the other hand, (@44 is
achievable for any € € (0,1) and n > max{ng(ey),n1(€1),n2(e2)} if €g, €1, and e are initially
selected small enough.

We also have

1 1
\Exst — p/ToA| = \E(t + Bs)s’ — BA| (4.45)
< Ltst| + g Lsst — Al (4.46)
n n
< €| + Be (4.47)
r
<€+ Xoeé (4.48)
< €3 3 (449)
where
e (445) holds due to equations (£41]) and (4.30al);
e (A76)) holds due to triangle inequality [78];
o ([4A7) follows from equations (£38]) and (£.39));
o ([EAR) follows from B < 1/%¢ due to (&30a) and the fact that p € (—1,1);
e (A9 holds for any e3 € (0,1) if €; and € are initially selected such that 1 > ez >

/ o 7
€t/ €
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Equation (4.49) shows the essential difference between our strategy with that of ordinary
DPC [55]. Let € be the angle between vectors x and s. In DPC [55], x and s are asymptotically
orthogonal, i.e., cos(f) — 0 as n — oco. However, in our strategy, cos() — p as n — oco.

Eventually, we provide a Gaussian distribution for the channel input satisfying the power con-
straint (4.1]). As mentioned before, the proof can be completed with the lines of Subsection B3]
when generalized Markov lemma [70,[71] for the Gaussian distribution is applied in place of the

ordinary Markov lemma according to Remark 2.3l Hence, rate

RK (’7,0, Opl) = I(U; Y) _I(U; Z)

_ 1y <[(1 — pH) (1 = 7)*ToA + 03(Do + v?*A 4+ 2p vvToA )|(To + 2p0vToA + A + a%)>
2 (1= p?)(1 —7)?ToA + 02(Lo 4+ v2A + 2p vv/ToA )] (Do + 20v/ToA + A + 03)

is achievable subject to

Cp, 2 Z(U;5) = Z(U;Y) (4.50)

~ Lo <(1 — p*)(1 = )*ToA + 07 (To +9*A + 2p yv/ToA )>
2 (1 —p*)To(To + 2pvToA + A+ 03)

where I'g = T' — € for a given € € (0,1). The LB on the forward key capacity is also obtained by
taking the supremum of all achievable rates R, (v, p, CP1 ).

4.4.4 The Proof of Corollary [4.1]

The proof consists of two parts. In the first part, we prove that the key rate given in (I3 is
achievable. In the second part, we show that the key rate coincides the forward key capacity

given in Theorem [I.T]

(a). The Direct Part. Let

(4.51)

r
— /= 4.52
T=13 (4.52)
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Recalling Theorem (L1 we prove that (v,p) € O(C, ) when I' — 0 (and A is fixed) in the

following.

1 A 202
C, ==1 1 4.53
n 2°g<A+a%+<1—p><A+a%>> (4.53)

_ L (L= p*)A+203(1 + p)
‘21g< (1= p2)(A+02) )

= Jim Slog (“”2)(1 - ﬁ>2+2"£<1+p>)

50 (1-p?)(% + 2,4)\/%—1- 1+ C;\—%)
_ 52 A2 2 2
— lim llog 1=p) 1 =7)TA+0oi(T +~vA+2pyVITA) (4.54)
L0 (1—=p2)(T +20vTA+ A+ 0?)
where
o ([4353)) follows from (A.51);
e (454) follows from (A.52));
From ([€.54), we conclude (v, p) € O(C,, ) as I' — 0.
| 1 (1= PTA + 20301+ p))(A + o)
| = lim =1 4.
dm Ric (7, 0, G, ) = Jimn, 5 log < (1= p)TA + 20T (1 + p)(A + 02) (4.55)
1 ([(1 — p)A +203)(A +a%)>
2 (1= p)A +202](A + 03)
1. (Ao +02[(A+02)2°P — A
= —log o1 +oal(A+ 01)20 ' ] (4.56)
2 o}(A+07)2" ™
2 _2\o—2C, 2 2
— Lpog (AR "t st o)) (4.57)
2 o1 (A+03)

where

e (55) follows from (AI0) and (E52);
e (456) follows from (L5T)).

From (@57)), we conclude that the key rate (ZI3]) is achievable, where C, (00, 0) = 3 log (Zg Eﬁig;; ) .
1 2
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(b). The Converse Part. The converse part follows from Theorem [Tl and Lemma (2] as
follows.

First, assume that the G-SWC in the Gaussian model is physically degraded in Bob’s favor,
ie., o= Z—; Hence,

E(G1Gy) = o? (4.58)

When I' — 0, Alice, Bob, and Eve have access to S, S+G1, and S+Go, respectively. Consequently,
multivariate Gaussian RV (S, S + G1, S + G2) ~ N((0,0,0), X3x3), where

A A A
S3x3=| A A+o} A+o} (4.59)
A A+o? A+o3

due to the fact that S is independent of (G1,G2) as well as ([A58]). Recalling Theorem [[T], we

have

Eb|e =Xp— Ebeze_lzeb
(A +0f)(05 — o)

_ 4.60
A+ o2 ( 2)
Y. S\ (S
e ea eb
Yplae =2p—( X e Yba
’ ’ ( ’ ’ ) < Eae Ea ) ( Eab )
2
g
= o2(1 — U—;) (4.60b)
2

where (£.60a) and (4.60D) follow from (E59).
From Theorem [[.T] and equations (4.60]), we conclude that the achievable key rate (L.57) is

the forward key capacity of the Gaussian model when o = Z—; and I' — 0. On the other hand,
from Lemma [£.2] we conclude that the forward key capacity (£57) is valid for a Gaussian model
with I' — 0 and any o € [-1,1].
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4.4.5 The Proof of Theorem [4.2]

The proof consists of two parts: in the first part, we prove the direct part (achievability) of the

theorem; in the second one, we derive its converse part (optimality).

(a). The Direct Part. Let v =1 and p =1— 4, where § € (0,1). Assume § — 0; thus,
(1,1 —46) € O(G,,) if condition

o2(T+A+2vTA) ) | (461)

1
C, >=1lo
"m0 g(éF(F+2\/PA+A+a%)

is met. To satisfy this condition, select C’P1 (as a function of ¢) large enough such that condi-
tion (461]) is met for the given § € (0,1). In other words, (1,1 —¢) € O(C, ) with 6 — 0 as

C,, — oo. Hence,
1

1
Ry (1,1 -46,Cp ) = 5 log

2 (ag(F+A+2(1—5)\/ﬂ+ff%)> (4.62)
1

oL+ A +2(1 - 6)VTA +03)

is an achievable key rate according to (£I0]), where 6 — 0, 6 > 0, as C’P1 — 00. As a result, the
following LB on C, (00, 0) is asymptotically achievable according to (£.62) as § — 0, 6 > 0, and

Cp, — 00

Cy (00,0) >

10g<(F+A+2\/ﬂ+a%)a§) . (4.63)

(L +A+2VITA +03)0?

(b). The Converse Part. We prove a UB on the forward key capacity of a Gaussian model
with a physically degraded G-SWC (T, A, 02,03) in Bob’s favor. According to Lemma L2 the
UB on the forward key capacity is valid for its equivalent Gaussian model with the G-SWC
(T, A, 02,03, 0) as defined in Section E1l

Let ¢ € {1,...,n} be the time instant. According to (2.23)), for a physically degraded G-SWC
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in Bob’s favor (03 > o), we have

Yi=X;+ S5+ Gy (4.64a)
Zi =Y+ G, (4.64b)

where G1; ~ N(0,0%) and G%; ~ N(0,03 — o) are independent. We first establish the following

lemma.

Lemma 4.4. Leti € {1,...,n} be the time instant and define
T 2 E((X; +5:)2). (4.65)

Assume a G-SWC with average power constraint (A1l) and the interference average power A.

Then, there exists a real number p € [—1,1] such that
1 n
— E T, <T'+A+2pvTA, (4.66)
n
i=1

where the equality holds if X; ~ N(0,T) for any i € {1,...,n}.

Proof. The proof is similar to [79, Eq. 90-92] as follows.

1 n
=T, = E(S?) + E(X?) + E(X;S;
n; Z Z ; (X:S;)

<A+T+ = X;S;), 4.
<A+ +n;5( S;) (4.67)

where ([L.67) follows from

o 5(52) A as S; ~ N(0,A) for any i € {1,...,n},
o 1 Z: EXH =¢(2 ;X?) < T" due to average power constraint (4.T]).

Also, the equality in (LG7) holds if X; ~ N (0,T) for any i € {1,...,n}.
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On the other hand,

n

23 ey < 23 ey
=1 =1

<2 (% 3 5(X§)> (% 3 5(53))

where

e (£568) holds due to Cauchy-Schwarz inequality [80] (£(X;S;))? < E(X2)E(S?);

7

e (89 follows from Cauchy-Schwarz inequality

(Z,/axf),/s@f)) < <Z€(X?)> <Z<‘J(S?)> ;

=1

e (10) holds as S; ~ N(0,A) for any i € {1,...,n};
e (1) holds due to average power constraint (4.1]).

Thus, from (£70]), we conclude that there exists a real number —1 < p <1 such that
2 n
- > E(XS;) =2pVTA.
i=1

Applying ([A72]) to (LET), the lemma is approved.

(4.68)

(4.69)

(4.70)

(4.71)

(4.72)

O

Fix an arbitrarily small e > 0. According to Definition [[.T1] a key rate R, is achievable if

there exists an admissible key agreement code ([2"%x7,n), which returns (K, K), for the given

e such that equations (3.88) are held. Assuming 07 > 03, we derive a UB on the achievable key

rate R, when C, =0, as follows.
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IN

.

.

IN

.

| |
S.M:

.

.

|3

nR, < H(K)+ ng (4.73)
<I(K;K)+ n% (4.74)
<I(K;y,p1,Q2) +n% (4.75)

(K:y.p1) +n% (4.76)
<I(K;y,p1) — I(K;z,p1) + ne (4.77)
=1(K;ylp1) — Z(K;z|p1) + ne (4.78)
= i[I(Ui;E-IWi) — L(Us; Zi|Wi)] + ne (4.79)

i=1
= Zn: (Z(Ui;Yi) — (Ui Zi)] — [Z(Wi; Ys) — Z(Wi; Zi)]) + ne (4.80)

Il
—_

NE

[Z(Us, X, Si;Ys) — T(Us, X5, Sis Zi) — T(Xi, S5 Yi|Us) + Z(X5, Si; Zi|Ui)] + ne

3

3

NE

3

—1
(4.81)
([T(X3, S5 V) — (X, Sis Zi)] — [Z(X5, Si; Yi|Ui) — (X, Si; Zi|Us)]) + ne
—1
(4.82)
[Z(Xi, 8i; Vi) — (X5, Si; Zi)] + ne (4.83)
—1
((Y:) — B(Yi| Xi, Si) — M(Z:) + A(Zi| Xi, Si)] + ne
—1
(W(Y:) — MX; + Si + Gui| X5, S;) — h(Z;) + M X + Si + Goi| X5, Si)] + ne
—1
(4.84)
[A(Y3) — h(Ghi) = T(Zi) + M(Ga;)] + ne (4.85)
1
log(2mecs) — glog(ZweJ%) + Z[h(Yl) — h(Y; + G%)] + ne (4.86)

i=1
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o2

< — log —3 + Z log (227MG2) 4 92h(YV0))] 4 pe (4.87)
o1
< glog —% )+ Z log(2me€ (V) — %log(22h(c,2i) + ZIOg(%GSO/Z’Q”)] + ne (4.88)
o1
2
= glog <Zj> + Z log(2me(Y; + 0%))
1
~5 log(2me(03 — 0F) + 2me(Y; 4 0))] + ne (4.89)
n o3 1 — Y; + o
=—log(—=2]+=) 1 1
5 og <a%> + 2; 0g <T,~+U%> + ne
n o3 n LS Y+ 0?
<—log(-2)+—-log| izt * 7L 4.
_2og<0%>+20g TS 4 o2 + ne (4.90)
50+ A+2pVTA + 0}
§ﬁlog oy (L +A+2p +o1) + ne (4.91)
2 o?(T' + A+ 2pVTA + 02)
30+ A+2VDTA + o}
< ﬁlog oL+ A+ +01) + ne (4.92)
2 oL+ A+2VTA +03)

where

e (£73) and (@74 follow from the lines of (3.94]) and (B.95)), respectively, which are valid
in the Gaussian model as well;

e ([@TH) follows from data processing inequality [2, Thm. 2.8.1] due to K — (Q2,y,p1) — K;

e ([AT6l) follows from the fact that @2 is independent of (K,y,p;) when Cp, =0;

o (&T7) follows from (B.88Dl), where P is a one-to-one function of p; and e = 0 in Defini-
tion [L10F

e (AT9)) follows from the proof of (B.I01]), which is valid for the Gaussian model as well,

where P is a one-to-one function of p; as well as Y; = Y; and Z; = Z; for any i € {1,...,n}
because neither Bob nor Eve has ST in the Gaussian model. Also, W; £ (Y{ ' Z! 7, P) and
U; £ (K,W;);

(£R0) follows from Markov chain

WZ‘ — UZ’ — (XZ', SZ) — Y; — ZZ' (4.93)
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which is valid due to definition U; = (K, W;) and equations (@64)) for any i € {1,...,n};
e (4381 and ([482) follow from data processing inequality [2, Thm. 2.8.1] due to (4.93);
e (4R3) follows from data processing inequality [2, Thm. 2.8.1] due to (X;, S;) — (U;, Vi) —
Z;, which is valid because of (£64]) and (£.93)), i.e.,

I(X;, S YilUs) — Z(X5, Si; Z:|Us) = 1(X5, S5 Y, Zi|\Us) — T( X5, Sis Zi U, Ys) — Z( X, Si Zi|Us)
=1(X;, S:; Yi|Ui, Z;)
>0;

e (437) follows from equations ([A64), where Go; = G1; + Gb;;

e (B4 follows from the fact that G1; and Go; = G1; + G, are independent of (X;,.S;);

e (Z30) follows from entropy of normal distributions [2, Thm. 8.4.1] and (4.64Dl);

o (4B1) follows from 22h(Yi+Gy;) > 92h(Yi) 4 92h(G%) due to entropy power inequality [2]

Thm. 17.7.3] and the fact that G5, is independent of Y; in (4.64D);

e (4388 follows from the fact that A(Y;) — %10g(22h(G/2i) + 227(Y9)) is an increasing function
of h(Y;) as h(GY) = 3log(2me(03 — 0})) [2, Thm. 8.4.1] is fixed; it also follows from
MY;) < 3log(2me€(Y;?)) due to [2, Thm. 8.6.5] as £(Y;) = 0 with the equality when
i~ N(0,£(V2));

e (£XJ) holds due to £(Y;?) = Y;+07 according to (£6H) and the fact that Gy; is independent
of (Xj, Si);

e (490) holds by applying Jensen’s inequality [2, Thm. 2.6.2] to log <¥zizg> as a concave

function of Y; due to 03 > o?;

o (4.91)) follows from the fact that log <§IZ§> is an increasing function of ¢ € Rt U {0} due

to 02 > o%; then, it is valid because of Lemma 4] for some —1 < p < 1;

2 2
. 1 05 (T+A+2pVTA+07) . . . .
[ ] 5
(@92) holds because function 7 log <J% (FEA 20y Tt o?) is an increasing function of p

provided o3 > o%.
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4.4.6 The Proof of Corollary 4.2

First, as % — oo the UB on the key capacity is

Jim Ci (G, 0) < lim Gy (00,0)

T
A0 S

1 03

1

according to Theorem
Second, for any fixed C, € [0,00), v € [0,1], and p € (—1,1) we have

i log (L0 P)A=7)°TA+of(T+ A+ 2pWTA) ) _
L o0 2 (1 = p?)I(T + 2pVTA + A + 02) ’

hence, (v,p) € O(C;,) according to (£9). Therefore, we obtain the following LB on the key
capacity from Theorem [4.Tk

. 1 o2
Jim G(C,,0) > 5 log (—3) , (4.95)

K00 01

for v =1 and p — 1. Eventually, equations (£.94]) and (£95]) confirm the corollary.

4.4.7 The Proof of Corollary (4.3

The proof consists of two parts: in the direct part, we prove that if 03 > o7 then Cy (C’P1 ,0) > 0;
in the converse part, we prove that if a% > a% then R, < ne, for any achievable forward key rate

R, and arbitrarily small € > 0.

(a). The Direct Part. We show that for any C, > 0 there exists (v, p) € O(C, ) such that
R (7, p,Cp,) > 0. Recalling Theorem [L.1] let (v, p) = (0,0); then, (v, p) € O(C,, ) because

llog<(1—p2)(1—7)2PA+J%(F+72A+2p’y\/FA)> 1 ( TA + 02T )
2 2

= —log [ —— 1
(1= p2)D(T 4 2pVTA + A + 02) S\ +A+oD

<0
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The achievable rate with (v, p) = (0,0) is

2 2
00,6, = g (AT £ A o)

2 (TA +o3l)(T + A+ 03)
r
1 )
=glog | ——— 1,
2\ ey
92

which is positive when 03 > o%. Hence, the forward key capacity is positive when o3 > o%.

(b). The Converse Part. We prove a UB on the forward key capacity of a Gaussian model
with a physically degraded G-SWC (T, A,0?,02) in Eve’s favor. According to Lemma 2] the
UB on the forward key capacity is valid for its equivalent Gaussian model with the G-SWC
(T, A, 02,02, 0) as defined in Section E1l

According to (2.24]) and Definition [AJ] for a physically degraded G-SWC in Eve’s favor
(02 > 03), we have

y=z+g) (4.96)

where g} is independent of (Q1,s,gz), and it is distributed i.i.d. according to N'(0,0% — o3) .
Fix an arbitrarily small ¢ > 0. According to Definition [[L.T1] a key rate R, is achievable if
there exists an admissible key agreement code ([2"f% |, n), which returns (K, K), for the given €
such that equations (B.88]) are met.
Assuming 02 > 03, we derive a UB on the achievable key rate R, , when C’P2 = 0, in the

following. We can restart from (A.T8]) because this step is valid when o} > o3 as well.

nR, <I(K;ylp1) — Z(K;z|p1) + ne
=I(K;y|p1) —Z(K;y,z|p1) + Z(K;y|p1,2) + ne

= —I(K;zly,p1) + Z(K;y|p1,2) + ne

= —I(K;zly,p1) + Z(K;gi|p1,2) + ne (4.97)
= —I(K;zly,p1) + ne (4.98)
< ne (4.99)
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where

e (L97) follows from (4.96);
e (A97)) is valid because g} is independent of (Q1,s,g2), and so it is independent of K =

Ki1(Q1,8), x =W(Q1,s), p1 = F(Q1,s) and z = x + s + g according to Definition 4.3l

Hence, if € — 0, equation ([£.99) proves that the forward key capacity of a Gaussian model
with a physically degraded G-SWC in Eve’s favor, i.e., 0% > O'%, vanishes. Using Lemma [£.2] we
can extend this result to the Gaussian model with a G-SWC having parameters (T, A, a%, a%, 0),

where 0? > 02 and ¢ € [—1,1], as specified in Definition E11

4.4.8 The Proof of Theorem

Recalling Definition for the notations, we prove this theorem in the following two parts.

(a). Part (a) of Theorem [4.3l To prove this part, we need the following lemma, which is
proved in [3, Lem. 17.18].

Lemma 4.5. For any i € {1,...,n}, assume that Pi; is a function of A, E, and PQil_1 =

(Po1, Pz, ..., Poi_1y), while Py; is a function of B, E, and Pj, & (P11, Pia,..., P1;). Then
I(A; BIE) > Z(A; B|E, p1,p2) ,
where p1 = P4 and ps = PyL.

Fix an arbitrarily small € > 0. According to Definition [L.1I] a key rate R, is achievable if
there exists an admissible key agreement code ([2"%« ], n), which returns (K, K ), for the given €
such that equations (B.88]) are held.

As the channel is assumed to be physically degraded in Eve’s favor, (4.96]) holds. Using this

equation, we derive a UB on the achievable key rate R, in the following.
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nk, < H(K)+ n% (4.100)
< I(K; K) +n% (4.101)
<I(K;y,p1,Q2) +n% (4.102)
<I(K;y,p1,P2,Q2) + n%
< I(K;y,p1,p2, Q2) — Z(K;2,p1,p2) + ne (4.103)

I(K;yvzvphp%QQ) _I(K§Z|y7P1,P2,Q2) _I(Ka Z,PI,P2) + ne
Z(K;y, Q2|z,p1,p2) — Z(K; 2|y, p1, P2, Q2) + ne

<I(K:y,Q2|z,p1,p2) + ne

<I(K,Q1,s;y,Q2|z,p1, P2) + ne

=ZI(Q1,s;y,Q2|2, p1,P2) + ne (4.104)
< Z(Q1,8;y, Q2z) + ne (4.105)
=I(Qn,s:y|z) + ne (4.106)

n

3 T(Qu, s Yilz, YY) +ne
i=1

ne (4.107)

=

IN

where

e (EI00) follows from (3.88d));
e (EI0I) follows from (3:8%a) and thus H(K|K) < ng due to Fano’s inequality [2, Thm.

2.10.1];
e (4102)) holds due to data processing inequality [2, Thm. 2.8.1] as K = K2(Q2,y,p1) and
so K = (Qa,y,p1) = K
e (£I03) follows from (B.88Dbl), where P is a one-to-one function of (p1,p2) and e = 0 in
Definition [[.T0
([{104) follows from the fact that K is a deterministic function of (Q1,s, p2);
e (4I0%) follows from Lemma (.5 where A, B, and E in this lemma must be substituted

by (Q1,s), (Q2,y), and z, respectively;
({.106)) follows from the fact that Qs is independent of (Q1, s, y) according to Definition (4.2
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Figure 4.9: Key generation over a Gaussian model with a backward public channel.

e (ZI07) follows from the fact that for any given ¢ € {1,...,n} and Z;, Y; = Z;+ G/, is inde-
pendent of (Q1,s,(Z1,...,Zi—1,Zit1y- - Zn), 1(i_1)) because the G-SWC is memoryless
and physically degraded.

Hence, if € — 0, equation (£I07) proves that the key capacity C, (o0, c0) of a Gaussian model
with a physically degraded G-SWC in Eve’s favor, i.e., 02 > o3, vanishes.

(b). Part (b) of Theorem 4.3l First, let define independent Gaussian vectors g, g/, and
g, which are drawn i.i.d. according to N(0, go102), N(0,0? — poi0s), and N(0,03 — poios),

respectively. Then, the Gaussian noise vectors can be written as

gi=g+g, (4.108a)
g =g+g. (4.108b)

This is due to the fact that the distribution of a pair of jointly Gaussian RVs is uniquely de-
termined by a covariance matrix. From (LI08), if o = Z then g) = 0 (in probability) and the
channel is physically degraded in Bob’s favor. Similarly, if o = g—f then g}, = 0 (in probability)
and the channel is physically degraded in Eve’s favor (see Remark [A.T]).

The proof is justified as follows according to Figure 4.9 According to Corollary 4.3 no key
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rate can be agreed by using the G-SWC alone because Eve has an advantage over Bob on the
G-SWC. Hence, Alice sends nothing in our key agreement scheme, i.e. x = 0. Bob generates
a Gaussian wiretap codebook [I3]. He generates the key according to randomization RV Qq,
which is uniformly distributed. Bob treats Q2 as a message and encodes it into codeword u by
using the Gaussian wiretap codebook. Observing y = s + g; from the wiretap channel, he sends
P2 =u+y = u+ s+ g over the public channel in the backward direction. Alice, who knows
s, calculates v = ps —s = u+ g;. On the other hand, Eve, who receives z = s + gs from the
wiretap channel, is able to obtain p; —z =u+ g1 — g2 = u+ g} — g} according to (ZI08]).

As a result, the public channel from Bob to Alice can be considered as a Gaussian wiretap
channe]H according to Figure [L5l where Bob is the sender and Alice and Eve are the receivers.
Also, the transmission signal of the Gaussian wiretap channel is u, and Alice and Eve receive

u+ g and u+ g) — g), respectively. Hence, Bob can achieve secure rate

1 1+ 2%
R=_1 4.109
T G 9 (4.109)

0’%-‘1—0’% —200102

according to (I.I4]), where € is the variance of U (u is generated i.i.d. according to U ~ N (0,)).
This secure rate can be treated as an achievable key rate between Alice and Bob, i.e., R, (00, 00) =
R. When the capacity of public channel is unlimited in the backward direction, {2 — co gives
the maximum achievable key rate by the proposed scheme, and the result of this theorem is
concluded.

According to the proposed key agreement code, po — z is a sufficient statistic of z, po for key
K conditioned on key agreement codebook C, i.e., I(K;ps — z|C) = I(K;ps,z|C). This fact,
which is proved below, approves that the justification, as explained above, for the security of the

code is correct.

H(K |z, p2, C) = H(K|p2 — 2,p2,C)
= H(K,p2|p2 — 2,C) — H(p2|p2 — 2,C)
= H(K|p2 — z,C) + H(p2|K,p2 — z,C) — H(p2|p2 — 2, C)
=H(K|p2 —2z,C)

"The Gaussian wiretap channel is introduced as a physically degraded channel in paper [13]; however,
the secrecy capacity given in (LI4) still holds if the wiretap channel is stochastically degraded.
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Chapter 5
Conclusions

In this work, we have investigated two information-theoretic key agreement problems: the key
agreement over a discrete memoryless (DM) wiretap model, and the key agreement over a Gaus-
sian wiretap model. The key is to be agreed between the sender (Alice) and the legitimate receiver
(Bob) in presence of eavesdropper (Eve). Each model consists of a state-dependent wiretap chan-
nel with non-causal side information in parallel with a public channel. The CSI is fully known at
Alice as well. The ultimate aim of this research is to characterize the key capacity as a function
of (Cp,,Cp, ), where G, and C,, are the capacity of public channel in the forward direction and
backward direction, respectively (see Definition 3] for more details).

For the DM model, we have derived two UBs on the forward key capacity. The UB given in
Theorem B.2] is valid for any DM model; however, the UB given in Theorem [B.3] is established
for a DM model in which the wiretap channel is less noisy in Bob’s favor. Each of these upper
bounds is in a form of a maximization problem subject to a constraint which is imposed by the
limited capacity of the public channel.

In Theorems 3.1, 3.2] and[3.3] X is drawn according to conditional PMF Py ;g when (U, S) is
given, and so X is a stochastic function of (U, S) in general. Hence, H(X|U, S) # 0 in general in
Theorem [321 This fact is in contrast with the fact that X suffices to be a deterministic function
of (U, S) in (IL32) according to [49]. In other words, randomized generation of transmitted signal
X from (U, S) can generally enhance the key capacity, but it has no effect on the main channel

capacity.
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For each of the DM model and Gaussian model, we have achieved an LB on the forward key
capacity, i.e., when C’P2 = 0, as a function of C’P1 € [0,00). The achievable key agreement code
exploits two resources in key generation: the first resource is a random generator at Alice, and
the second one is the random channel state sequences. As demonstrated in Section 2.2] the CSI
is capable of enhancing the secrecy capacity of a wiretap channel with random states. However,
we have shown that the positive effect of the CSI on the forward key capacity is generally more
than that of the secrecy capacity because the random CSI, which contains no information about
the message in the secrecy problem, is a valuable resource in key generation. Hence, the forward
key capacity of a wiretap channel with random states is generally larger than its secrecy capacity.
With the use of the public channel, contribution of the CSI in key generation may be intensified
according to our achievable key agreement code.

For the DM model, however, the forward key capacity is not generally a strictly increasing
function of the public channel capacity over interval CP1 € [0,00). For every discrete memoryless
state-dependent wiretap channel, there exists a finite public channel capacity C’;l such that the
forward key capacity does not increase over interval CP1 € [C;1 ,00). This capacity is determined
by the wiretap channel. As a matter of fact, this saturation in key generation is due to the state
alphabet set which is finite, and so the entropy rate of the CSI (as a source) can be described
with a finite number of bits. Hence, the contribution of the CSI in key generation does not grow
if the capacity of the public channel exceeds some finite value, i.e., C’;l.

On the other hand, the achieved LB on the forward key capacity of a Gaussian model is a
strictly increasing function over interval CP1 € [0,00) at any SIR % € R because of our simula-
tions. This is due to the fact that the size of state alphabet set is infinite, and the entropy rate of
the CSI (as a source) can not be described (error free) with a limited number of bits. Hence, the
contribution of the interference (CSI) in key generation can be increased if the public message,
which is correlated with the CSI, is sent over the public channel. According to our achievable
scheme, the public message improves Bob’s knowledge about the interference more than Eve’s,
and thus it regenerates the achievable key rate. However, neither Bob nor Eve can retrieve the
channel state vector (without error) unless the capacity of the public channel goes to infinity. In
this special case, Bob can asymptotically retrieve the channel state vector with arbitrarily small
error.

When CP1 — 00, the optimum solution for the key generation is to amplify the interference
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at the transmitter according to its maximum power I' and to forward it to the wiretap chan-
nel. In this case, the number of codewords exponentially goes to infinity. The codewords are
partitioned into subcodebooks such that each subcodebook represents a wiretap codebook of a
Gaussian wiretap channel [I3] with equivalent power constraint IV = (v/T + +v/A)%2. A codeword
is selected at random among codewords which are weakly typical with the released channel state
sequence at Alice. Then, the label of its subcodebook is sent over the public channel. Hence, the
achievable key rate equals the securely achievable rate by the subcodebook. We have proven that
this strategy achieves the forward key capacity of the Gaussian model. According to (LI4]), we

have calculated the forward key capacity of the Gaussian model as

F/
a3

where 02 and o3 are noise variance of Bob’s channel and that of Eve’s channel, respectively.

The LB on the forward key capacity for any CP1 € [0,00) asymptotically converges to
%log <%) as I' = oo. This forward key capacity asymptotically equals (5.I) when IV — oo.
This comparison justifies that the public channel has negligible contribution in the key genera-
tion in high SIR regime. On the other hand, that forward key capacity asymptotically equals the
secrecy capacity of a Gaussian wiretap channe (with the same parameters and no interference)
given in (IL.I4) as I' — oo. Hence, the random generator as the first resource of key generation
takes the dominant role over the interference as the second resource of key generation in high
SIR regime. In low SIR regime, the second resource of key generation becomes dominant over the
first one because the transmitted power is considerably less than the interference average power.
In this regime, the public channel significantly assists Alice and Bob for the key generation.

In the Gaussian model, we have proven that the forward key capacity is positive if and only
if Bob’s channel is less noisy than Eve’s channel, i.e., 02 > o?. When C’P2 = 0, the correlation
coefficient p between noise of Bob’s channel and that of Eve’s channel has no effect on the forward
key capacity. Hence, the forward key capacity of a given Gaussian model is the same as that
of an equivalent Gaussian model with a physically degraded wiretap channel (see Chapter @l for

more details). Based on this fact, a UB on the forward key capacity of the Gaussian model is

'Random generator is the only resource to provide security in a Gaussian wiretap channel (without
interference) [13].
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calculated, which equals Cy (00,0) as given in (B.1]).

On the other hand, we have shown that the key capacity is a function of ¢ in the Gaussian
model. Specially, the key capacity is zero for any (CP1 , CPQ) € R™ x RT if the wiretap channel is
physically degraded in Eve’s favor, or equivalently

V(-)eRT: C.(00,00) =0, (5.2)

= =

when ¢ = g—f However, the key capacity is positive provided o < 2% even if Eve’s channel is less
noisy than Bob’s. For this special case, we have extended Maurer’s strategy [17], which is given
for a binary symmetric wiretap channel, to the Gaussian model.

For the achievable forward key rate of the Gaussian model, we have applied a Gaussian input
distribution on the Gaussian wiretap channel in our achievable key agreement code. The input
sequence x is correlated with the state sequence s, where x is generated according to the general-
ized DPC strategy. The correlation coefficient p between X and S is a function of C,, . In other
words, sequence x can be expressed as sum of two sequences, i.e., x = t + (s from (£41]). The
first sequence, t, which is (asymptotically) orthogonal to s, conveys the information about the
output of the random generator (the first resource of key generation at Alice) to the receivers.
The second sequence, s, conveys the information about the interference (the second resource of
key generation at Alice) to the receivers. These pieces of information assist Alice and Bob, who
is suffering from less noise than Eve, in key generation as mentioned above. Although the second
sequence (s) is beneficial in the key agreement problem, it is useless in Costa’s problem [55].

The reason is the agreed key is dependent on the CSI, but a message is independent of the CSI,
and so 8 = 0 in [55].

5.1 Future Work Directions

In this section, the future research directions based on this research are offered, which can be

followed by ambitious researchers in the field of information-theoretic security.
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5.1.1 Bounds on the Forward Key Capacity of the Gaussian
Model

By simulations, we have shown that the LB on forward key capacity of the Gaussian model is a
strictly increasing function of the public channel capacity. However, the mathematical proof of
this conjecture is still required. Also, the LB is achieved by applying Gaussian input distribution
to the wiretap channel. We have proven that this input distribution is optimal when C’P1 — 00
as well as when % — oo0. However, the Gaussian distribution may not be optimal for all model
parameters.

On the other hand, the UB on the forward key capacity is loose in low SIR regime. To derive
a tighter UB, we suggest treating supremum of equation (£91]) over set of eligible values of p.
The set of eligible p’s is a subset of set [0, 1] which is to be determined by a constraint imposed

by public channel capacity C’P1 (when it is finite), and thus obtaining this set is our next future

work.

5.1.2 Gaussian Models with Side Information at All Parties

In the Gaussian model, we assumed no SI at Bob and Eve for simplicity of calculations. An
extended key agreement problem of this work is to suppose Gaussian SI correlated with the CSI
at both Bob and Eve, e.g., the SI is a noisy version of the CSI. We suggest using a similar
achievable key agreement scheme that is given in Chapter @ for this new model. To do this, we
can assume a Gaussian wiretap channel with augmented outputs in the same way that we applied
this method in Chapter [Bl

In this thesis, the CSI is also assumed to be fully known at Alice. A generalized version of
this key agreement problem is to suppose that the SI at Alice is dependent on the CSI but it is
not equal to the CSI (the CSI is partially known at Alice).

The generalization of the results of this thesis for the Gaussian model in which noisy versions

of the interference is available at parties is offered as future work.
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5.1.3 Key Agreement over Wiretap Models with a Two-Way
Public Channel

The main focus of this thesis is on the forward key capacity. However, we will continue this
research to characterize (bound) the key capacity of the wiretap models as a function of (C’P1 .G, ).

For the DM model, the achieved LB on the forward key capacity given in Theorem B.1] is
also an LB on the key capacity. When the capacity of the public channel is unlimited in both
directions, the key agreement problem was studied by Khisti [73]. As explained in Section [L.8]
an LB on the key capacity of this model is obtained in [73, Thm. 3]. Using the strategy of this
theorem, an improved LB on the key capacity of the DM model is proposed as

Gy (00,00) = max{max(Z(X, 5;V) ~ T(V; 2)], G (00, 0)} (5.3)
X |8
where C, (00, 0) is given in Theorem [3.41
For the Gaussian model, we have studied the key capacity when Eve’s channel is less noisy
than Bob’s channel in this work. As given in Theorem [4.3] we have proven that the key capacity

is a function of noise correlation coefficient p. We have also calculated an LB on C, (00, c0) when

0 < 2. Further, for case ¢ = 72, we have established that the key capacity vanishes as given
1 o1
in (5.2). However, bounds on the key capacity is still open for other values of o as well as for

finite values of Cj, .

5.1.4 Reliability-Exponent and Security-Exponent of the Key

Agreement

The reliability-exponent and security-exponent are defined in Definition The reliability-
exponent and security-exponent determine how fast the average probability of error Puppor(n)
given in (LTI3]) and security index S(n) given in (L30]) goes to zero, respectively.

In this work, we have used joint typicality (see Section ZI.T]) for encoding and decoding in
Chapter Bl and Chapter @l However, a jointly typical decoder is not optimal in the sense of
minimizing the average probability of error. In fact, this suboptimal decoder can achieve the

key capacity in some special cases (see Chapter Bl and Chapter d). A maximum likelihood (ML)
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decoder [6, Page 72], on the other hand, is an optimal decoder to obtain minimum average prob-
ability of error. This means that the reliability—exponen of a ML decoder is generally better
than that of a jointly typical decoder. However, jointly typical decoding is preferred for ease
of analysis as long as the block length is sufficiently large. This is why Cover and Thomas [2]
developed this method for the multi-user information theory.

The lemmas used for (jointly) typicality to analyze the AR condition and the AS condition in
Chapters Bl and M justify the asymptotic behavior of those conditions. In other words, although
typical sequences are very intuitive and efficient for sufficiently large block length, they can not
be used to derive the exponents [81].

Large deviation theory [2] Ch. 11] deals with small probability events with (usually) an expo-
nentially vanishing probability. The method of types [3.[81] is a powerful tool in large deviation
theory to derive the security-exponent and reliability-exponent in the DM model. According
to this method, sequences with a given length n are partitioned into classes according to type
(empirical distribution). Next, an (error) event can be decomposed into its intersections with the
type classes. Adding the probability of these intersections, the probability of the (error) event
is acquired. The exponent of this probability is determined by the exponential asymptote of the
largest intersection probability because the number of the type classes increases polynomially
with n (the number of sequences of each type grows exponentially with n). To bound an intersec-
tion probability, it is sufficient to bound the cardinality of the corresponding intersection because
of the equiprobable property (according to a memoryless probabilistic model) of sequences inside
each type class (see Sanov’s theorem [2, Thm. 11.4.1] for specific details).

Motivated by Gallager [1], Tzu-Han et al. [82] applied an ML decoder to derive the reliability-
exponent for his key agreement model.

As an extension of this work, we suggest evaluation of the reliability-exponent and the security-
exponent using the demonstrated methods. Also, publications [82,[83] are constructive for this

objective.

2When the public channel is available in the forward direction, the security-exponent is independent of
the decoding rule at Bob.
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Appendix A

Relation between Entropy Functions

of Agreed Keys

Lemma A.1. Let (K,K) € K2 be a pair of agreed keys that satisfy the AR condition. Also,
assume that |K| < 2™ for a positive constant c. For any € € (0,1), there exists n > N(€), where

N is a function of €, such that

1 .
IH(K|T) = H(K[T)| <e, (A1)
where T' is an arbitrary RV.
Proof.
1 . 1 1 A
E?—[(K,K\T) = E%(K’T) + E%(K’K’ T) (A.2)
1 - 1 .
= E’H(K|T) + E’H(K|K,T) (A.3)
On the other hand,
1 . 1 .
1
< (B) + vlog(K| - 1)) (4.5)
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< L (Bler) + erlog([K]) (A.6)
< %(62 + cneq) (A7)
<e, (A.8)

where

o (AD) follows from Fano’s inequality [2, Thm. 2.11.1], and v £ Pr{K # K};

e ([AL6) holds due to the AR condition, i.e., v < € for any ¢; > 0 and n > N(e;);

o (A7) follows by selection of a small enough €5 such that B(e1) < €g; also, it follows from
assumption |K| < 27¢;

e (A.§) is valid by appropriate selection of €5 for a given € € (0,1) and n > N(e) > N(ep).

Similarly, for every € € (0,1) and n > N(e) we have

%H(K\K’,T) <e (A.9)

Hence, the proof is completed by applying equations (A.8) and (A.9) in (A.3). O
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Appendix B
Existence of Maximum Values

In this appendix, we prove that the maximum value given in Theorem [B.1] exists. In fact, the

lower bound given in ([B87)) was originally in the form of

CK(Cpl,O) = sup [Z(U;Y) - Z(U; 2)] . (B.1)
Pxu|s€ O(Cp, )
However, the supremum can be replaced by the maximum due to the proof given in this appendix.

For the proof, we need the following lemmas, which are established in book [84].

Lemma B.1. If F is a continuous function on a compact Se Q, then F has an absolute

mazimum and an absolute minimum on set Q.

Lemma B.2. If set O is a closed and bounded set in RN, where N € IN, then set Q is compact.

Recalling ([3.7), set O(C,, ) is a closed and bounded set in RIXIULISI due to the following facts.

e Each element Pxyg € O(Cp, ) can be written as a vector in RXULSI Hence, set 0(C,)
can be considered as a subset of RFHULSI where sets S and X are finite alphabet sets in
the DM model as well as set U because [U| <[S|[X]| +3. Also, any element Pxys € O(C, )
is bounded as 0 < Pxys < 1. Hence, set O(C, ) is a bounded set in RY, where N =
IX|.|UJ.[S].

!Definition of a compact set is given in [84, Sec. 4.8]. However, we will prove compactness of set 0(G,,)
by using Lemma
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e Function Z(U;S) — Z(U;Y) is a continuous and bounded function because
~H(Y) <Z(U;S) - Z(U;Y) < H(S),

where H(Y) and H(S) are finite in the DM model. Also, the inequality, which is not in a
strict form, in G, + Z(U; Y) > Z(U; S) guarantees that boundary points are included in
the set O(C,) ).

As a result, set ©(CP1) is a compact set due to Lemma On the other hand, function
Z(U;Y)—Z(U; Z) is a continuous function on compact set O(Cp, ), and thus it attains its absolute
maximum value in the set O(C,, ) according to Lemma Bl Hence, supremum in (B can be

replaced by maximum as in (3.71).
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Appendix C

AEP for Gaussian Random Vectors

This appendix is originally taken from [76, Sec. 2.4] with some modifications.

Lemma C.1. Ifx is a random vector drawn i.i.d. according to X ~ N(0,Ty), then the following

two statements are equivalent for any € € (0,1) and € = 2In(2)T e:

(a) x € T (N(0,Ty)),

(b) [Lxxt — Tl < ¢

Proof.
x € T(N(0,T)) & (C.1)
_x2
1 o e2Tg
>|——1 - X & C.2
2 |- gox | 1T e | ~ 100 (©2)
- x2?
1=1
> = Log | 20 L log(2mery)| (C.3)
e>|——lo = | — =log(2me & :
= o g (27T) % B g 0
-3
€> |— L =1 —|—llo (277F)—llo (2mel’y) =3 (C4)
| () 2r, 2 osWTmo)Toloslamelo '

163



n

-3 X?

T = R
> |- — C.5
CTumE) 2T, 2m(2) < (G-5)
1 t
2In(2)Tg e > ’EXX — T & (C.6)

; (C.7)

1
€ > |—xx' — Ty
n

where equations (C.2]) and (C.3]) follow from definition of weak typicality |2, Sec. 8.2] and entropy
of a normal distribution [2, Thm. 8.4.1], respectively. O

Lemma C.2 (Lemma 2.11 [76]). Let t and s be two sequences of i.i.d. random variables T ~

N(0,02), and S ~ N(0,A), respectively, such that T is independent of S. Let u = t + as for

2 2A A
a constant « € R™. For any ¢ € (0,1), if (u,s) € T, <N ((0,0), U(;X—Fa “ >>, then
a
t € T (N(0,08)), and
|%tst| < dang)(:sag +2a2A). (C.8)
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Appendix D
Csiszar-Korner’s Sum Identity

This appendix contains an essential identity in the field of network information theory. This
identity is credited to Csiszér and Korner according to their publication [12]. This identity is
usually beneficial to derive upper bounds in several network information-theoretic problems. The

identity is given as the sake of reference in the following lemma.

Lemma D.1 (Csiszar-Korner’s sum identity [12]). Let Y, Z, and T be alphabet sets. Assume that
random vector (Y™, Z™",T) € Y" x Z" x T is generated according to a joint distribution function

Pynznr. Define Ylo = Zy= £ 0. Then, the following identity holds:

ZI r iYL T) = Zzwlm nLT). (D.1)
Proof.

Y I YilYiTLT) Z Z L(Z; Yi|Y{ ™ 2740, T) (D.2)

=1 i=1 j=i+1

n j—1
=D > L(ZpYilY{ ' 2} 1) (D.3)

j—2 i=1
_ZIZ Y{ Y20, T) (D.4)
_ZI YZ L Z| i+1 )7 (D5)
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where

e (D2) and (D)) follow from the chain rule for mutual information [2, Thm. 2.5.2];
e (D.3) follows from switching the order of summations;

e (D.5) follows from replacing dummy variable j with i and from the fact that Y = 0.
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