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Abstract

Manufacturing smarter and more reliable vehicles is a progressing trend in the automotive industry.
Many of today’s vehicles are equipped with driver assistant, automated driving and advanced stability
control systems. These systems rely on measured or estimated information to accomplish their tasks.
Evidently, reliability of the sensory measurements and the estimate information is essential for desirable
operation of advanced vehicle subsystems.

This thesis proposes a novel methodology to detect vehicle sensor faults, reconstruct the faulty sensory
signals and deliver fault-tolerant estimation of vehicle states. The proposed method can detect failures
of the longitudinal, lateral and vertical acceleration sensors, roll rate, yaw rate and pitch rate sensors,
steering angle sensor, suspension height sensors, and motor torque sensors. The proposed structure can
deliver fault-tolerant estimations of the vehicle states including the longitudinal, lateral and vertical tire
forces, longitudinal and lateral velocities, roll angle, and pitch angle. Road grade and bank angles are

also estimated in this method even in presence of sensor faults.

The unified structure in this thesis is realized by fusion of analytical redundancy relations, fault
detection observers and adaptive state estimation algorithms. The proposed method can isolate the
faults for vehicle stability and control systems and deliver accurate estimation of vehicle states required

by such systems despite sensor failures.

The methods developed in this thesis are validated through experiments and can operate reliably in

various driving scenarios.



Acknowledgements

Foremost, | would like to thank my supervisors Prof. Amir Khajepour and Prof. William Malek for
their encouragement, guidance, knowledge, patience, and genuine kindness during my research. They

will always be my role models.

I also would like to acknowledge the financial support of the Automotive Partnership Canada,
Ontario Research Fund and General Motors. Special thanks to Dr. Bakhtiar Litkouhi, Dr. Shih-Ken
Chen and GM Research and Development teams for their support and considerations on evaluating the
proposed methods.

I am also grateful for supports of my colleagues in the Mechatronic Vehicle Systems laboratory, in
particular Kevin Cochran and Jeff Graansma, for their assistance during the experimental verification
of this research.

I would also like to express my gratitude to my friends Ayyoub Rezaeian, Saber Fallah and Ehsan

Hashemi for their technical assistance and valuable discussions throughout this project.

Most importantly, this work would not have been possible without the love and support of my wife,

Dr. Elahe Marandi, and my family to whom this thesis is dedicated.



Dedication

To my brilliant and lovely wife, Elahe, and to my dear mother Shahnaz, my amazing sister and brother,

Hanieh and Ehsan, and to my dear father Hamid whose memory will always be with me.

Vi



Table of Contents

Examining Committee MemDErship.......c.cov i ii
AULNOT’S DECIATALION ...ttt bbb e st et b et e bbbt e bt e e e nenbe s iii
AADSTFACT ...ttt b e n e n e \Y
ACKNOWIEAGEMENTS ...t bbbttt b bt r e n e %
D LTo [ o7 Lo} o IO TSP TP PP PRSPPI vi
LIST OF FIGUIES ...ttt bbbttt b bbbttt nn et b s Xi
LISE OF TADIES ...ttt XV
Chapter 1 INTrOTUCTION. ......cueeiieiieieitcete ettt bbb bbbttt b e enes 1
1.1 IMIOTIVATION ..ottt b bbbt bbbt b e bbb b 1
1.2 ODJECTIVES ...ttt bbbt E bbb bttt b ettt n e 3
1.3 TNESIS OULIINE. ...t bbbttt b n e 5
Chapter 2 Literature Review and BacKgroUNG ............ccciivoiiiiiiie it 7
2.1 Sensor Fault Detection and 1SOIAtIoN ..o 7
2.1.1 Analytical Redundancy Relations for Sensor Fault Detection ...........cccccevveveiiiieiecienennnas 7
2.1.2 Parity Relations for Sensor Fault DELECION ........ccccvevviiiiic i 8
2.1.3 Observe-Based Sensor Fault DELECLION ............cvoiiieiiiiiieiee e 9
2.1.4 Kalman Filters for Fault Detection and Fault-Tolerant State Estimation.............c.ccccoccevue. 10

2.2 Common Types OF SENSON FAUILS .......c.coeiiiie i 11
2.3 Fault Detectability and 1S01aDIIITY ........ccoiiiirii e e 12
2.4 Sensor Fault Detection in Automotive AppliCatioNS..........ccooiiiiii i 13
2.5 Fault-Tolerant Estimation of Vehicle STates ... 14
2.6 SUMIMIAIY L.ttt b ettt b ekt b e bt b e e bt e b e e bt b e e R e e eb e e b e e st e sbeeb e et e ebe e s e abeeneenreenes 16

vii



Chapter 3 Fault Detection and Signal Reconstruction for Roll Rate, Pitch Rate and Suspension Height

LT Ao £ TP TSR PR 18
B L INEFOTUCTION ..ottt bt bbb e ettt b b nen e 18
3.2 Analytical Redundancy Relations for Suspension Height Sensors ... 19
3.3 ROl and PitCh DYNAMICS .....cuviiiiiiiite ittt st te e re et sre e e re e e sreenes 22
3.4 Unknown Input Observers for Roll and Pitch Dynamics.............ccocevivvieeie v 23
3.5 Analytical Redundancy Relations for Roll Rate and Pitch Rate Sensors........c.ccccoevevviviieineane. 26
3.6 Detection and Isolation 0f SENSOr FAUILS............couiiiiiiiii e 28

3.6.1 Generating and Processing Suspension Height Residuals............ccccovviiveiiiiecvenc e, 29
3.6.2 Generating and Processing Roll Rate ReSidUalS............cceciiveiiiiiic e 30
3.6.3 Generating and Processing Pitch Rate Residuals ...........ccccovvveveiiiic s 31
3.6.4 Decision Logic for Detection and Isolation of Sensor Faults..........c.cccccoeveiieeiciciicieneen, 31
3.7 Fault Detectability and 1s0lability ANAIYSIS ........cccoeiiiiiiiiiieic e 33
3.8 Reconstruction of Faulty SIgNAIS...........coiiiiiiiiiiieeee s 34
3.9 EXPEIMENT RESUILS......cuiiiiiiitiieie bbbt 34
3.9.1 Fault Detection and Signal Reconstruction for Roll Rate SENsor.........c.ccoevvcveiverevrerienenn, 37
3.9.2 Fault Detection and Signal Reconstruction for Pitch Rate Sensor .........cccccocvevevevcverienenn, 41
3.9.3 Fault Detection and Signal Reconstruction for Suspension Height Sensor..............c.cc..c.... 44
310 SUMIMENY ..tttk b et b et h e bbbt e bt e et eR e e s e sb e e b e e bt e bt e b e e b e nbeennenne e e nrennee 48

Chapter 4 Fault Detection and Signal Reconstruction for Accelerations, Yaw Rate and Steering Angle

YT LT T PSSP 49
AL INEFOUUCTION ...ttt bbb bbbttt b e bbb e 49
4.2 VENICIE MOUEL ... 50
4.3 Analytical Redundancy Relations for Lateral Acceleration SENSOr ...........ccccevevveieneieenennnn. 52

viii



4.4 Analytical Redundancy Relations for Longitudinal Acceleration Sensor............ccoccoevvereriennee. 55

4.5 Analytical Redundancy Relations for Vertical Acceleration SENSOr...........ccevvvveeenieieenienennn. 56
4.6 Analytical Redundancy Relations for Yaw Rate SENSO .........c..coviirerereieiieiiise e 57
4.7 Analytical Redundancy Relations for Steering Angle SENSOr..........ccovveieiiiniiiiseneseeeee 58
4.8 Detection and Isolation of SENSOr FAUILS...........ccociiriiiiii i 59
4.8.1 Generating and Processing the ResidualS...........ccccvevviiiiiie i 60
4.8.2 Decision Logic for Detection and Isolation of Sensor Faults...........c.cccoveviiiiieiecieiennn, 61
4.9 Fault Detectability and Isolability ANalySiS ... 62
4.10 Reconstruction of Faulty SIgnals............ccccoiiiiioiiieic e e 63
4,11 EXPEriMENT RESUILS.....coiiiii i st sttt e te e besreeneenee e 64
4.11.1 Experiment Results when all Sensors are Functional.............ccccooveveiiiiicviieese e 64
4.11.2 Fault Detection and Signal Reconstruction for Lateral Acceleration Sensor .................... 67
4.11.3 Fault Detection and Signal Reconstruction for Longitudinal Acceleration Sensor........... 70
4.11.4 Fault Detection and Signal Reconstruction for Vertical Acceleration Sensor................... 72
4.11.5 Fault Detection and Signal Reconstruction for Yaw Rate Sensor...........cccecvevrerenenienns 74
4.11.6 Fault Detection and Signal Reconstruction for Steering Angle Sensor...........cc.ccoceeevenae 77
412 SUMIMAIY .ttt etttk e bbbt e st b e s Rt e e bt R e bt nb e e s e e bt e bt e et e beeneenbeab e e b e sbeennenne e 79
Chapter 5 Fault-Tolerant Estimation of Vehicle StateS...........ccovvviveiiriiiieiesece e 80
5.1 INEFOTUCTION ...ttt bbbttt bbb bttt ettt b e 80

5.2 Detection of Torque Sensor Faults, Reconstruction of Faulty Signals and Fault-Tolerant

Estimation of Longitudinal Tire FOICES ........ccuiiiiiiriiiiicieees e 81
5.3 Fault-Tolerant Estimation of Vertical Tire FOICES ........ccooeiiiririii e 84
5.4 Fault-Tolerant Estimation of Lateral Tire FOICES.......c.coeiiiieriieiie e e 85
5.5 Fault-Tolerant Estimation of Longitudinal and Lateral VelocCities............ccocoveiiiieniieneine 89

iX



5.6 Unified Structure for Fault-Tolerant Estimation of Vehicle States.........ccoovvvvveeeiiieeciieieeeeeiis 90

5.7 EXPEIMENT RESUILS. ...ttt 91
5.7.1 Experiment Results when all Sensors are FUuNCtional..............ccccooeieiiiiinisinceee 92
5.7.2 Fault-Tolerant Estimation of States When Lateral Acceleration Sensor is Faulty .............. 95

5.7.3 Fault-Tolerant Estimation of States When Longitudinal Acceleration Sensor is Faulty... 100

5.7.4 Fault-Tolerant Estimation of States When Vertical Acceleration Sensor is Faulty .......... 103
5.7.5 Fault-Tolerant Estimation of States When Yaw Rate Sensor is Faulty.............cc.cccevenenee. 106
5.7.6 Fault-Tolerant Estimation of States When Motor Torque Sensor is Faulty ...................... 108

5.8 SUMIMAIY ..ottt e et e et e e s b e e s b e e sa b e e sbe e e snbeeeste e e beeeanbeeennneennes 111
Chapter 6 Conclusions and FULUIE WOIK ........cccueiiiiiic ittt st s 113
6.1 CONCIUSTONS ...t bbb bbbttt 113
8.2 FULUIE WOTK ...t 115
RETEIBICES ...ttt bbb bbb bbbt b et e 117
Appendix A UKF EStimation APPrOACH .........coiiiiiiiiieieieee s 127



Figure 1.1.
Figure 3.1.
Figure 3.2.
Figure 3.3.
Figure 3.4.
Figure 3.5.
Figure 3.6.
Figure 3.7.
Figure 3.8.
Figure 3.9.

Figure 3.10.
Figure 3.11.
Figure 3.12.
Figure 3.13.
Figure 3.14.
Figure 3.15.
Figure 3.16.
Figure 3.17.
Figure 3.18.
Figure 3.19.
Figure 3.20.
Figure 3.21.
Figure 3.22.
Figure 3.23.
Figure 3.24.
Figure 3.25.
Figure 3.26.

Figure 4.1.
Figure 4.2.
Figure 4.3.

List of Figures

A closed-loop vehicle control system including the proposed method............c.cccovvivenaee. 4
Structure of the proposed fault detection and signal reconstruction method ..................... 18
Suspension kinematics and Sensor I0CALIONS............oovvvieiriiie e s 20
Roll and pitch dynamics on roads with grade and bank angles ............cccccooviiniiienenn. 22
Estimation of redundant roll rate, pitch rate and suspension heights..............cc.ccccevvnennne. 28
Test vehicle, sensors and iNStrumentation SETUD .........ccocvvrirerenereeeee s 35
Longitudinal and lateral accelerations during the roll rate fault detection test.................. 37
Suspension heights and trajectory of the vehicle during the roll rate fault detection test.. 37
Roll rate residuals and fault threshold when the roll rate sensor is faulty.............cc.cccoen.e. 38
Pitch rate and suspension height residuals when the roll rate sensor is faulty................... 39
Detection of the roll rate sensor fault and estimation of the fault magnitude .................. 39
Estimation of road grade and bank angles when roll rate sensor is faulty ....................... 40
Reconstruction of the faulty roll rate signal ... 40
Longitudinal and lateral accelerations during the pitch rate fault detection test.............. 41
Suspension heights and trajectory of the vehicle in the pitch rate fault detection test.....41
Pitch rate residuals when the pitch rate sensor is faulty..........cccoccovviiiicii i, 42
Roll rate and suspension height residuals when the pitch rate sensor is faulty................. 42
Detection of the pitch rate sensor fault and estimation of the fault magnitude................ 43
Estimation of the road grade when pitch rate sensor is faulty ............ccccovviveiiiienennnnn, 43
Reconstruction of the faulty pitch rate Signal ...........ccceeviiiiiiiiic e 44
Longitudinal and lateral accelerations during the suspension height fault detection test 44
Suspension heights and trajectory of the vehicle in the suspension fault detection test .. 45
Suspension height residuals when the rear-right suspension sensor is faulty ................. 45
Roll rate and pitch rate residuals when the rear-right suspension sensor is faulty........... 46
Detection of the suspension height sensor fault and estimation of the fault magnitude .. 46
Reconstruction of the faulty rear-right suspension height signal.............cc.ccoovvninenne. 47
Fault-tolerant estimation of roll and pitch angles............ccoovviininiiiin 47
Overall structure of the fault detection and signal reconstruction method......................... 49
VENICIE MO ...t re e e nre e 51
Fault detection and signal reCONStrUCtION PrOCESS........coveieeiereieeiesie e 60

Xi



Figure 4.4. Driver commands and and trajectory of the vehicle during the meanuever with no fault . 65

Figure 4.5. Lateral acceleration virtual sensors and residuals.............c.ccoceovviiiiiiiiiiiiie, 66
Figure 4.6. Longitudinal acceleration virtual sensors and residuals..............cccocevviiiiniiniiiniice, 66
Figure 4.7. Vertical acceleration virtual sensors and residuals .............ccocoovvviiiiiiiiiiiie, 66
Figure 4.8. Yaw rate virtual Sensors and reSidUaIS..........c.ccvviieiiiieiiic i 67
Figure 4.9. Steering angle virtual sensors and reSidualS............ccoovivieieiieie s 67

Figure 4.10. Driver commands and trajectory of the vehicle during the maneuver with lateral

ACCEIEration SENSOT TAUIL .......c.eiiiiiiie ettt be e b e 68
Figure 4.11. Detection of lateral acceleration sensor fault ..o 69
Figure 4.12. Reconstruction of the faulty lateral acceleration signal .............cccccvvvvieviieic e, 69

Figure 4.13. Driver commands and trajectory of the vehicle during the maneuver with longitudinal

ACCEIEration SENSOT FAUIL .........ooiiiiiie e ettt st sne e 70
Figure 4.14. Detection of longitudinal acceleration sensor fault.............ccccoveiiiiiciiccc e 71
Figure 4.15. Reconstruction of the faulty longitudinal acceleration signal..............cccccooiininiiinenen. 71

Figure 4.16. Driver commands and trajectory of the vehicle during the maneuver with vertical

ACCEIEratioN SENSOT TAUIT .......c.eiiitiiiii ettt 72
Figure 4.17. Detection of vertical acceleration fault.............cccooiiiiiiiiin e 73
Figure 4.18. Reconstruction of the faulty vertical acceleration signal .............ccccooeiiiiiiiininicneen, 73

Figure 4.19. Driver commands and trajectory of the vehicle during maneuver with yaw rate sensor

- 11 ] USSR 74
Figure 4.20. Wheel angular velocities during the lane-change maneuver on the wet road.................. 74
Figure 4.21. Detection of the yaw rate SenSor fault.............ccocooeiiiiiiiinn e 75
Figure 4.22. Reconstruction of the faulty yaw rate signal..........c.ccoocooiiiiiiiicicc e 76
Figure 4.23. Adaptive virtual sensor weights for reconstruction of the yaw rate fault ....................... 76

Figure 4.24. Driver commands and trajectory of the vehicle during the maneuver with steering angle

SENSON TAUIT ... e 77
Figure 4.25. Detection of steering angle SENSOr faUlt...........cocvooiiiii i 78
Figure 4.26. Reconstruction of the faulty steering angle signal ...........ccocooii i 78
Figure 5.1. Detection of torque sensor faults and fault-tolerant estimation of vehicle states............... 80
FIgure 5.2. WHEEI OYNAIMICS.........ooeiiii ettt et st e e et neeseeeneeneenneas 81
Figure 5.3. Fault-tolerant estimation of vertical tire TOrCes...........covvvirieeiii i 85

Xii



Figure 5.4. Adaptive UKF for fault-tolerant estimation of lateral tire forces............ccccoovvvniiiinnen. 87
Figure 5.5. Unified structure for sensor fault detection, signal reconstruction and fault-tolerant
eStiIMatioN OF VENICIE STALES.. ..ot sttt te e e enes 90
Figure 5.6. Vehicle sensors, actuators and instrumentations for verification of the results................. 91
Figure 5.7. Driver commands and trajectory of the vehicle during the step-steer maneuver with no
SENSON TAUIT ... bbbttt bbbt e st b ettt st b 93
Figure 5.8. Estimation of longitudinal tire forces when there is no sensor fault.............c..cccoceevveennns 94
Figure 5.9. Estimation of lateral tire forces when there is no sensor fault ............cccccoevviiiiiiieienns 94
Figure 5.10. Estimation of vertical tire forces when there is no sensor fault ..............ccccceve i, 95
Figure 5.11. Driver commands and trajectory of the vehicle during the DLC maneuver with lateral
ACCEIEration SENSOT TAUIL .........eoiiiiiie ettt sne e 96
Figure 5.12. Reconstruction of the faulty lateral acceleration signal .............cccccovvvieviiieic e, 96
Figure 5.13. Fault-tolerant estimation of vertical tire forces when lateral acceleration sensor fails..... 97
Figure 5.14. Fault-tolerant estimation of lateral tire forces when lateral acceleration sensor fails...... 98
Figure 5.15. Fault-tolerant estimation of lateral velocity when lateral acceleration sensor fails ......... 99
Figure 5.16. Fault-tolerant estimation of roll angle when lateral acceleration sensor fails.................. 99
Figure 5.17. Driver commands during the stop-and-go maneuver with longitudinal acceleration sensor
=11 ] RSSO 100
Figure 5.18. Reconstruction of the faulty longitudinal acceleration signal..............cccccocviiiininennne. 100
Figure 5.19. Fault-tolerant estimation of vertical tire forces when longitudinal acceleration sensor

= LSO SSRN 101
Figure 5.20. Fault-tolerant estimation of pitch angle when longitudinal acceleration sensor fails .... 102
Figure 5.21. Fault-tolerant estimation of longitudinal velocity when longitudinal acceleration sensor
2V 3ROSRSO 102
Figure 5.22. Driver and controller commands during the DLC maneuver with vertical acceleration

=] 0TS0 ) g 7 T | | ST SUUSOR 103
Figure 5.23. Reconstruction of the faulty vertical acceleration signal ...........c.cccoooviiiiiiieniiiceenn 104
Figure 5.24. Fault-tolerant estimation of vertical tire forces when vertical acceleration sensor fails 104
Figure 5.25. Fault-tolerant estimation of lateral tire forces when vertical acceleration sensor fails .. 105
Figure 5.26. Driver commands and trajectory of the vehicle during the DLC maneuver with yaw rate

sensor fault



Figure 5.27. Reconstruction of the faulty yaw rate Signal...........cccccooiiiiiiiiniicie e 106
Figure 5.28. Fault-tolerant estimation of longitudinal velocity when yaw rate sensor fails............... 107
Figure 5.29. Fault-tolerant estimation of lateral velocity when yaw rate sensor fails....................... 107
Figure 5.30. Driver commands and trajectory of the vehicle during the acceleration and braking

maneuver with motor torque SeNSOr faUlL ..o 108
Figure 5.31. Total longitudinal force residual when front-left torque sensor fails..........c...c.ccocovene.n. 109
Figure 5.32. Wheel torque residuals when front-left torque sensor fails...........ccccccoeevviiiie i, 109
Figure 5.33. Detection of front-left torque sensor fault and estimation of the fault magnitude.......... 110
Figure 5.34. Reconstruction of the faulty front-left torque signal...........ccccoevvevicic i, 110

Figure 5.35. Fault-tolerant estimation of longitudinal tire forces when front-left torque sensor fails111

Xiv



Table 3.1.
Table 3.2.
Table 3.3.
Table 3.4.
Table 4.1.
Table 4.2.
Table 4.3.
Table 5.1.
Table 5.2.
Table 5.3.
Table 5.4.
Table 5.5.
Table 5.6.
Table 5.7.

List of Tables

Fault signatures for isolation of roll rate, pitch rate and suspension height sensor faults ... 32
Reconstruction of roll rate, pitch rate and suspension height signals.............c.ccccceveverienenn. 34
VENICIE PATAMETEIS ...ttt 36
Parameters for residual processing and sensor fault detection.............ccccooevcviienvivenennnnn. 36
Fault signatures for detection of SenSor faultS............cccooviiiiiiiicicc 61
Decision logic for detection of sensor faults and reconstruction of faulty signals.............. 63
Parameters for residual processing, fault detection and signal reconstruction.................... 64
Decision logic for detection of torque sensor faults and reconstruction of faulty signals... 84
UKF PAIBMELETS ...ttt sttt r e r e nr e nr e r e nnesreennenre e 92
Parameters for residual processing and fault-tolerant estimation...........c..cccocveeevivvivernennnnn. 92
Tire force estimation errors when there is no sensor fault ............cccccvvvvievivicii e, 93
Vertical and lateral tire force estimation errors when lateral acceleration sensor fails........ 98
Vertical tire force estimation errors when longitudinal acceleration sensor fails ............. 101
Vertical and lateral tire force estimation errors when vertical acceleration sensor fails... 105

XV



Chapter 1

Introduction

1.1 Motivation

Reliability of sensory measurements and estimated vehicle states is a paramount objective in
automotive applications. Many advanced vehicle systems such as stability controllers, automated
driving systems and x-by-wire mechanisms rely on information measured by on-board sensors and
estimated vehicle states for their operation. Consequently, there is an increasing demand to ensure

reliable operation of such systems even in case of sensor failures.
For vehicle control systems, the following information is usually measured directly by sensors:
e Vehicle accelerations (longitudinal, lateral, and vertical):

These accelerations are typically measured by an inertial measurement unit (IMU) and are required
in electronic stability control systems (ESC) [1], adaptive cruise control systems (ACC) [2],

autonomous driving systems [3], etc.
e Vehicle angular rates (yaw, roll and pitch rates):

Many commercial vehicles are equipped with a 3-axis IMU that measures the yaw rate. Some higher-
end vehicles are equipped with a 6-axis IMU that measures yaw, pitch and roll rates. The angular
rates are mainly used in ESC systems [4], rollover prevention systems [5] and active suspension

systems [6].
e Steering angle:

Usually, an incremental encoder is used to measure the steering angle. The steering angle
measurement is necessary for implementation of steer-by-wire systems [7], active steering stability

systems [8], driver assistant systems [9] and autonomous driving systems [10].
o Wheel torques:

Wheel torques are measurable in electric vehicles equipped with independent wheel motors and are
directly used in torque vectoring applications [11]. Although these measurements are not available
in conventional vehicles, approximate or estimated values of the wheel torques can be obtained by
using the engine torque and a model of the transmission system. Wheel torques are increasingly being
used in modern traction control and stability systems [12].
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e Wheel angular velocities:

Encoders are widely used to measure wheel angular velocities and provide this information to
different vehicle control subsystems such as anti-lock braking system (ABS) [13] and traction control
systems (TCS) [14]. For electric vehicles, wheel angular velocities are available from both the ABS
system and the electric motor resolvers. Detection of wheel angular velocity faults is not studied in

this thesis since the redundant sensors are commonly available.
e Suspension heights:

Suspension height sensors are mainly employed in active suspension and roll control systems [15].
Linear transducers are the main type of suspension height sensors in automotive applications [16].

In addition to direct use of the sensory signals by control systems, such signals are essential sources
of information for estimating immeasurable or costly to measure vehicle states. The most important

examples of such states include:
e Tire forces:

It is important to monitor the longitudinal, lateral and vertical tire forces due to their substantial
effects on the vehicle dynamics [17]. Many advanced vehicle stability and control applications
require information about the tire forces for their operation [18]. Tire forces can be measured by
wheel force/moment sensors [19], but this is not a preferred option for commercial vehicles due to
cost and mounting challenges. Therefore, estimation is the method of choice to calculate the
magnitude of tire forces [20]. Such estimations rely on the vehicle sensors (e.g. steering angle,
accelerations, angular rates, wheel angular velocities, etc.) to calculate the tire forces using linear or

nonlinear observers [21].
e Vehicle velocity:

Longitudinal and lateral velocities are used by vehicle control systems and tire models to calculate
vehicle and tire slips. These slips are important indicators of vehicle stability/instability [22].
Estimation techniques are the most common means to calculate these velocities and slips [23]. Such
methods rely on sensory information, e.g. accelerations, angular rates and steering angle, to estimate

the velocities and calculate the longitudinal and lateral slips in the tires [24].

e Vehicle roll and pitch angles:



Vehicle roll and pitch angle are required in advanced control systems due to their effects on the
vertical tire forces and sprung mass dynamics [25]. These angles are not usually measured in
commercial vehicles. Estimation methods are the main tools to provide the roll and pitch angle
information for such control systems [26].

¢ Road grade and bank angles:

Road grade and bank angles considerably affect the vehicle dynamics. Such disturbances also affect
vehicle stability, e.g. in terms of rollover and lateral stability [27]. Accurate measurement of these
angles in real-time is not practical since cost-effective sensors to deliver such measurements are not
available. Therefore, estimation of these angles is the main practical solution considered by many
recent studies [28].

In summary, whether obtained directly through measurements or indirectly through estimations,
vehicle dynamic states are required for a wide variety of vehicle stability and control applications.
Noticeably, malfunction of the sensors and/or inaccuracy of the estimated states may result in unreliable
performance of vehicle systems. Hence, such malfunctions must be properly mitigated if encountered.
Installation of redundant sensors may help to achieve a desirable performance even with sensor failures.
However, the number and type of sensors for estimation or control purposes are important in the vehicle
manufacturing due to unit cost. Therefore, achieving reliable measurements and accurate estimation of
states using a minimal vehicle sensor set are among the most important objectives for the automotive

suppliers and OEMs.

Any practical fault diagnosis solution for automotive applications should comply with the relevant
safety and reliability requirements. In terms of safety, vehicle control systems are usually designed to
be robust against certain levels of sensor measurement errors. Sensor anomalies beyond such robustness
levels shall be detected with a minimal rate of false negatives (i.e. minimum number of undetected
sensor faults during the vehicle operation). In terms of reliability, false positives should also be
minimized since incorrect diagnosis of a healthy sensor can impact the availability of vehicle features,

cause customer dissatisfaction and impose warranty costs.

1.2 Objectives

The main objective of this thesis is to develop a comprehensive methodology for detection of sensor

faults, reconstruction of the faulty sensory signals, and accurate estimation of vehicle dynamic states
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despite sensor failures. Figure 1.1 shows how the proposed method in this thesis communicates with a
closed loop vehicle control system. The objective of the proposed methodology is to guarantee that the
vehicle control systems receive fault-free sensory information and a reliable set of estimated vehicle

states, even when a fault occurs.

Driver Inputs Control Commands Sensor Measurements
2| Vehicle Control Systems —>
Fault-Free Measurements
Detected Sensor Faults ST T T T TS T T T T T T T T T T T T T T e TS :
1

. Sensor Fault Detection and Fault-Tolerant Estimation !
Fault-Tolerant Estimated States : ! 1matt :
: 1
1 ) 1

1 Fault-Tolerant Fault-Detection :(—-
: Vehicle State and Signal 1
1 Estimation Reconstruction :
: i
1 I
]

Figure 1.1. A closed-loop vehicle control system including the proposed method
Considering the main goal of this work, the following are detailed objectives of this thesis:

The first objective is to detect failure of sensors that are commonly used in vehicle control systems
including steering angle sensor, longitudinal, lateral and vertical acceleration sensors, roll rate, yaw rate
and pitch rate sensors, suspension height sensors and motor torque sensors. The fault detection
performance needs to be timely (to prevent undesirable operation of vehicle systems), accurate (in terms

of correctly detecting and localizing the fault), and reliable (in terms of avoiding false positives).

The second objective of this thesis is to reconstruct the faulty sensory signal when any of the
abovementioned sensors fails. The reconstructed signal shall be precise in terms of reporting the actual

state of the vehicle even during demanding maneuvers.

The third objective is to deliver the fault-tolerant estimation of vehicle states despite the sensor faults.
These states include the longitudinal, lateral, and vertical tire forces, longitudinal and lateral velocities,

body roll and pitch angles, and road angles.

Additionally, this thesis intends to accomplish the above objectives using a common sensor set

available in commercial vehicles, and does not presume availability of additional information such as
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prior knowledge of the road friction coefficient, road grade/bank angles, fault patterns, etc. Therefore,
methods developed in this thesis can operate in real-world driving scenarios.

1.3 Thesis Outline

In the second chapter of this thesis, the background of sensor fault detection, fault isolation and fault-
tolerant estimation is studied. Various techniques for detection of sensor faults and reconstruction of
faulty signals are explored, and the concepts of fault detectability and isolability are discussed.
Subsequently, the literature of sensor fault diagnosis is reviewed with emphasis on detection of vehicle
sensor faults and fault-tolerant estimation of states for vehicle dynamic control applications.

In the third chapter, a structure is proposed for detection of sensor faults and reconstruction of faulty
signals for sensors that are commonly used in rollover prevention and active suspension systems
including roll rate, pitch rate and suspension height sensors. This structure combines vehicle’s roll
dynamics, pitch dynamics, and sprung mass kinematics with unknown input observers and a sensor
fault detection module. Kinematic interactions between the road angles and the vehicle states are
considered in the proposed method. Next, detectability and isolability of the faults is discussed and an
approach for reconstruction of faulty signals is presented. Effectiveness of the proposed method in fault

detection and signal reconstruction is demonstrated through experimental results.

Chapter four focuses on detection of sensor faults and reconstruction of faulty signals for sensors
that are mainly used in the vehicle handling and stability control systems including the steering angle,
yaw rate and acceleration sensors. A structure is presented which generates a set of virtual sensor
measurements using vehicle models and estimated vehicle states. The virtual sensors are then compared
with the actual sensor measurements in a fault detection module to detect and localize the faults.
Reconstruction of the faulty sensory signals is achieved by processing the virtual sensor signals in an
observer. Several experiment results are provided to demonstrate effectiveness of the proposed

approach in various driving scenarios.

Chapter five presents a unified structure for fault-tolerant estimation of vehicle states including the
tire forces and vehicle velocity. First, a set of disturbance observers combined with a fault detection
and signal reconstruction module are designed to detect/reconstruct the motor torque sensor faults. This
method enables fault-tolerant estimation of longitudinal tire forces. Next, estimation of vertical tire
forces is discussed where the load transfer equations combined with the reconstructed acceleration

signals and the estimated roll/pitch angles provide the fault-tolerant estimations. For lateral tire forces,
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an adaptive unscented Kalman filter is designed in which effects of sensor faults are mitigated by
leveraging the reconstructed input signals and adapting the measurement equations. For longitudinal
and lateral velocities, fault-tolerance is realized by feeding the reconstructed input signals into
kinematic estimators. Next, the unified structure that connects the abovementioned fault detection,
signal reconstruction and fault-tolerant estimation modules is discussed, and the comprehensive fault
tolerance strategy is summarized. Several experimental case studies are presented at the end to evaluate
performance of the proposed method in a variety of driving conditions with different sensor failure

scenarios.

Chapter six presents the conclusions and contributions of this thesis and mentions opportunities of

future work in this domain.



Chapter 2

Literature Review and Background

This Chapter reviews the literature on sensor fault detection and fault-tolerant estimation of states.
Various methods for detection of sensor faults are investigated and concepts of fault detectability and
isolability are studied. The recent literature on implementation of these concepts for automotive
applications is reviewed, limitations of the prior art is discussed and opportunities to develop more

practical and robust solutions in this domain is presented.

2.1 Sensor Fault Detection and Isolation

Fundamentally, all fault detection approaches rely on comparisons between redundant information [29].
Such redundancies are either physical (sensor redundancy) or mathematical. Satellites and aircrafts are
normally equipped with multiple redundant sensors to ensure a reliable operation [30]. Even some
modern vehicles use redundant sensors for diagnosis purposes. The main issue with the physical
redundancy is the associated costs and complexity of packaging redundant sensors in the system.
Therefore, mathematical methods for detection and mitigation of faults are the preferred and cost-

effective approach for a wide variety of applications.
There are three main steps in developing a fault-tolerant system [31].
e Fault detection: detecting occurrence of faults that result in unreliable behavior of the system.
e Fault isolation: locating the failed sensor in the system.
¢ Fault management: taking actions to mitigate the undesirable consequences of the faults.

A comprehensive overview of the recent sensor fault detection, isolation and mitigation techniques
is available in the trilogy [32], [33], [34] and more recently in [35]. The most common fault detection

approaches from the literature are discussed in the next sections.

2.1.1 Analytical Redundancy Relations for Sensor Fault Detection

Analytical redundancies are mathematical compatibility conditions between the inputs (U), sensory
measurements (Y, and parameters of the system (P) [36]. These relations are often expressed by a set

of constraint equations at each time step (t):



F®,y@,p®) =0 | u(®) €U, y(t) €Y, p(t) € P} (2-1)

Deviations from the constraint model when a fault occurs are called residuals (R):

R(t) = f(u(®),y(®),p(t)) (2-2)

The residuals are zero or upper-bounded by a certain threshold for normal operational conditions.
Therefore, if the analytical redundancy relations are designed properly, residuals of larger magnitudes
can indicate the fault in the system.

As an example, analytical redundancy relations are used in [37] to identify the optimal placement of
sensors such that all the possible redundancy constraints can be extracted for detecting the faults in a
laboratory-scale coupled tank systems.

Speed, simplicity, low computational complexity, and feasibility of real-time implementation are
among the key advantages of the analytical redundancy approach [36]. However, such relations cannot

be easily identified when the system is highly nonlinear or has high-order and cross-coupled dynamics.

2.1.2 Parity Relations for Sensor Fault Detection

Parity relations approach is a more systematic method to extract the analytical redundancies [38]. In
this approach, the residuals are generated as differences between the model and the sensor outputs.

Consider a linear-time-invariant (LTI) system such as:
X(t) = AX(t) + BU(t) + NF(t) (2-3)
Y(t) = CX(t) + MF(t) (2-4)

where A is the state matrix, B is the input matrix, C is the output matrix, F is the fault vector, M is the
senor fault matrix and N is the actuator fault matrix. For this system, the redundancy equation can be
obtained by taking derivatives of (2-4) up to the order of g < n where n indicates order of the system.

These derivatives are then combined to create an augmented system [39]:

7(t) =TX() + GU(t) + QF (o) (2-5)
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To eliminate the unknown state vector X(t), both sides of (2-5) can be multiplied by a vector w7,

where wTis designed to satisfy the conditions in (2-7):
wlY (@) =wITX(t) + wIGU(t) + wTQF (t) (2-6)
wIT=0andw’Q =0 (2-7)
Subsequently, the residual vector is obtained as a function of the augmented inputs and outputs:
R(®) =wTY(®) —wTGU(t) (2-8)

Since these residuals indicate the difference between the model and the sensor measurements, a fault
can be detected if the residuals exceed a predefined threshold.

More details on the parity approach and processing of the residuals are available in [31]. An accurate
knowledge of the model is crucial in this method. The parity approach can be extended to nonlinear
systems and can be combined with optimization techniques to generate more robust residuals [40].

2.1.3 Observe-Based Sensor Fault Detection

In the observer-based fault detection approach, occurrence of a fault is detected via comparison of the
measured signals and their estimated counterparts provided by an observer [41], [42]. The observed
signals are usually constructed using the estimated states and a model of the system [43]. For systems
with multiple sensors, the observer-based approach usually requires a bank of observers to cover all

potential failures [44].

As an example, a bank of observers is designed in [45] for detection of sensor faults in an autonomous
helicopter. The number of observers in the bank is equal to the number of helicopter sensors. Each
observer is designed to reconstruct one sensor output. Therefore, a sensor fault can be detected by
comparing the estimated and the measured outputs. Despite nonlinearity of the actual helicopter system,
linear observers are used due to the limited onboard computing resources. The computational

complexity issue for the bank of observers approach is also discussed in [46].



2.1.4 Kalman Filters for Fault Detection and Fault-Tolerant State Estimation

The general idea of using Kalman filters for fault detection was first proposed in [47]. Considering a

liner discrete time system with a process noise < [k] and a sensor noise +[k] at each sample time k:
X[k + 1] = AX[k] + BU[k] + w[k] (2-9)
Y[k + 1] = CX[k] + v[k] (2-10)

a Kalman filter can be designed to estimate the state vector X[k] provided that the noise vectors are
Gaussian, uncorrelated, and white random signals with zero means. Covariances of these noises also
needs to be known a-priori. The difference between the measured outputs Y and the estimated outputs

Y in the Kalman filter approach is called the innovation vector y[k]:
vlk] = Y[k] — Y[k] = Y[k] — CR[k|k — 1] (2-11)

This innovation vector is expected to have a zero mean and a known covariance when there is no
fault. Therefore, detection of faults can be achieved by monitoring statistical properties of the
innovation vector. Several extensions of this concept for fault detection are presented in the recent
literature [48].

For fault detection in nonlinear systems, the Extended Kalman Filter (EKF) can be employed to
handle the nonlinear dynamics. A bank of EKFs is designed in [49] to detect the faults in a marine gas
turbine process. In addition to the main EKF which uses a nonlinear model of the system, additional
EKFs are designed such that each filter uses a model that represents a specific faulty operational
condition. When a fault occurs, the EKF that produces a better matching residual among the bank

indicates location of the fault.

The Unscented Kalman Filter (UKF) approach is also widely used for fault detection and fault-
tolerant state estimation. In [50], a federated bank of UKFs is developed for fault-tolerant estimation
of satellite attitude states. The bank contains a set of local UKFs and a master estimator. Each local
UKF estimates the states using a local sensor. The locally estimated states are then fused in the master
estimator and a sensitivity factor is defined based on the error covariance matrices of the UKFs. Upon
occurrence of a fault, the sensitivity factor exceeds a normal threshold and localizes the fault. The faulty
sensor is then excluded from the estimation process and the master estimator relies on the remaining

healthy sensors to deliver the fault-free estimations.
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An adaptive UKF for attitude estimation of a satellite is proposed in [51]. Theoretical error (i.e., the
error between the actual system and the model) and the real error (i.e., the error between the estimated
and measured signals) are compared to adaptively reconfigure the estimation structure. When the real
error exceeds the theoretical error, the measurement equation is updated to assign a smaller Kalman
gain to the failed sensor. Therefore, the estimator relies on the model of the system more than the

measurements. Consequently, the sensor fault less severely impacts the estimation results.

More details about the UKF method will be presented in the next chapters of this thesis.

2.2 Common Types of Sensor Faults

Sensor faults may occur due to various reasons including wear and tear, long-term usage, physical
changes in the sensor, environmental variations such as temperature changes, miscalibration, issues in
the communication channels, etc. When a fault occurs, the output signal from the sensor may exhibit a

specific pattern. The most common types of these fault patterns can be categorized as follows [52]:
e Bias: a constant offset from the nominal state that the sensor is measuring.
e Drift: a time varying offset from the nominal state. Such drifts can be linear or nonlinear.

e Scaling (or gain fault): an output from the sensor which a scaled factor of the nominal state. The

scaling factor may be constant or time varying.

e Stuck-output: a constant output from the sensor where the reported measurement is stuck at a

certain value.

e Excessive noise: a random time series output from the sensor in which the noise magnitude is

considerably larger than the noise level during normal operation of the sensor.

¢ Intermittency: deviations from the nominal state, where the deviation intermittently appears and

disappears.

e Loss of signal: a loss of communication between the receiving module and the sensor. Most

commonly, a loss of signal results in receiving a constant zero signal from the sensor.

Some studies in the literature propose methods to detect specific subsets of these fault types. In such

studies, the fault pattern is assumed to be known a-priori. Evidently, designing more comprehensive
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fault-tolerant systems which ensure detectability and isolability of all the above failures without such
restrictions is a preferred solution [53].

2.3 Fault Detectability and Isolability

In all of the aforementioned fault detection methods, a major objective is to design the algorithm such
that ideally all faults can be detected and their location in the system can be identified. Such objectives
are investigated under the topic of fault detectability and isolability.

Fault detectability focuses on making a binary decision on the absence of all faults (F(t) = 0) or
presence of any fault in the system (F(t) # 0). For a linear system such as the one described by (2-3)-
(2-4), it can be shown that all faults f;(t) € F(t) are detectable if and only if:

C(sI—A)™IN, + M; # 0 (2-12)

where N; and M; are the i-th column of matrices N and M, respectively [54]. If (2-12) holds, then a set
of residuals R(t) can be designed to detect presence of a fault in the system. Such residuals can be

constructed using any of the fault detection methods introduced in the previous sections.

For nonlinear systems, a generic measure of detectability is not available except for certain classes
[55]. Detectability for such systems is usually analyzed by creating a set of residuals and investigating
whether the residuals can generate sufficient indications to detect the faults. In other words, given a set
of residuals R(t) in a nonlinear system, the fault vector F(t) is detectable if and only if there exists a

non-zero residual r;(t) € R(t) when a fault f;(t) € F(t) is non-zero.

Fault isolability is a stronger condition than fault detectability. The objective in fault isolation is to
identify the location of each fault in the system. For the linear system described by (2-3)-(2-4), all faults
fi(t) e F(t),i=1,..,lareisolable if and only if

rank[C(s] — A)"IN; + M; ... C(sI —A)7IN, + M;] =1 (2-13)

where [ is the number of faults in the fault vector F (t) [54]. In other words, for the faults to be isolable,

the transfer function between each fault and outputs of the system needs to be unique.

Similar to detectability, a generic fault isolability metric is not available for nonlinear systems. To
investigate isolability in such systems, usually several subsets of the residual vector are grouped

together and are called fault signatures S, where S < R(t). If two distinct signatures S; and S; can be
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constructed for faults i and j, then the two faults can be distinguished from each other. For complete

fault isolability, distinct signatures need to be identified for all the faults in the system, if possible.

2.4 Sensor Fault Detection in Automotive Applications

Fault detection and mitigation strategies for automotive applications have been increasingly
investigated in the literature. Many studies have focused on detection of faults in specific vehicle

subsystems:
e Steering system sensors [56][57][58][59]
e Suspension system sensors [60][61][62]
e Drivetrain sensors [63][64][65]
e Braking system sensors [66][67][68]

The main drawback in subsystem-based sensor fault detection is the associated complexity. Real-
time fault detection using separate modules for each vehicle subsystem also poses challenges in terms
of synchronization and a coordinated system-level response to failures. A few of more generic
approaches available in the literature are discussed in this section.

Fault-tolerant control of an electric vehicle subject to the steering angle sensor faults is presented in
[69]. A model-based estimation of the steering angle is obtained using a planar vehicle dynamics model
with linear tires combined with a model of the steering actuator. Measurements of the yaw rate, lateral
acceleration and the steering motor current are fed to an EKF to estimate the front steering angle and

generate the residuals.

Fault detection for sensors used in lateral and vertical dynamic control systems is discussed in [70].
Analytical redundancy relations are derived in this paper by modeling the kinematic relations between
the measured variables. Comparison of these redundancies and the measured signals generates the
residuals, and a fuzzy decision-making system is proposed for diagnosis of the faults. This paper

separates the lateral and vertical dynamics of the vehicle.

Observer-based diagnosis of the roll rate sensor is investigated in [71]. A linear observer estimates
the roll rate of the vehicle using a bicycle model, roll dynamics, and acceleration measurements. This
approach requires some assumptions such as a small rate of change for the road bank profile. Moreover,

to overcome the drawbacks caused by the simplified kinematic model, this approach only operates
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when certain model validity conditions are satisfied and therefore cannot continuously monitor the roll

rate sensor.

Roll rate fault detection for heavy vehicles with active anti-roll-bars and active suspensions is
discussed in [72] and [73]. In these papers, kinematic relations between the roll state, lateral
acceleration, yaw state, and anti-roll-bar moments are employed to design multiple observers for
monitoring the roll rate sensor. The dynamic interaction between the lateral acceleration and the roll

angle is modeled as a simple lag filter and effects of road bank and grade angles are assumed negligible.

Detection of height sensor faults for an electric air suspension system is investigated in [74]. Roll
and pitch dynamics are combined with the kinematics of the sprung mass to detect the sensor faults.
However, effects of road grade and bank angle are neglected in this paper and a fixed fault threshold is
used which may cause false positives. A similar approach is employed in [15] to design a fault-tolerant

controller for a suspension system. Roll and pitch angles are assumed to be small in this study.

An example of a more general solution, detection of sensor and actuator faults in a scaled autonomous
electric vehicle is investigated in the series [75], [76], [77]. A sliding mode bank of observers together
with model-based analytical redundancies and parity relations are designed in these papers to detect the
sensor faults. The experimental results demonstrate successful detection of faults in wheel encoders,
GPS position and velocity sensors. However, the steering wheel angle is assumed to be small and
suspension dynamics is neglected in these papers. Moreover, accurate GPS position and velocity
measurements are essential in this approach, while such data is often not available in commercial

vehicles.

Another more complete layout to detect vehicle sensor faults using a residual generator together with
a residual processor is presented in [78]. To improve the fault detection performance, history of the
residuals and the known fault patterns are embedded in the residual processor unit. Therefore, a fault
can be more accurately detected if it matches a known fault pattern. This approach is implemented on
a test vehicle and its performance is verified through experiments. Fault patterns should be known a-

priori in this approach.

2.5 Fault-Tolerant Estimation of Vehicle States

There are several studies in the literature that focus on estimation of vehicle states, e.g. tire forces [19],

[21], and vehicle velocity [23], [24]. The general approach in such studies is to design an estimation
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algorithm which uses the sensory information to estimate the states [79]. Many of these structures are
designed to be robust against modeling disturbances and measurement noises [80]. However, sensor
faults can dramatically affect the performance of such systems. There are a few papers in the literature
that investigate this issue for automotive applications.

A model-based fault-tolerant roll angle estimation structure for a roll stability control system is
presented in [5]. This approach considers fusion of an eigenstructure assignment technique with a set
of analytical redundancy relations. A steady-state estimator for the vehicle roll angle provides the
benchmark to detect the fault and reconstruct the roll rate sensor data. To reduce the effects of the
consequent inaccuracies in transient conditions, a dynamic factor based on the understeer coefficient is
incorporated into the design. This approach is limited to certain operational regions and switching
between the steady-state and transient conditions might cause practical problems associated with
stability.

Robust estimation of the sideslip angle subject to a lateral acceleration sensor bias is presented in
[81]. A hybrid model is developed which combines vehicle kinematics, dynamics, and road bank angle
disturbances. The hybrid model is then used in an adaptive EKF which relies on the kinematic model
augmented with the road bank model. The EKF can deliver real time estimations of the tire cornering

stiffnesses and overcome the lateral acceleration bias.

Effects of partial loss of sensor data on the estimation of vehicle longitudinal velocity and sideslip
angle are investigated in [82]. An adaptive fault-tolerant EKF estimator is designed to comprehend the
randomness of data loss intervals. The estimator uses a fading factor to improve the state and parameter

evolutions and reduce the influence of the sensor loss on the estimated states.

A more general approach for fault-tolerant estimation of lateral velocity, road grade and road bank
angle is presented in [83]. This study considers failures of lateral acceleration, yaw rate and steering
angle sensors. It is assumed that the vehicle is equipped with different stability control subsystems such
as active front steering (AFS), vehicle dynamic control (VDC) and roll stability systems (ROS), each
equipped with their dedicated set of sensors. Consequently, independent and redundant lateral
acceleration and yaw rate sensors are assumed available. With these assumptions, a general guideline

for using these sensors to manage the faults is presented.

There are other similar studies in the literature that consider reconstruction of sensor faults for
estimation of certain vehicle states [84][85]. Although combining some of these approaches may help
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to estimate a larger subset of the required vehicle states, such a combination will not be efficient in
terms of computational complexity. Moreover, many of the available approaches rely on redundant [83]

or uncommon [86] sensors that may not be available in commercial vehicles.

2.6 Summary

This chapter reviewed the recent literature on sensor fault detection, fault isolation and fault-tolerant
estimation techniques. A review of the relevant literature focusing on automotive applications of these
methods was also presented.

Many of the available studies in the literature developed separate modules for detection of certain
vehicle sensor faults. Considering the number of sensors used by vehicle control systems, this approach
is inefficient in terms of computational complexity, synchronization challenges and a system-level

response to failures.

Some of the available fault detection studies in the literature are sensitive to changes in vehicle
dynamic conditions such as wheel slips. Many of these methods use predefined fixed criteria to detect
sensor faults and are therefore prone to false positives which negatively impacts their reliability when

the operational conditions change.

Using redundant or uncommon sensors that are not available in commercial vehicles is another

drawback that prevents practical application of some of the available approaches.

Although several studies have focused on fault-tolerant estimation and control systems, to the best
of the authors’ knowledge, fault-tolerant estimation of tire forces has not yet been discussed in the

literature.

To address the above issues, this thesis proposes a unified fault-tolerant estimation method that can

deliver three main functionalities:
e Reliable detection of sensor faults
e Accurate isolation and reconstruction of faulty sensory signals
o Precise estimation of vehicle states despite the sensor failures

This structure is realized through fusion of unknown input observers, disturbance observers, adaptive
estimation structures, analytical redundancy relations and a set of fault detection and signal

reconstruction modules.
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The approach in this thesis is a more comprehensive solution compared to the available literature in
terms of covering a wider range of vehicle sensors and vehicle dynamic states. Additionally, the
proposed method uses a sensor set that is commonly available in commercial vehicles and does not
presume availability of additional information such as prior knowledge of the road friction coefficient,
road grade/bank angles, fault patterns, etc.

Effectiveness of the proposed approach is verified through experimental case studies. The
experiments are performed in a variety of driving maneuvers, road conditions and sensor failure

scenarios.

The proposed approach and the experiment results are presented in the next three chapters of this
thesis.
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Chapter 3
Fault Detection and Signal Reconstruction for Roll Rate, Pitch Rate

and Suspension Height Sensors

This chapter presents a novel structure to detect and mitigate failures of the roll rate, pitch rate and
suspension height sensors. This structure combines the vehicle roll dynamics, pitch dynamics, sprung
mass kinematics, unknown input observers, and a sensor fault detection and signal reconstruction
module. The result is a structure that can estimate the states and reconstruct the faulty signals. Unknown
road bank and road grade angles, which are not practically measurable using conventional vehicle
sensors, are also estimated in this approach. Detectability and isolability of the sensor faults using this
structure is analytically verified in this chapter. Effectiveness of the proposed method in detection of

faults and reconstruction of faulty signals is demonstrated through several vehicle road tests.

3.1 Introduction

General structure of the proposed method is illustrated in Figure 3.1.
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Figure 3.1. Structure of the proposed fault detection and signal reconstruction method
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In this structure, analytical redundancy relations and unknown input observers are designed to
estimate the variables that are supposed to be measured by the vehicle sensors. Comparing these
estimations with values reported by the roll rate, pitch rate and suspension height sensors is the main
idea in cross-checking the sensors’ health and detecting the faults. When there is no fault in the system,
the estimated outputs and actual sensors should deliver similar measurements assuming that the models,
analytical redundancy relations and the observers are sufficiently accurate. Therefore, the differences
between the estimated outputs and the sensor measurements fall below certain thresholds. The residual
processor monitors these differences and reports a fault state to the decision logic if any residual
exceeds its threshold. The decision logic monitors the fault states and detects/isolates the fault using
the residual patterns. If a sensor fault is detected, the signal reconstruction module reconstructs the
faulty signal using the observer estimations, arbitrates between the faulty and reconstructed signals,
and delivers the fault-tolerant signals to the other vehicle systems. Dynamic interactions between the
road angles and vehicle states are also considered in this approach. A detailed description of the

proposed method is discussed in the next sections.

3.2 Analytical Redundancy Relations for Suspension Height Sensors

A schematic of the sprung mass kinematics is illustrated in Figure 3.2 [87]. This model helps to estimate
the suspension height at each corner (4z;;) using the measurements from the sensors installed on the
other three corners. Roll angle (¢,,) and pitch angle (6,,) of the vehicle body relative to the vehicle
frame are also estimated using suspension height sensors at each corner. These multiple estimations
will be used in the following sections to extract the analytical redundancy relations and

detect/reconstruct the sensor faults.

The frame coordinate system (xg, yr, zr) is attached to the vehicle frame. Sensor position vectors

(pij) in this frame are described by:

pp =1L d/2 Azp]" (3-1)
prr =Ly —d/2 Az ]" (3-2)
pr ==Ly d/2 Az,]" (3-3)
prr ==Ly —d/2 Az,]" (3-4)

19



Figure 3.2. Suspension kinematics and sensor locations

where Ly and L, are the longitudinal distances between the origin O and the front and rear axles,

respectively, and d is the track width. The subscript ij € {fI, fr,rll,rr} indicates the front-left (f1),

front-right (fr), rear-left (r) and rear-right (rr) corners.
Relative position between any two corners ij and mn is denoted by the vector p;; n:
Pijmn = Pmn — Pij "]' mn € {fl' fT', rll, TT} (3_5)

The cross product of two non-parallel relative position vectors yields the normal vector of the body
plane (V):

N = Pijmn X Pij.pq Vij,mn,pq € {fl' fT‘, rl, TT} (3'6)

Therefore, by using any three suspension height sensor data, the corresponding normal vectors can

be written as:

N_f1 = Prier X Prrfr (3-7)
N_fr = Prigt X Pripr (3-8)
N_rt = Prrfr X Prr g1 (3-9)
Nyr = Prirt X Prifr (3-10)
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where the subscript —ij represents the case in which the suspension height from the corner ij is not

used in calculation of the normal vector. Subsequently, components

NXNY NZ of the normal vectors

(3-7)-(3-10) and sensor position vector components p;, pfj pi; in (3-1)-(3-4) are used to estimate the

suspension heights (4z; j,) for each corner using the sensors installed at the other three corners:
Bagi, = ~(N2p0 o+ N2y + Moy ) N2y
Azp,, = (N o Pfr + N 07 + M—fr)/N—Zfr
Azpy, = — (N2 py + N2 00 + M) [ NZ

Z‘}rr - (N rr pTT‘ + N T'TpT'T + M—TT)/N—ZTT

where the terms M_;; are calculated as:
M_g = =N25pf, = N2ppfe = Npupof,
M_pr = N0y = N2 iy — N pfy
M_y = =N2pf — N2 e — NZypfy

M_pr = _N—xrrpfl N2, rrpfl N—erp}%l

The four estimated suspension heights (4z; j,) can be used as analytical redundancy relations.

Body roll angle 8, _;; and pitch angle ¢, _;;,

(3-11)

(3-12)

(3-13)

(3-14)

(3-15)
(3-16)
(3-17)

(3-18)

in the scenario that the suspension height sensor ij is

not used, can be calculated by projecting the corresponding body normal vector (V_;;) on the frame

plane. Consequently, four analytical redundancy relations can be obtained for the body roll angle:

Ny
iy -1 =fl
= C0S —_—
Po_p1 B
Ny
7 -1 _Mopr
= C0S —_—
Po_pr ]

- b
-1 —rl
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Similarly, four analytical redundancy relations are obtained for the pitch angle:

év—fl = cos™! ”]\]\fr_zll” (3-23)
év—fr = cos™! ”]\]\ffi :” (3-24)
6,_,, = cos™? ”;\\rf;f:ll” (3-25)
b,_,. =cos™? % (3-26)

The set of twelve analytical redundancy relations that were derived in this section will be used in the

following sections to detect the sensor faults.

3.3 Roll and Pitch Dynamics

In this section, two observers are designed to estimate the vehicle body’s roll and pitch angular rates as
well as the road grade and bank disturbances. These estimations will be used to cross-check the roll
rate and the pitch rate sensor measurements and detect any respective faults. The observers are designed

using the roll and pitch dynamic models shown in Figure 3.3.

Figure 3.3. Roll and pitch dynamics on roads with grade and bank angles

The roll and pitch dynamics are formulated in (3-27) and (3-28), respectively:

1
] [ Ko -Cy "’”] [ mic ] [, + vy + gsin(d, + B,)] (3-27)
Le+mgHEe  Ly+ms H,%C_ Letmg Hi e
1 ,
] [ —Kg —Co [ ] [ msHpc ] [V + vy + gsin(6, + 6,)] (3-28)
Ly+mgHE:  ly+mgHE | 9 Ly+mg HE
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where 6, and ¢, are the body pitch and roll rates, respectively, 0, is the road grade angle and @, is the
road bank angle. The vehicle longitudinal and lateral velocities (v, and v,) and the yaw rate ) are
the inputs to the observers. I, and I, represent the moments of inertia about the x and y axes of the
body coordinate frame, respectively, m, is the sprung mass, g is the gravitational acceleration, Co and
Ky are pitch damping and stiffness coefficients, respectively and Cy and Ky are roll damping and
stiffness coefficients, respectively. Hp represents the distance between the pitch center (PC) and the

center of gravity (CG) and Hy is the distance between the roll center (RC) and CG.

For implementation on a vehicle, the model is discretized with a sample time of 0.005 seconds using
the method described in [88]. The sample time is set to 0.005 seconds. Consider the discretized version

of the roll dynamics:

xplk +1] = Agxglk] + Byuglk] (3-29)
Volk] = Cpxg k] + Dpug[k] (3-30)
where x4, € R? is the state vector, Vo € R? is the output and ug € R? is the input. Since the road bank
angle is not measurable using onboard vehicle sensors, the input term (u¢ [k] = v, + v +

gsin(¢, + CDT)) is treated as an unknown input into the roll dynamics.

3.4 Unknown Input Observers for Roll and Pitch Dynamics

An unknown input observer (U10) [89][90] is designed here to estimate the road bank angle (&,.) along
with the roll rate of the vehicle body (¢,). The available measurement for the observer is the roll angle

of the vehicle body (¢, ) obtained by the suspension height sensors as described in the previous section.

The output of the system (3-30) over L + 1 time steps can be augmented as:

CyA CyB D w 0
Yol FHI- S ey ] 0 e (3-3)
Yolk:k+L] OLg JLe uglkik+L]

where 0, € REFD>2 s the observability matrix for the pair (44, Cy) and the J,4 € REFD*2(04D)

is called the invertibility matrix for the system (Ag, By, Cp, D) [90].
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An unknown input observer can be designed for this system to estimate the state x4 [k] and the
unknown input ug[k:k + L] if and only if the system is strongly detectable, which translates to

satisfying the following conditions for some positive integer L [90]:

rank(JL¢) - rank(JL¢_1) =n, (3-32)
A¢ - Zln B¢

rank[ c D=t VZEC lz| > 1 (3-33)
¢ ¢

where n,, is the number of inputs and n,, is the number of states.

Verifying that the system satisfies the conditions (3-32)-(3-33) for L =1 is straightforward.
Therefore, since the system is strongly detectable, an unknown input observer with the following form

is proposed to simultaneously estimate the roll states (x4 [k]) and the unknown input (ug[k]):

Rglk + 1] = EgRplk] + Fyyglk: k + L] (3-34)

B [k +1] —AgpXy[k
- [l

where E4 € R? and Fy € R2*(L+1D) are the observer gain matrices. To analyze stability of the observer,

the state estimation error is defined as:
eplk + 1] = Rk + 1] — x4 [k + 1] (3-36)
The error dynamics can be calculated using (3-29), (3-30), (3-31), (3-34) and (3-36):
eplk + 1] = Egeg[k] + (Ep — Ay + FpOpg )xp k] + Fyligpuglk: k + L] — Byuy[k] (3-37)

By choosing E4 and Fy gains such that

a) |4:(Ep )| < 1 (3-38)

where /’ll-(Eqb) is the i-th (i € {1, 2}) eigenvalue of the matrix Ey, the error dynamics is asymptotically
stable and e[k] — 0. Therefore, £4[k] — x4[k] and X4 [k + 1] - X4 [k + 1], and the states can be

estimated. Consequently, using the proposed observer, roll rate of the body ((f),,) is estimated without
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using the roll rate sensor itself. Four independent estimations for the roll rate ((f),,_ij, ij €

{fi, fr,rll, rr}) are obtained using this observer when it is fed with the calculated roll angles from the
previous section (q3,,_ij). Moreover, stability of the error dynamics (3-37) together with the system

model (3-29)-(3-30) and the unknown input equation (3-35) guarantee that i 4[k] — ug[k].
Consequently, the road bank angle (&,) can be estimated using the observer after the unknown input

is estimated from (3-35):

ip[k] = vy [k] + vy [K]P[K] + gsin(P,[K] + &, [k]) (3-41)
= oa g (BplRI=vy (Kl -v [KIPIRT) 2
@, [K] = sin~1 (22l )= Gulkl (3-42)

where yaw rate of the vehicle (1)) is measured by the IMU sensor in commercial vehicles. Longitudinal
and lateral velocity of the vehicle (v, and v,) can be estimated using available approaches in the

literature [91] and will be discussed in the next chapters.

Following the same process, a similar observer is designed to estimate the pitch rate of the vehicle

body (6,) and the unknown road grade angle (6,):

Rolk + 1] = EgRolk] + Foyo[k: k + L] (3-43)
_ - [Be]| " [Relk + 1] — AgZg[k] .
Uglk] = [De] [ volk] — Coxg[k] ] (3-44)

Stability and convergence of the pitch observer can be proven following the same process described

earlier. The measurement for the pitch observer is the pitch angle of the vehicle body. Four independent

estimations of the pitch rate (9],_”, ij € {fL, fr,rll, rr}) can be obtained when the observer is fed
with the four estimated roll angles from the suspension kinematics in the previous section.

Consequently, the road grade angle (©,.) can be estimated using the pitch UIO, after the unknown

input is estimated from (3-44):

tg[k] = —vx[k] + vy[k]p[k] + gsin(B, [k] + 6,[k]) (3-45)

6, [k] = sin~1 (ﬁ" ["]+1”‘[";‘1’y["]¢["]> 9, [k] (3-46)
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3.5 Analytical Redundancy Relations for Roll Rate and Pitch Rate Sensors

The measurements provided by the vehicle roll and pitch rate sensors (¢ and 6, respectively) are
affected both by the vehicle body motion and the rate of change of the road bank and grade angles [87].
Estimations for the sensory roll and pitch rates are obtained in this section by using the estimated body

roll rate, body pitch rate, road grade and road bank angles from the previous section.

In Figure 3.2, the auxiliary coordinate system (x,4,V4,24) represents a rotation of the global
coordinates about the z; axis. Magnitude of this rotation is equal to the vehicle yaw angle (y) [92].
The vehicle frame coordinate system (xg, yg, zr) is fixed on the frame. The global coordinates
(x¢,Ye, 2¢) can be transformed to the vehicle frame axes using Euler angles 1, 8 and ¢. These angles
are successive rotations about z;, y, and xg, respectively. The angular velocity of the frame relative to

the global axis system can be described as:
Qp = REO (3-47)

inwhichQ =[¢ 6 ] representsthe rate of Euler anglesand Qp = [ 6 r]" isthe rotation

rate of the frame relative to the global coordinates. The rotation matrix RS can be expressed as:

0 0
RS =Ryep |0 TR y,0 6 R0 Ry a0 Ragw 0] (3-48)
0 0

where R ¢ shows rotation by an angle ¢ about the x axis, R, , ¢ is rotation by an angle 6 about
the y, axis, and R, represents rotation by an angle i) about the z; axis. RE can be found by

substituting these rotation matrices in (3-48):

1 0 —sin(8)
RE=[0 sin(¢) sin (@) cos (9) (3-49)
0 —sin(¢) cos (¢)cos ()

Road grade (6,.), road bank (&,.) and relative heading (¥,) angles are rotations between the vehicle
frame and the auxiliary axis system (x,4,V4,24). The rate of change of the road angles Q, =
[6, &, .7 isequal tothe angular velocity of the vehicle frame relative to the auxiliary coordinate

system and can be expressed using the following transformation:

) 0 cos(8) 0 0

. T T .

Qr=(Ry0) 0| +]6 =[ 0 1 0[O (3-50)
0 0 —sin(@) 0 O
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Substituting € from (3-47) into (3-50) yields:

cos (0) sin (¢) sin (8) cos (¢) sin (0)
Q, = 0 cos (¢) —sin (¢) Or = REQR (3-51)
—sin (0) —sin (¢) sin (8)tan () —cos (¢) sin (8) tan(8)
where RE represents the transformation between the road and frame angles. The relative road heading

(¥,.) is not a focus of this thesis. For road grade and bank angles, (3-51) can be reduced to:

cos (8) sin(¢)sin (0) cos (¢)sin (0)] .

Q2 = 0 cos (¢) —sin (¢) Qp = 27 U (3-52)

where the reduced Q, = [, @, ] represents the rate of the change of the road grade and bank
angles and yf is the rotation matrix from the road to the frame. Therefore, frame rotation rates can be
expressed using the pseudo inverse (y£)1:
QOr = Of) M, (3-53)
Roll and pitch rate sensors are mounted on the vehicle sprung mass which has the body-fixed

coordinate system (xg,vg, z5). These sensed angular rates Qg = [¢, 6, ),]7 are influenced by

angular rates of the body relative to the frame Q, = [¢, 6, v,]7 and the frame angular rate Q:
Q5 = Q, + REQ (3-54)

Since the body-fixed coordinate system has consecutive rotations of ¢,, around x and 6,, around the

yr axis of the vehicle frame, the rotation matrix R can be obtained as:

cos (6,) sin(¢,)sin (6,) —cos (¢,) sin (6,) 1 0 0
RE = 0 cos (¢) sin (¢,) ~ [0 cos(¢,) sin(¢,)| (3-55)
sin (6,) —cos (6,) sin (¢y)  cos (¢y) cos (6,) 0 —sin(¢y) cos(¢y)

The relationship between the roll/pitch rate sensor measurements, vehicle pitch/roll rate, and road
angle rates can be described by substituting (3-53) and (3-54) in (3-55):

Qs = Qv + ng (Xrlj)_lgr = Qv + REQT (3-56)

-1
where Ry = R{; ()(f )~ shows the rotation between the road and the body-fixed axes. Conclusively,
the analytical redundancy relation between roll/pitch sensor measurements, body angular rates and road

angular rates can be summarized as:
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(]55 = (]Sv + Rgl(gv' ¢v)¢r (3-57)
és = év + .'REZ(QU, ¢v)9r (3-58)

where Rj,, R, are components of Rp = [Rp; Rp,]". Various estimated body roll and pitch angles

from the UIOs can be fed into (3-57)-(3-59) to obtain estimates for the roll rate and pitch rate sensors,
when certain suspension height measurements are not used in the process:

~ —~

és_i]' = .v_i]- + 51 (gv_ij; dg”—ij) ¢T—ij (3_59)
és_ij = év_ij + EZ (917_1']" (ﬁv_i]') QT_ij (3-60)
3.6 Detection and Isolation of Sensor Faults

Figure 3.4. summarizes the previous sections and shows the process to estimate the analytically
redundant roll rate, pitch rate and suspension heights.

(
Az Calculate corner 1 Pij ( Calculate redundancy relations
< > position vectors > for suspension heights
L (3-1)-(3-5) J L (3-11)-(3-18)
7 )
Pijmn
A 4
r
Calculate body N_ij
> normal vectors
(3-7)-(3-10) J
v N
Calculate redundancy relations Calculate redundancy relations
for body roll angle for body pitch angle
(3-19)-(3-22) (3-23)-(3-26)
Do_y; Ve, Uy, l 9,,_”
4 v
Estimate body roll rate and Estimate body pitch rate and
road bank angle using the road grade angle using the
roll unknown input observer pitch unknown input observer
(3-34), (3-35), (3-41), (3-42) (3-43), (3-44), (3-45), (3-46)
boij | Py | By o_ij | oy Or_y;
v A y v z -
N ¢5—EJ
Calculate redundancy relations for roll and pitch sensors —>
using road-body kinematics é
(3-39), (3-60) ) Uy

Figure 3.4. Estimation of redundant roll rate, pitch rate and suspension heights
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The estimated outputs (Z\Ei Jo <1§S_ij, 0 ij € {fl, fr,rll, rr}) are used in the following sections to

S—ij’

generate the residuals, detect sensor faults and reconstruct the faulty sensory signals.

3.6.1 Generating and Processing Suspension Height Residuals
For each corner, the suspension height residual (RZU.) is defined as the difference between the estimated

height (ZIEU) and the measured height by the sensor (4z;; ):
Ry, = |Azijs — ZI\ZU| ij € {fL, fr,ril,rr} (3-61)

Four residuals are created, each corresponding to one corner. When there is no fault in the system,
residuals fall below a certain threshold. While many available studies in the literature use fixed

thresholds [93], there are some drawbacks:

o Disturbances, nonlinearities and uncertainties may cause spikes or larger than normal residuals,

even when there is no sensor fault, which can cause false positives.

o If alarger fixed fault threshold is used to reduce false positives, then the algorithm will not be
able to detect the faults with smaller magnitudes (i.e. will be prone to false negatives) and/or
will be slower (higher excitation and more time is required for the residuals to pass the large
threshold).

To overcome such difficulties, adaptive fault thresholds are developed in this thesis to evaluate the
residuals more effectively for a more reliable fault detection. The adaptive thresholds are calculated

based on driving conditions. The threshold for the suspension height residuals is formulated as:
T, = By, + By, (lay| + |ay|) (3-62)

where T, is the fault threshold, B;_is a static bound that determines a fixed minimum value for the
threshold and By, is a constant gain that adds the effects of longitudinal and lateral excitations to the
threshold. In this thesis, the static fault thresholds are set to 10% of the operational range of the sensory
signals. Dynamic thresholds are tuned over a set of vehicle maneuvers (including harsh maneuvers at
the stability limits) to achieve zero false positives in the test scenarios. Such a tuning can reduce the

risk of false positives in the real-world driving scenarios.

For further robustness against false positives in transient regions, evaluation of the adaptive threshold

is performed over a time window as:
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Ta, = max (T,[k], T,[k = 1] ..., T,[k = W,]) (3-63)
where W, is the length of the time window and T , is the dynamic fault threshold. When a residual
exceeds the dynamic threshold (R,,;>Tg,), a fault state counter (ng, initially set to zero) is

incremented in the algorithm:
ng;lk]l =ng, [k — 1] +1 (3-64)

Although every single incidence of crossing the threshold can be treated as fault, practically and by
definition, a malfunction should persist over a period of time to be labeled as a fault [29]. In this thesis,

if a residual Rz, is above the threshold (i.e. the fault persists) for N, consecutive sample times (n,;; >
N,), the algorithm concludes that the malfunction is persisting and sets a fault state Sz;; to one.

However, failure of each corner sensor will result in all four residuals to exceed the thresholds due to
the kinematic relation between the corner heights. Subsequently, four fault states are perceived and
their corresponding flag is set to one. Hence, the fault cannot yet be localized by only using the

suspension height residuals and fault states. The four fault states Szij which have the same value, are

therefore combined into a single fault state S,. Localization of the fault will be performed using the

roll/pitch rate residuals and a decision logic module described in the next sections.

3.6.2 Generating and Processing Roll Rate Residuals
Four roll rate residuals (R¢_l.].) are formulated which indicate the difference between the estimated roll

rates and the roll rate sensor measurement:

Ro_y; = |5 — s _l.].| ij € {fL, fr vl rr} (3-65)

The threshold for the roll rate is constructed as:
Ty = Bs, + Ba,(|ay|) (3-66)

where Bg o determines a fixed static bound for the threshold, the constant B, s adds the effect of lateral
excitations to the threshold, and Wy is the length of the time window to calculate the dynamic threshold
(Tq,4)- A fault state counter (n b_ijr initially set to zero) is incremented in the algorithm if a residual

Ry_; is above the threshold (R¢,_l.]. > Tqp):
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ng_, (k) =ngy_ (k—1)+1 (3-68)

If the fault persists for Ng_; consecutive sample times (n¢_i]. > N¢_i].), the algorithm sets the

corresponding fault state (Sp_;;) to one.

3.6.3 Generating and Processing Pitch Rate Residuals
Similar to the previous section, four pitch rate residuals (Rg_l.j) are formulated which indicate the

difference between the estimated pitch rates and the pitch rate measured by the sensor:

I

Ro_, = |65 — 6 _l.].| ij € {fL, fr, vl rr} (3-69)

The threshold for the pitch rate is defined as:
To = Bs, + By (laxl) (3-70)
Tqp = max(Tolk], Tolk — 1], ..., Tg[k — Wp]) (3-71)

Definitions of B;,, Bg,, Wp andng_,; are similar to the previous section. If a residual Ry_,; is above

the dynamic threshold (Ro_;; > Tap ) the fault state counter is incremented:

ng_;lkl =ng_, [k —1]+1 (3-72)
The algorithm sets the corresponding fault state (Se_;;) to one if the fault persists for No_,;

consecutive sample times (Tlg_i]. > Ng_l.].).

3.6.4 Decision Logic for Detection and Isolation of Sensor Faults

Detection and localization of sensor faults is performed using the residuals described in the previous
sections. Consider a case where the suspension height sensors and the pitch rate sensor are healthy, and

the roll rate sensor is faulty. In this case, the following behavior is expected:

e The suspension height residuals in (3-61) are not impacted by the roll rate sensor fault and fall
below their thresholds. Therefore, the fault state for the suspension height sensors is equal to
zero [S,] = [0].

e The inputs to the roll observer ((;B,,_l.j, ij € {fL, fr,rl,rr}) are correct since these inputs are

calculated using the healthy suspension height sensors. Therefore, the observer can accurately
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estimate the vehicle’s roll rate. Since the roll rate sensor is faulty, its measurement (¢)s) would
not match with the four estimated roll rates from the observer (qf)s iy ij e {fLfr,rl,rr}).

Consequently, the roll residuals in (3-65) exceed the thresholds and result in four roll fault
states equal to one [Sy_, S¢_. S¢_,, Sp_,,] = [1111].

e The inputs to the pitch UIO (9,,_l.j) are correct since these inputs are calculated using the

healthy suspension height sensors. Therefore, the estimated pitch rates by the observer

(55 _ipUE€ {fl, fr,rl,rr}) are accurate and match the pitch rate measurement from the healthy
pitch rate sensor (9'5). Consequently, Pitch rate residuals in (3-69) all fall below their thresholds

and pitch fault states are equal to zero [Sp_,, So_,, Se_,, Se_,,] = [0000].

Combining the above fault states generates a fault signature for the roll rate sensor fault:
1Sz So_ 11 Sosv So—i Sy S0_s1 So_pn So_1 S6_,,] =[011110000].

Similarly, fault signatures can be obtained for the other possible sensor faults as listed in Table 3-1.
As an example, Table 3.1 shows that failure of the front-left suspension height sensor generates the
fault signature [S, S¢—ﬂ S¢—fr S¢_ﬂ S¢—rr Sg_ﬂ Sg_fr Se—rl SQ_W] =[100110101].

Table 3.1. Fault signatures for isolation of roll rate, pitch rate and suspension height sensor faults

Faulty Sensor
Fault Signature : :
Azp | Azpy | Ay | AZry | ¢ | B | No Fault
S, 1 1 1 1 0 0 0
Sp_p 0 0 1 1 1 0 0
Sep_pr 0 0 1 1 1 0 0
Sé_., 1 1 0 0 1 0 0
S, 1 1 0 0 1 0 0
So_s 0 1 0 1 0 1 0
So_p, 1 0 1 0 0 1 0
So_., 0 1 0 1 0 1 0
So_., 1 0 1 0 0 1 0
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These fault signatures will be used in the next sections to detect and isolate the sensor faults.

3.7 Fault Detectability and Isolability Analysis

The information in Table 3-1 can be summarized into a fault signature matrix G to analyze detectability
and isolability of the faults [94]. In the absence of noises and disturbances, G can be considered as a

transfer function between the fault vector F and the fault state vector (or residual vector) §:
§=GF (3-73)

For nz number of faults and ng number of residuals, G is a ng X ny matrix. Each element in this
matriX, G(p, q), represents sensitivity of the fault state (or residual) p to the fault in sensor g. Using the
fault signature matrix G and by defining G, as the column g in G, fault detectability, complete fault

detectability and fault isolability conditions can be checked for (3-73) as follows (derived from [94]):
1) Fault detectability: fault g is detectable if and only if rank[G,]| > 0.

2) Complete fault detectability: the system is completely fault detectable (i.e., all sensor faults can

be detected) if and only if rank[G,| > 0 forall ¢ = 1, ..., np.

3) Fault isolability: fault g is isolable (i.e., the faulty sensor can be localized) if and only if G, is a

unique column in G.

T
For the fault vector F = [.‘FAZﬂS Fazsr, Fazy, Fazyr, Fp, ?QS] and the fault state vector § =

T
[SZ Se_ 1 Se_ fr Sé_1Sé_,, So_ 1 So_ fr So_,, Sg_w] in Table 3.1, the fault signature matrix can be

expressed as:

(3-74)

o)

Il
RO R OREPEOOR
R OR R R OO R
PO R OO O R R R
OROROOR R R
COoOCOR R RLRRLO
NN == =E=)

Since rank[Gq] > 0 for all columns in G and all columns are unique, the proposed fault detection
algorithm satisfies the fault detectability, complete fault detectability and fault isolability conditions.
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Consequently, all individual sensor faults Fy, 100 Fazpr o Fazy g Fazy o Fo, and Fp, can be detected
and localized using the proposed algorithm.

The result of this decision can be expressed in the format of a compact fault signature § =
[S;. Sz.. S

ZfL Y Zfr Y Zr]

Szrr S¢p Spl 10 indicate the faulty sensor.

3.8 Reconstruction of Faulty Signals

When a fault is detected by the algorithm, the faulty signal can be reconstructed using the estimated
states as indicated in Table 3.2. This table is constructed using the outputs of the process in Figure 3.4

which generated the estimations for these signals.

Table 3.2. Reconstruction of roll rate, pitch rate and suspension height signals

Faulty sensor | Reconstructed signal | Input to the roll UIO | Input to the pitch UIO
Azp Bzp, Po_p o1
Azprg Bzr, g Oy v
Az, Az, Pv_py v 11
Ay, Bz, Bo_yr Oy_,,
Ps s %Zii ‘ﬁv—ij %ZU é”—if
95 9: %Zij (Bv_ij %Zij 6’AV—ij

3.9 Experiment Results

Figure 3.5 shows the electrified SUV that is used for experimental verification of the methos in this
thesis. The vehicle is equipped with multiple sensors and onboard processing units in addition to the

stock vehicle sensors.

The RT2500 Inertial and GPS Navigation Systems from OXTS Company is used to measure the
longitudinal, lateral and vertical accelerations as well as roll, yaw and pitch rates. Four suspension
height measurement sensors from Delphi Company are installed on the four corners of the vehicle to
measure deflection of each corner. Four additional laser height measurement sensors are also mounted
on the four corners to verify the fault detection results. Data from these laser sensors is not used in the
fault detection algorithms. All sensors transmit their data over the CAN-bus communication channel.
A dSPACE Autobox controller is used as the onboard processor to receive the sensor data and execute
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the fault detection algorithm. The algorithm is developed in MATLAB/Simulink, compiled using the
dSPACE target compiler and implemented in the Autobox controller. Sampling rate for the sensor data
and execution rate of the embedded code is 200 Hz.

. ControlDesk and
Height Sensors CAN-Bus dSPACE Autobox Matlab Visualization

Suspension

Figure 3.5. Test vehicle, sensors and instrumentation setup

Accuracy of the signal reconstruction process after detection of the fault is evaluated using the

normalized root mean square of the error (NRMSE) metric:

kyr+k 2
Y Hat-q() /k
NRMSE =\/ ok ( ) Tka
max q(lq(k)l)

k=ky... ker+k

(3-75)

where k,. is the first sample time when reconstruction begins, k, is the number of reconstructed samples
during the maneuver, g is the reconstructed signal and q is the actual signal.
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Vehicle parameters are obtained through manufacturer data or by online identification [95][96].
Table 3.3 summarizes these parameters. The parameters used in the fault detection algorithm are
summarized in Table 3.4.

Table 3.3. Vehicle parameters

Parameter Description Unit Value
Co Pitch damping coefficient [N.s/m] 2.52 x 10*
Ce Roll damping coefficient [N.s/m] 0.63 x 10*
d Track width [m] 1.62
Hee Distance from ground to CG [m] 0.647
Hp¢ Distance from pitch center to CG [m] 0.54
Hpc Distance from roll center to CG [m] 0.54

I Roll moment of inertia [kg.m?] 967

L, Pitch moment of inertia [kg.m?] 2710

I, Yaw moment of inertia [kg.m?] 4600
L, Wheel moment of inertia [kg.m?] 3.6

Ky Pitch stiffness coefficient [N/m] 2.08 x 10°
Ky Roll stiffness coefficient [N/m] 1.51 x 10°
Ly Distance from front axle to CG [m] 1.41

L, Distance from rear axle to CG [m] 1.43
mg Sprung mass [kg] 1989
m Total vehicle mass [kg] 2270

Te Effective tire radius [m] 0.32

Table 3.4. Parameters for residual processing and sensor fault detection

Parameter Value Parameter Value Parameter Value
Bs¢ 0.05 By, 0.05 B, 0.01
B, s 0.002 By, 0.002 By, 0.0015

N¢_i]_ 20 Ng_l.j 20 N, 100
W 500 Wy 500 W, 500

36




3.9.1 Fault Detection and Signal Reconstruction for Roll Rate Sensor

As the first case study, performance of the proposed method in detection of a roll rate sensor fault and
reconstruction of the faulty signal is analyzed in this section. A sine-steer maneuver is performed on a
road with combined bank and grade angles. Longitudinal and lateral accelerations of the vehicle during
the maneuver are shown in Figure 3.7. The vehicle is first accelerated to a speed of 50kph and then the

steering maneuver is performed.
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Figure 3.6. Longitudinal and lateral accelerations during the roll rate fault detection test

Variation of the suspension heights and trajectory of the vehicle are shown in Figure 3.7. The vehicle
starts on the green dot and finishes the maneuver on the red dot. Bank angle of the road is around 2
degrees at the start and transitions to zero in the middle of the maneuver. Road grade angle is 2 degrees

throughout the maneuver.
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Figure 3.7. Suspension heights and trajectory of the vehicle during the roll rate fault detection test

37



Aroll rate sensor fault is injected at t = 7s by replacing the measured roll rate with a zero signal for
the rest of the maneuver. Roll rate residuals are illustrated in Figure 3.8. The residuals are below the

adaptive threshold before the fault occurs. Once the fault is injected, Ry _ 0 Ro_por Ro_yy and Ry,

residuals exceed the thresholds and generate the fault states equal to one for S, _ 0 So_pr S and

rl’
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o
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o

© o
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o
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©
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Roll Rate Residual & Fault Threshold (rad/s)

©
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Figure 3.8. Roll rate residuals and fault threshold when the roll rate sensor is faulty

Pitch rate and suspension height residuals are shown in Figure 3.9. Pitch residuals are all below the

threshold for the entire maneuver, therefore Sg_ 1 So_ p= Se_,, and Sg__ are all zero. Similarly,

suspension height residuals are below their respective threshold. Therefore, the suspension fault state
residual S, is zero during the maneuver. These fault states generate the fault signature
[S; Sp_ 1 Se_ fr Sé_1Sé_,, So_ 1 So_ fr So_,,56_,,]7[011110000] which corresponds to failure of
S

Zrl “Zrr

the roll rate signal according to Table 3.1. The compact fault signature is [Szﬂ Szfr S Sy Sal =

[0 0 0 0 1 0] which indicates failure of the roll rate sensor.
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Figure 3.9. Pitch rate and suspension height residuals when the roll rate sensor is faulty

Figure 3.10 shows that the algorithm detects the fault at t = 7.1s and correctly estimates the fault

magnitude. The road grade angle and road bank angle are also estimated by the unknown input

observers. The result is shown in Figure 3.11.
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Figure 3.10. Detection of the roll rate sensor fault and estimation of the fault magnitude
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Figure 3.11. Estimation of road grade and bank angles when roll rate sensor is faulty

As soon as the algorithm detects the fault, it starts reconstructing the faulty roll rate signal using the
unknown input observers and the estimated states. The reconstructed roll rate is illustrated in Figure
3.12 and is compared to the actual roll rate of the vehicle and the faulty signal.
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Figure 3.12. Reconstruction of the faulty roll rate signal

The NRMSE of the reconstructed roll rate signal with respect to the actual roll rate of the vehicle is
7.22% in this case study. The results confirm the desirable performance of the proposed method in
terms of reliable estimation of the road grade/bank angles, accurate detection of the roll rate fault, and

precise reconstruction of the faulty signal.
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3.9.2 Fault Detection and Signal Reconstruction for Pitch Rate Sensor

Detection of a bias fault on the pitch rate sensor and reconstruction of the faulty signal is explored in

this section. The maneuver involves acceleration and braking on a road with two degrees of grade angle.

Longitudinal and lateral accelerations of the vehicle are shown in Figure 3.13. Suspension height

measurements and trajectory of the vehicle are illustrated in Figure 3.14.
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Figure 3.13. Longitudinal and lateral accelerations during the pitch rate fault detection test

Time (s)

Figure 3.14. Suspension heights and trajectory of the vehicle in the pitch rate fault detection test

The fault in this case study is a bias of 0.1 rad/s added to the pitch rate signal from the beginning of

the maneuver. Figure 3.15 illustrates pitch rate residuals, which are above the thresholds for the entire

maneuver. Figure 3.16 shows the roll rate and suspension height residuals which are all below their

respective thresholds for the entire maneuver.
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Figure 3.15. Pitch rate residuals when the pitch rate sensor is faulty
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Figure 3.16. Roll rate and suspension height residuals when the pitch rate sensor is faulty
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The residuals generate a fault signature of [S, Sg_ 1St pr St St So_p1 S6_sr So_ Se_.]=[00
000111 1] which corresponds to the failure of the pitch rate sensor according to Table 3.1. The
compact fault signature is [S;, Sz, Sz,, Sz,, S¢ Sel = [00000 1]. Figure 3.17 shows that the fault

is detected at t = 0.1s and the fault magnitude is correctly estimated. The result for estimation of the

road grade angle by the observer is shown in Figure 3.18.
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Figure 3.17. Detection of the pitch rate sensor fault and estimation of the fault magnitude
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Figure 3.18. Estimation of the road grade when pitch rate sensor is faulty

After detecting the fault, the proposed method reconstructs the faulty pitch rate signal using the
observer and the estimated estates. The result is shown in Figure 3.19. Despite the excessive
acceleration and the nonlinear longitudinal motion during the maneuver, the proposed method can
accurately reconstruct the faulty signal. The NRMSE for reconstruction of the pitch rate signal in this

case study is 8.53%.
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Figure 3.19. Reconstruction of the faulty pitch rate signal

3.9.3 Fault Detection and Signal Reconstruction for Suspension Height Sensor

Detection of a suspension height sensor fault and reconstruction of the faulty signal is discussed in this
section. A figure-eight maneuver with a harsh lateral acceleration is performed on a flat road for this
case study. Longitudinal and lateral acceleration of the vehicle during the maneuver are shown in Figure
3.20.
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Figure 3.20. Longitudinal and lateral accelerations during the suspension height fault detection test

An actual faulty laser height sensor is installed on the rear-right corner that produces intermittent
random faults with no specific patterns during the maneuver. An additional suspension height sensor is
also mounted on the rear-right corner to verify the fault detection results. Data from the healthy sensor

is not used in the algorithm and is only utilized to verify the results. Therefore, the algorithm receives
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healthy signals from the front-left, front-right and rear-left sensors, and a faulty signal from the rear-
right sensor as shown in Figure 3.21.
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Figure 3.21. Suspension heights and trajectory of the vehicle in the suspension fault detection test

Suspension height residuals are illustrated in Figure 3.22. The results show that all residuals exceed
their thresholds at t = 1.8 s which corresponds to the first instance at which the rear-right sensor

produces a large error.
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Figure 3.22. Suspension height residuals when the rear-right suspension sensor is faulty
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Roll rate and pitch rate residuals are shown in Figure 3.23. Certain roll rate and pitch rate residuals
also exceed their threshold during this maneuver. Based on the residuals, the algorithm generates a fault
signature of [S, Sg_ 1St pr St Sty S6_p S0_pr So_py Se_.,]=[1 110010 10] which indicates

failure of the rear-right suspension sensor when processed by the decision logic in Table 3.1. The
Szer Szry Sz S Sol = [000100]. The fault is detected at t =

compact fault signature is [S 2 Szy1

Zﬂ

1.945s and the fault magnitude is estimated by the proposed method as shown in Figure 3.24.
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Figure 3.23. Roll rate and pitch rate residuals when the rear-right suspension sensor is faulty
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Figure 3.24. Detection of the suspension height sensor fault and estimation of the fault magnitude
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After detecting the fault, the algorithm starts reconstructing the failed signal using the healthy
sensors. NRMSE of the reconstruction error is 18.24% in this case study. Figure 3.25 compares the
faulty signal, the reconstructed signal and the actual suspension height received from the parallel

healthy sensor.
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Figure 3.25. Reconstruction of the faulty rear-right suspension height signal

Fault-tolerant estimation of body roll and pitch angles is achieved by using the reconstructed signal
as shown in Figure 3.26. Without fault-tolerance, roll and pitch angle estimations are impacted by the
faulty sensor and large estimation errors are observed. On the other hand, the fault-tolerant estimation

continues to deliver accurate results by switching to the reconstructed signal after the fault is detected.
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Figure 3.26. Fault-tolerant estimation of roll and pitch angles
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3.10 Summary

This chapter presented a structure for detection of roll rate, pitch rate, and suspension height sensor
faults and reconstruction of the faulty signals. A method was proposed to generate unique signatures
for sensor faults using unknown input observers combined with the vehicle kinematic and dynamic
models. Detectability and isolability of the faults by the proposed method was analytically verified
using the characteristics of the fault signature matrix. The analytical redundancies and the estimated

states from the unknown input observers were used to reconstruct the sensor faults after detection.

Road test experiments were performed on an instrumented vehicle which demonstrated effectiveness
of the proposed method in various driving conditions and with different sensor failure scenarios
including loss off signal, bias, and random faults. Reliable and fast fault detection, accurate
reconstruction of the faulty signal, robustness against road disturbances, and robustness against false

positives are among the features of the proposed methodology.

The proposed structure can be integrated with various vehicle control systems such as active
suspension and rollover prevention systems to ensure their reliable performance of such systems even

in presence of sensor faults.
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Chapter 4

Fault Detection and Signal Reconstruction for Accelerations, Yaw

Rate and Steering Angle Sensors

This chapter proposes a structure for detection of longitudinal acceleration, lateral acceleration, vertical

acceleration, yaw rate, and steering angle sensor faults and reconstruction of faulty signals. Using

vehicle kinematic and dynamic models together with the estimated vehicle states, a method is proposed

to detect the sensor faults and localize the faulty sensor. After detecting the fault, reconstruction of the

faulty sensory signal is achieved by using a random walk observer with adaptive weights. Detectability

and isolability of the faults using the proposed approach is verified using properties of the fault

signature matrix. Finally, several experimental case studies are conducted to demonstrate the

effectiveness of the proposed approach in various driving scenarios.

4.1 Introduction

General structure of the proposed approach is shown in Figure 4.1.
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Figure 4.1. Overall structure of the fault detection and signal reconstruction method

49



This model-based sensor fault detection method is developed based on the idea of virtual sensors.
Virtual sensor, which is a mathematically estimated expected value for a sensor measurement, is
calculated using the vehicle model, estimated vehicle states, analytical redundancy relations and the
other vehicle sensors. When there is no fault in the system, the virtual and actual sensor should deliver
similar measurements assuming that the model and estimations are sufficiently accurate. Therefore, the
difference between measurements delivered by the virtual and actual sensors falls below a certain
threshold. The thresholds are designed to adapt with respect to vehicle excitations and to facilitate a
faster and a more reliable fault detection. The residual processor monitors the sensors and detects the
sensor faults when there is a significant difference between the actual and virtual sensors. Consequently,
the residual processor provides fault signatures to the decision logic to localize the fault. After detecting
a fault, the algorithm reconstructs the failed signal using virtual sensor values and a random walk
observer with adaptive weights. These weights manage contribution of each virtual sensor in
reconstruction of the faulty sensory signal. Finally, the algorithm arbitrates between the healthy and
reconstructed sensory signals and outputs the fault-free data to the other estimation or control modules
in the vehicle.

4.2 Vehicle Model

The fault detection, signal reconstruction and fault-tolerant estimation algorithms in this chapter are
developed using a vehicle model shown in Figure 4.2 [97]. This model covers the major states of vehicle
dynamics that are important in vehicle stability and control applications. Using the pitch plane model

in Figure 4.2-(a), vertical tire forces on the front and rear axles, F,z; and F,g,, can be calculated as:

Fupe = Fpp + Fppr = —m HCG_HPLCf(jL_:OS(Gv)) [ax cos(6,) — a,, sin(6,)] -
Lettec SO g, sin(6,) + ay, c05(6,)] (1)
Fonr = Fopt + gy = —m " 00 [a, cos(8,) — az, sin(8,)] +
Ly~Hpesin (0y) [ax, sin(8,) + a,, cos(6,)] (4-2)

Le+Ly

where a,, a, and a,_ are the acceleration measurements from the sensors in the longitudinal, lateral
and vertical directions, respectively, and Fy;; represents the individual vertical tire forces for each

wheel.
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(c) Single-track dynamics (d) Double-track dynamics

Figure 4.2. Vehicle model

Effects of the vertical forces can be considered as a virtual mass added on the front and rear axles

(mp; and mg,., respectively) [97]:

F,
Mpe = aFt (4-3)
Zs
FaRr
Mgy = 2 (4-4)

N

Using these virtual masses together with the roll plane model in Figure 4.2-(b) and Equations (4-1)-
(4-4), the vertical force on the front-left tire can be calculated by taking the moments about the front-

right tire contact point:

d .
~—Hgc sin(¢y) . Hcg—Hre(1—cos(¢y)) .
Fzﬂ = TMpe 2 d [azs COS((l)v) — Ay, Sln(d)v)] — Mgy e d coslé [azs Sl?’l((]ﬁ,,) +

ay, cos(¢,,)] (4-5)
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Similarly, vertical forces acting on the other tires are calculated as:

%4 Hye sin(ey) . Heg—Hrell—cos(¢y) .
F, = _mFt% [a, cos(py) — ay, sin(¢p,)] + mp, =< RC[d cos(@y)] [a,, sin(¢y,) +
Ay, cos(qhv)] (4-6)
2_Hgc sin(py) Hcg—Hpc(1—cos(¢v))
a_ v . - —cos(¢y, .
Fzrl Mgy 2 d [azs COS(d)v) — Ay, Sln(d)v)] — Mgy S d [azs Sln(d)v) +
Ay, cos(¢,)] (4-7)
E+HRCsin(<i§v) Hcg—Hgcl1—cos(¢y)]
E,, = —mgy " [a,, cos(py,) — ay, sin(¢p,)] + mp, - - 2= ay, sin(py,) +
ay, cos(¢y)] (4-8)

Using the single-track model in Figure 4.2-(c), longitudinal, lateral and yaw dynamics can be
expressed as:

a, = %(Fxf cos(8) + Fr — Fyf sin (5)) (4-9)
a, = %(Fyr + Fy 5 cos(6) + Fyyr sin(5)) (4-10)
Y= 11 ((Fyf c0s(8) + Fys sin(8))Ls — Fyy Lr) (4-11)

Where m is the vehicle mass, I, is the yaw moment of inertia, v is the yaw rate, § is the steering angle,

and:
Fyf = Fypi + Fopy (4-12)
Fer = Fert + Fary (4-13)
Fyr =Fypi+ Fypr (4-14)
Eyr = Fypy + Fypr (4-15)

The vehicle model will be used in the next sections to generate multiple analytical redundancy

relations for each sensor and enable detection, isolation and reconstruction of faulty sensory signals.

4.3 Analytical Redundancy Relations for Lateral Acceleration Sensor

Sensor measurement for the lateral acceleration of the vehicle is a function of vehicle kinematic states:
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a, =v, + v + gsin(p, + @) (4-16)

where v, is the acceleration component due to the lateral slip, v, is the acceleration component due

to the vehicle yaw motion and gsin(¢, + &,) is the acceleration due to the vehicle roll and road bank
angles. In general, ), is considerably smaller than the other terms in (4-16) [70]. Therefore, the vehicle

lateral acceleration can be approximated as:
a, = v + gsin(g, + @) (4-17)

In (4-17), longitudinal velocity of the vehicle is needed and can be approximated using the wheel

angular velocities (w;;) and the tire effective radius (;):

vy (wij, 8) = (—w":wﬂ re) = (—wﬁ;wﬂ re) cos(8) = %[(—w":wﬂ re) + (—wfr:wﬂ re) cos(S)] (4-18)

or using an observer to account for any uncertainties and improve the accuracy [92]. The observer is

constructed as:

~

Uy = Ay — gSin(év + @r) + 2 Kvx(ax: wij)(vxm(_ij - ﬁx) (4'19)

where Uxegoy; TEPTESENtS the CG velocity when this velocity is derived from the ij corner. These

velocities are calculated using the yaw rate, wheel angular velocities and the double track model in
Figure 4.2-(d):

i d
Vxcgepr = TeWr cos(8) + 1,[)5 (4-20)
i d

Vxcgesr = TeWpr cos(6) — ¢ 2 (4-21)
— 1 d

Uxcgerr = Te@r1 + l/JE (4'22)
- d

Uxcgerr = TeWrr — l/JE (4-23)

In (4-19), K,,_(ay, w;;) is the observer gain which also determines contribution of each wheel in
estimation of the longitudinal velocity based on the wheel slip conditions. Selecting the best wheel for
estimation of the longitudinal velocity is well documented in the literature [91][98]. Proof of stability
and convergence of the observer is given in [99] for both zero and non-zero slip conditions. In this
thesis, the observer (4-19) is implemented using a Kalman filter [100]. The Kalman gain K, (ay, w;;)

is modified based on the wheel slip conditions such that when there is no wheel slip, all wheels have
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similar effects in the estimation process. For example, if the front-left wheel is locked or is excessively
spinning, K,, (ax, wﬂ) is set to a small value and consequently the front-left wheel does not contribute

to the estimation process.

Using the estimated 7, and Equation (4-17), the first analytical redundancy relation for the lateral

acceleration signal is formulated as:
ay, = Dyt + gsin(¢, + &) (4-24)

where ¢, and ¢, were estimated in the previous chapter. Functionally, dy, can be considered as a

virtual lateral acceleration sensor. Although the difference between this virtual sensor and the actual
lateral acceleration measurement can indicate presence of a fault, a single virtual sensor is not sufficient
to locate the faulty sensor (e.g., to determine if the lateral acceleration sensor is faulty or the yaw rate
signal used in (4-24) is faulty and causes the mismatch). Therefore, a second virtual sensor is needed
to generate additional information for localizing the fault.

To design the second virtual lateral acceleration sensor, an approximate for the yaw rate is found
using Equations (4-20) and (4-21):

P = (—wﬁ;wﬂ re) cos(5) (4-25)
From Equations (4-17), (4-18) and (4-25), the second virtual lateral acceleration sensor is formulated

as:

ay, = 5[ (2=rty, ) + (2227, ) cos(8) | (L5222, ) cos(8) + gsin(dy, + B,) (4-26)

Using the two virtual sensors (4-24) and (4-26), an estimate for the lateral acceleration of the vehicle

without using the lateral acceleration sensor is defined as:
dy, = (Wayaly, +Wa, 20y, ) (4-27)
where @,, is the estimated lateral acceleration for the sensor. The weight factors Wa,,1 and Wq,,2 are

automatically tuned based on the wheel slip conditions and using a distribution function:

Way,l =1- Way,Z

(soomax(ja | |4,,)° (4-28)
Wy o =<6 202
v 2
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where ¢ is a constant parameter and 4;; is an approximated slip ratio:

Tewr;COS (8)—Dy

.= front wheels
f.] max (rea)ijOS (5),‘935)
reone (4-29)

= — rear wheels
r] max (Tewyj—Dy)

These adaptive weights help to improve the accuracy of the estimated lateral acceleration in nonlinear
driving conditions. Additionally, in case that the longitudinal acceleration or yaw rate sensor is
diagnosed as faulty (which will be discussed in the next sections), the first virtual sensor a,, is no
longer reliable. Therefore, a,, should be eliminated from the fault detection and signal reconstruction

process. The residual processor executes this elimination by setting w,_; to zero and w,_, to one.
y’ v

4.4 Analytical Redundancy Relations for Longitudinal Acceleration Sensor
The first virtual sensor for the longitudinal acceleration of the vehicle is designed using the single-track

vehicle model in Figure 4.2-(d). Lateral force on the rear track (Fyr) is found from (4-10):

E,, = ma, — Fyr cos(8) — Fysin (6) (4-30)

By replacing the calculated Fy,. in (4-11) and simplifying, lateral tire force on the front track is

expressed as:

Foo= may Ly+1,)—Fyr(Lp+Ly)sin (8)

yf = (Ly+Ly)cos (8) (4-31)

Using Equations (4-9), (4-12), (4-13) and (4-31), longitudinal acceleration of the vehicle can be

expressed as a function of the yaw rate, lateral acceleration and longitudinal tire forces:

1 My Lyt~ (Fp1+Frpr)(Lp+Ly) sin(8)
Ax = m <(Fxfl + Fxfr) cos(8) + (Fxrt + Ferr) — = (Lf-lj-cir)cgs(a()f ) sm(S)) (4-32)

An approach for estimation of the longitudinal tire force for each wheel will be discussed in the next
chapter. Assuming that accurate estimations of longitudinal tire forces are available, the first virtual
sensor for longitudinal acceleration of the vehicle is defined as:

mayLT+Izi[1—(ﬁxﬂ+ﬁxfr) (Lf+Lr)sin(6)
(Lf+Ly)cos (8)

~ 1 N ~ ~ ~ .
A, =4 ((Fxfl + Fxpr) c0s(8) + (Fyri + Farr) — Sln(6)>(4'33)
where Fy;; are the estimated longitudinal tire forces.
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To design the second virtual sensor, kinematic description of the longitudinal acceleration is
considered:

Ay = Vy — UyT + gsin(év + @r) (4-34)

Assuming that v,, is significantly smaller than the other terms in Equation (4-34), the longitudinal

acceleration can be approximated as:
ay, = Dy + gsin(d, + 6,) (4-35)

where 8, and O, are available from the previous chapter, and #, is obtained using the following

observer:
I Y Fyijcos(s) . A ~ ¥ Fyijcos(s) R
Uy = =—=———gsin(0, + 0;) + X Kyx (]T,a)ij) (rew;jcos (8) — by ) (4-36)
- Axi' 8ij - - - - - -
where the observer gain K, _ (ZF+°S(’), w;;) determines contribution of each wheel in estimation of

the longitudinal acceleration depending upon the wheel slip conditions.

Using the two virtual sensors given by (4-33) and (4-35), longitudinal acceleration of the vehicle can
be estimated as:

Oy, = (Way10x, + Wa, 20x,) (4-37)

where weights. w, , and w,_, are designed similar to Equations (4-28) and (4-29). In case that the

lateral acceleration or yaw rate sensor is diagnosed as faulty, the first virtual sensor is not reliable and

is eliminated by the residual processor, w,_, is set to zero and w,,_, is set to one.

4.5 Analytical Redundancy Relations for Vertical Acceleration Sensor

From the kinematic model in Figure 3.2, vertical position of the CG can be found from the corner

positions:
Azge = Azij + L6, + L, (4-38)
where Az is the vertical displacement of CG. Coefficients L;; and d;; for each corner are defined as:
Ly =L =Ly (4-39)

Ly = Ly = —Ly (4'40)
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d
dfl = dT‘l = E (4'41)

d
dpy = dpp = =3 (4-42)
Consequently, vertical acceleration of the CG relative to the corners can be expressed as:
. . dii
Upeq = Dzij + Lij0y + Sy (4-43)

Considering that fault-tolerant estimations for the corner suspension sensors and roll/pitch sensors
are available from the method presented in Chapter 3, the first virtual sensors for the vertical

acceleration is defined as:
Gy, = Kz + Lgby + L, ij € (flfrrlrr) (4-44)

The second virtual sensor for vertical acceleration is found using the estimated vertical forces. In
(4-5)-(4-8), the vertical acceleration is replaced by a constant gravity to make the force approximation
independent of the vertical sensor measurement. Consequently, the approximated virtual sensor can be

expressed as:
a,, = %Z Fij ij € {flfr,rl,rr} (4-45)

Using the two virtual sensors given in Equations (4-44)-(4-45), vertical acceleration of the vehicle is

estimated as:
8z, = (Wa 18z, + Wa,20y,) (4-46)

The weights w,_, and w,,_, are tuned by the residual processing unit similar to the previous cases.

4.6 Analytical Redundancy Relations for Yaw Rate Sensor

The first yaw rate virtual sensor 1,[711 is formulated using Equation (4-17):

—gsin(y+®

3 y=gsin(@y+®r) b, >y

P, = = ’ (4-47)
Wrr—Wr| -
—— T Dy, < Vg

For lower speeds (7, < vy where v, is a sufficiently low speed), the yaw rate is approximated using
the difference between the rear-left and rear-right wheel speeds to prevent a division by zero. In (4-47),

D, is the estimated longitudinal velocity as described in the previous section. The only difference is that
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in Equations (4-20)-(4-23), v is replaced with the following equations to make the velocity estimation

independent from the yaw rate:

Vorggop = Te@rt cos(8) + (@ re) (4-48)
Uy = Tpwpy €0S(6) — (Mre) (4-49)
XCGefr f 2
_ Wy —Wr| -
Yorcgen — Te¥rt + ( 2 T‘e) (4-50)
Vorcoerr — Te@rr — (wrrz_wrl Te) (4-51)

The second yaw rate virtual sensor is designed using (4-25):
1Z2 = [(@re) 005(6)] (4-52)

Subsequently, an estimate for the sensory yaw rate (z/js) is obtained using the two virtual sensors
given in Equations (4-47) and (4-52):

s = (wyy s+ wy 5 2) (4-53)
where the weights Wi and Wy, , are designed similar to Equations (4-28)-(4-29). In case that the lateral

acceleration or longitudinal acceleration sensor is diagnosed as faulty, the first virtual sensor 1,[7)1 is no
longer reliable and should be eliminated from the fault detection and signal reconstruction process. In

such a scenario, wy, ; is set to zero and wy, , is set to one by the residual processor.

4.7 Analytical Redundancy Relations for Steering Angle Sensor

The first virtual sensor for the steering angle can be obtained from (4-32). Defining C;, C,, C5 and C,

coefficients as follows and re-writing Equation (4-32) using the C; coefficients give:

€y = may, — (Fxrl + Fxrr) (4'54)
CZ = Fxfl + Fxfr (4‘55)
_ mayLr+Izt;b -
CGs=—11, (4-56)
C; = Cycos(8) — C5tan(6) + C, tan(8)sin(H) (4-57)
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The numerical solution of (4-57) can be used as the first virtual sensor for the steering angle (6;).
Finding this real-time numerical solution in onboard processing units with constrained resources might
pose practical challenges. As an alternative, the virtual sensor can be obtained from a steady state
handling dynamic model [101]:

< 2 » » 2
5= (—t) ay |y L) + Ky (PRt e (4-58)

vXCG«—rl+vxCG<—rr 2
where K, is the understeer coefficient of the vehicle.
Similarly, the second virtual sensor for the steering angle is defined as:

~ . X X, 2
52 — ;lp [(Lf + Lr) + Kus (M) ] (4_59)

UxcgeritVxcerr 2

The estimated steering angle of the vehicle using the two virtual sensors is defined as:
SS = (W&lgl + W8,252) (4‘60)

If the yaw rate sensor is faulty, then the second residual is no longer reliable. Therefore, the residual
processor sets wg , to zero and wg ; to one to solely rely on the first virtual sensor. Similarly, if the
lateral acceleration sensor is faulty, wg ; is set to one and wg , is set to zero to solely rely on the first
virtual sensor. At very low speeds, where there is no correlation between the steering angle of the
vehicle and other vehicle states, both weights are set to zero and the fault detection process is paused
for the steering angle sensor to avoid false positives. An example for this scenario is when the vehicle
is stationary. In this scenario the steering wheel can be rotated without generating any lateral

acceleration and yaw rate.

4.8 Detection and Isolation of Sensor Faults

The flowchart illustrated in Figure 4.3 explains the fault detection and signal reconstruction process
using the virtual sensors. This process generates residuals, detects faults using a decision logic,
reconstructs the failed signal in an adaptive estimator and arbitrates between the healthy sensor data or
the reconstructed signals when a fault is detected. A detailed description of the process is presented in

the next sections.
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Figure 4.3. Fault detection and signal reconstruction process

4.8.1 Generating and Processing the Residuals

The residual processing steps are similar to what was presented in the previous chapter. For each sensor

q € {ay,ay, azs,l/}s, &5}, two residuals are generated using the virtual sensors (g4, §,):

Rgi =lq—q;l 1€{1,2}
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The residual processor computes the fault bounds (Bsq,qu), adaptive thresholds (T, T4,4), time
window (W), fault state counter (n,) and checks the persistency against the fault window (N, ). If a
residual R, ; is above the thresholds and the persistence is confirmed, the corresponding fault state
(Sq,:) is set to one by the algorithm. These residual processing steps in Figure 4.3 are executed once
per each sensor g to cover the five sensors discussed in this chapter. The fault state flags S, ; €
{Sax,l'Sax,ZISay,llSay,ZJSaz,lvSaz,Zv51];,1'51];,2'SS,1JS6,2} are then sent to the decision logic module for

detecting and localizing the sensor faults.

4.8.2 Decision Logic for Detection and Isolation of Sensor Faults

Effects of each sensor fault on the entire set of residuals need to be evaluated to localize the fault.

Consider a case where the lateral acceleration sensor (a,, ) is faulty, and all other sensors are healthy.
In this case, the fault directly impacts the lateral acceleration residuals Ra,1,Ray,z2. Moreover, since the
lateral acceleration sensor measurement is directly or indirectly used in calculation of virtual sensors
Ay, 0y, 117)1, and &;, the lateral acceleration fault also impacts Ra,1,Ra,2 Ry, and Rs 1. The rest of

the residuals are not impacted in this case. Therefore, the fault signature for the lateral acceleration
sensor fault is [S, 1 Sq_ 2 Say1 Say2 Say1 Sazz Sy Sp2 Ssn Ss2]=[1011011010]. Similarly,

explicit fault signatures can be assigned to each possible sensor fault as listed in Table 4.1.

Table 4.1. Fault signatures for detection of sensor faults

i Faulty Sensor
Fault Signature -
Ay ay, a, {1/ 8 No Fault
Sap1 1 1 0 1 1 0
Say2 1 0 0 0 1 0
Sa,1 1 1 0 1 1 0
Sa,2 0 1 0 0 1 0
Sa,1 0 0 1 0 0 0
Sa,2 1 1 1 0 0 0
Sipn 1 1 0 1 1 0
Sz 0 0 0 1 1 0
Ss1 1 1 0 0 1 0
Ss2 0 0 0 1 1 0

61



4.9 Fault Detectability and Isolability Analysis

As discussed in the previous chapter, fault detectability and isolability can be investigated using the

T
fault signature matrix. For the fault state § = [Sax,l Sa,2 Sa,1 Say2 Sazn Sazz Sp1 Sy Ssa 55,2]

T
and the fault vector F = [}"axS Fa,, Fa,, Fip, 7-"55] , the signature matrix is constructed using Table 4.1:

1 1 0 1 17
1.0 0 0 1
110 1 1
010 0 1
0010 0
G=11 110 0 (4-62)
110 1 1
000 1 1
110 0 1
o 0 0 1 1

Since rank[Gq] > 0 for all columns in G and all columns in G are unique, the proposed fault

detection algorithm satisfies the fault detectability, complete fault detectability and fault isolability

conditions. Consequently, all individual sensor faults Taxs'Tays'TazS'les and Fs_can be detected and
localized using the proposed algorithm.

Further analysis of Table 4.1 and the signature matrix G verifies that evaluating a reduced set of fault
states is sufficient to detect and isolate the faults. As an example, if both Say1 and Sa,,2 are equal to

one, then there is a sufficient indication for the lateral acceleration sensor fault regardless of the other
fault state values. Therefore, to reduce complexity and save computational resources, the decision logic

for detection and isolation of the faults can be updated as summarized in Table 4-2.

Consequently, the modified fault signature matrix is updated as:

1000 0
0100 0

G=[0 0 1 0 0 (4-63)
000 10
000 0 1

which still meets the detectability and isolability conditions since all columns are non-zero and unique.

The updated decision logic will be used in the next section for reconstruction of faulty signals.
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Table 4.2. Decision logic for detection of sensor faults and reconstruction of faulty signals

Faulty Sensor
Fault Signature -
Ay, | Ay, | Az, | Pg | 65 | No Fault
Sax - Sale &Sax'z 1 0 0 0 0 0
Say = Say,l &Say,z 0 1 0 0 0 0
Saz = Sa2,1 & Saz'z 0 0 1 0 O O
Say = 51];,1 &51];,2 0 0 0 1 0 0
S5 =S851&Ss, 0 0 0 0 1 0

4.10 Reconstruction of Faulty Signals

When a sensor fault is detected by the algorithm, the failed signal can be reconstructed using the virtual

sensors. For each sensor g € {axs, ays,azs,ll}s, 55], a weighted average of the corresponding virtual
sensor values (wq,lq1 + wg 2 qz) can be used to estimate the sensor measurement (§) and reconstruct
the failed signal. The wights w, 1 and w,, , have a default value of 0.5 and are further modified by the

algorithm depending upon the sensor faults and vehicle dynamics conditions (e.g., wheel slips).
Consequently, the reconstructed signals Ay, Qy,,a,, 1/35 and Ss can be obtained as:
[dxs &ys dzs lj’s 65] = [Wax,laxl + Wax,dez Way,layl + Way,zdyz Waz,ldzz +
T T = =17
Wa, 18z, Wy %1+ wy 12 Ws161 + W6,152] (4-64)

To better manage noises and uncertainties, instead of a simple averaging of the virtual sensor values
in (4-64), a random walk observer method [19] is integrated in the system to estimate the reconstructed
signals. The aggregated system covering the sensors and residuals is summarized with states x; and

measurements y;:
. T
Xg = [axs, ay, Az, Ps, 6‘5] (4-65)
Vs = [Wax,laxl + Wq, 20y, Way,16~ly1 + Way,Zdyz Wq, 10z, + Wo 105, Wd),lll)l +
7 . T
Wy W2 Ws161 + W6,152] (4-66)

System dynamics is summarized as:
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Xg[k + 1] = Agxg[k] + wy (4-67)

Vs [k] = Hs(xs[k]:us [k]) + Vs (4'68)

where Ag = I545 IS the state matrix, < represents the process uncertainties and v represents the
measurement noise. The measurement function H is obtained from Equation (4-66) and the virtual
sensor equations in the previous sections. The random walk observer is implemented using the UKF
method to estimate the states and deliver the reconstructed states (X; = [dxs,dys,dzs,lj)s, 55]). More

details on the random walk observer and the UKF method is provided in Chapter 5.

4.11 Experiment Results

The experimental results for detection of sensor faults and reconstruction of faulty signals in a variety
of driving maneuvers are presented in this section. The test vehicle and parameters are similar to the
setup that was reviewed in Chapter 3. Parameters for the fault detection and signal reconstruction

algorithm are summarized in Table 4.3.

Table 4.3. Parameters for residual processing, fault detection and signal reconstruction

Parameter | Value | Parameter | Value | Parameter | Value
- 0.5 5o, 0.5 Bq, 0.5
B, 0.04 Ba, 0.15 Ba, 0.05
N, 30 Ng, 20 N 10
W, 300 W,, 500 W 500
ey 1 Bs, 0.08 W, 0.5
Ba,, 0.2 Bq, 0.14 o 3.2
Na, 30 N, 10 v, 1
Wa, 200 Wy, 300 Kys 25

4.11.1 Experiment Results when all Sensors are Functional

As the first case study, a step-steer maneuver combined with longitudinal excitations is executed while
all sensors are functioning properly. The objective is to evaluate accuracy of the virtual sensors and

verify that the algorithm does not generate false positives when there is no sensor fault. Driver’s steering
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wheel command, wheel torque commands, longitudinal velocity and trajectory of the vehicle are shown

in Figure 4.4.
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Figure 4.4. Driver commands and and trajectory of the vehicle during the meanuever with no fault

Experiment results for lateral acceleration virtual sensors and residuals are shown in Figure 4.5. The
results illustrate that the virtual sensors can accurately replicate the actual measured lateral acceleration
of the vehicle. In the middle of the maneuver and when the vehicle is excited in the lateral direction,
the adaptive threshold has increased to prevent potential false alarms that might have been generated
due to model uncertainties and residual spikes. Both residuals are below the adaptive threshold for the
entire maneuver and no fault is detected by the algorithm.

Similarly, virtual sensor measurements and residuals for the longitudinal acceleration, vertical
acceleration, yaw rate and steering angle sensors are shown in Figure 4.6 to Figure 4.9.

65



Verticl Acceleration (m/sz)

Lateral Acceleration (m/sz)

1
i

Longiudinal Acceleration (m/sz)

w

N

1
S

N

o
T

N
o

N
N

o

'
N
T

N
T

o

'
N
T

'
N

]
w

—
: : R :
— Measured Egl Rq, 1
4 - - -y, = ---Ro,»
a P
5 N S i Ay, % 6l d,a,
[0]
14
S
= 4r
©
o
(0]
82l P ]
< '-"' .\\
© et e [ SR iy . S —————
5 W it
-6 . ! © 0
0 2 4 6 8 0 2 4 6 8
Time (s) Time (s)
Figure 4.5. Lateral acceleration virtual sensors and residuals
. : N’; 6 ‘
——Measured F= Rq, 1
a | 257 ---Rg, 2|
®©
e e Td,a,
g4
[0
o
33 ]
o
o
<,
T
c
<
R e
o [T TP
‘ , S ( eI Y IO
-
0 2 4 6 8 0 2 4 6 8
Time (s) Time (s)
Figure 4.6. Longitudinal acceleration virtual sensors and residuals
, ; T 12 ;
——Measured £ Ry 1
---ay 1 c_(g 10 I
""" azz -5 8r ""'Td,a 1
(%2}
[0]
X gt J
c
S
S 4|
o
L 4 (0]
Q
(8]
M&Wm%@wv <
i ) T
2
=
L w _2 L I
0 2 4 6 8 >0 2 4 6 8

Time (s)

Time (s)

Figure 4.7. Vertical acceleration virtual sensors and residuals
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Figure 4.9. Steering angle virtual sensors and residuals

The results demonstrate reliable performance of the virtual sensors to replicate sensor measurements

and illustrate advantages of the adaptive threshold in terms of avoiding false positives.

4.11.2 Fault Detection and Signal Reconstruction for Lateral Acceleration Sensor

Performance of the proposed structure for detection of a lateral acceleration sensor fault and
reconstruction of the faulty signals is analyzed during a double-lane-change (DLC) maneuver. Driver’s
steering wheel command, wheel torque commands and trajectory of the vehicle are shown in Figure
4.10. The lane change portion of the maneuver is performed at the speed of 40kph. Lateral acceleration
fault is injected at ¢ = 3.5s by replacing the measured lateral acceleration with a zero signal for the rest

of the maneuver.
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Figure 4.10. Driver commands and trajectory of the vehicle during the maneuver with lateral

acceleration sensor fault

Lateral acceleration residuals and the fault state are shown in Figure 4.11. Both residuals exceed the
adaptive threshold after the fault occurs. The algorithm detected the fault at t = 3.65s and sets the

lateral acceleration fault state to one. The result also shows that the algorithm reliably estimated the

actual magnitude of the fault using the virtual sensors (ayl, dyz).

After detecting the fault, the algorithm starts reconstructing the lateral acceleration signal using the
virtual sensors. The reconstructed signal is compared with the actual lateral acceleration of the vehicle
and the faulty signal in Figure 4.12. The result shows that the lateral acceleration signal is successfully

reconstructed after detection of the fault. In this case study, the NRMSE for the reconstructed signal is

7.68%.

The reconstructed signal can be used by other vehicle estimation and control modules to continue a
reliable operation despite the sensor fault. Fault-tolerant estimation of vehicle states using such

reconstructed signals will be studied in Chapter 5.
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Figure 4.12. Reconstruction of the faulty lateral acceleration signal
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4.11.3 Fault Detection and Signal Reconstruction for Longitudinal Acceleration
Sensor

A lane-change maneuver followed by a harsh braking is executed to evaluate the performance of the
proposed method in terms of detection of a longitudinal acceleration sensor fault and reconstruction of

the faulty signal. Driver commands and trajectory of the vehicle are shown in Figure 4.13.
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Figure 4.13. Driver commands and trajectory of the vehicle during the maneuver with longitudinal

acceleration sensor fault

The sensor fault in this case is a scaling fault (gain fault). The fault is injected such that the sensor

reports 10% of the actual lateral acceleration of the vehicle after t = 7s.

Longitudinal acceleration residuals and the fault state are shown in Figure 4.14. The results show
that the fault is detected at t = 7.15s and the fault magnitude is reliably estimated using the virtual
Sensors.

Figure 4.15 shows the reconstructed longitudinal acceleration signal and verifies accurate
reconstruction of the failed signal by the proposed method. In this case study, the NRMSE for
reconstruction of the longitudinal acceleration signal is 4.53%. The high-frequency noise on the
reconstructed signal is due to the unfiltered input signals which feed into the virtual sensors (e.g. wheel
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angular velocities, accelerations, etc.). Filtering was avoided to prevent a phase shift in the
reconstructed signal.
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Figure 4.14. Detection of longitudinal acceleration sensor fault
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Figure 4.15. Reconstruction of the faulty longitudinal acceleration signal
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4.11.4 Fault Detection and Signal Reconstruction for Vertical Acceleration Sensor

Performance of the proposed algorithm in detection of a vertical acceleration sensor fault and
reconstruction of the faulty signal is investigated during an acceleration/braking maneuver. Driver’s

steering wheel command, wheel torque command, vehicle speed and trajectory of the vehicle are shown

in Figure 4.16.
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Figure 4.16. Driver commands and trajectory of the vehicle during the maneuver with vertical

acceleration sensor fault

A vertical acceleration fault is injected at t = 3s by replacing the measured vertical acceleration with
a zero signal for the rest of the maneuver. Experiment results for detection of the fault are shown in
Figure 4.17. Both residuals exceed the adaptive threshold as soon as the fault occurs. Consequently, the
algorithm detected the fault at t = 3.1s after confirming the persistence and correctly estimated the

fault magnitude. The failed signal is reconstructed for the rest of the maneuver as shown in Figure 4.18.
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During the reconstruction period, the NRMSE is 1.22% which confirms the desirable performance

of the proposed method in terms of accurate reconstruction of the faulty signal.
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Figure 4.17. Detection of vertical acceleration fault
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Figure 4.18. Reconstruction of the faulty vertical acceleration signal
73



4.11.5 Fault Detection and Signal Reconstruction for Yaw Rate Sensor

Detection of a bias fault on the yaw rate measurement and reconstruction of the faulty signal is studied
in this section. The vehicle performs a lane-change maneuver on a wet sealer with a low friction
coefficient (u = 0.4). Driver’s steering wheel command, torque commands and trajectory of the

vehicle are shown in Figure 4.19. Figure 4.20 shows the wheel angular velocities during the maneuvers.
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Figure 4.19. Driver commands and trajectory of the vehicle during maneuver with yaw rate sensor
fault
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Figure 4.20. Wheel angular velocities during the lane-change maneuver on the wet road
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Significant wheel slips are observed especially on the front wheels during this maneuver. This is
expected considering the road surface condition and the aggressive steering and braking commands.

From the beginning of the maneuver, a constant bias of 0.1 rad /s is added to the measured yaw rate
by the sensor. Yaw rate residuals, fault state, virtual sensor values, and the estimated fault magnitude
are shown in Figure 4.21. The residuals are above the adaptive fault threshold from the beginning of

the maneuver and the algorithm detects the fault at ¢ = 0.05s.
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Figure 4.21. Detection of the yaw rate sensor fault

Figure 4.22 compares the actual, faulty and reconstructed signals. The result shows the desirable
reconstruction of the yaw rate signal despite the unfavorable road surface condition, wheel slips and

the aggressive steering command. The adaptive weights (wy, 1, wy, ,) for contribution of the virtual

Sensors (1/31,1,52) in the reconstruction process are shown in Figure 4.23. These weights are

automatically modified by the proposed method during the maneuver. In regions with considerable
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wheel slips, the algorithm reduced the effect of the second yaw rate virtual sensor (1/32) This is

desirable since the second virtual sensor relies on wheel angular velocities and is less accurate when
there is a high wheel slip.
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Figure 4.22. Reconstruction of the faulty yaw rate signal
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Figure 4.23. Adaptive virtual sensor weights for reconstruction of the yaw rate fault

In this case study, the NRMSE for the reconstructed yaw rate is 11.28%. The results confirm a
desirable reconstruction performance and showcase advantages of the adaptive estimator in terms of a
more accurate reconstruction of the failed signal in challenging driving conditions.
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4.11.6 Fault Detection and Signal Reconstruction for Steering Angle Sensor

Performance of the proposed structure in detection of a steering angle sensor fault and reconstruction
of the faulty signal is analyzed during a slalom maneuver. Driver’s steering wheel command, wheel

torque commands and trajectory of the vehicle are shown in Figure 4.24.
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Figure 4.24. Driver commands and trajectory of the vehicle during the maneuver with steering angle

sensor fault

A stuck-output fault is considered in this case study. The fault is injected such that when the steering
angle reaches 5 degrees, the sensor gets stuck in this value and continues to output this fixed

measurement until the end of the maneuver. The fault occurs at t = 1.58s in this case study.

Figure 4.25 shows that the steering angle residuals exceed the adaptive threshold after the fault
occurs. The steering angle fault is detected at t = 1.725s and the fault magnitude is estimated using

the virtual sensor values.

Figure 4.26 shows that the faulty steering angle signal is accurately reconstructed after detection of
the fault. In this case study, the NRMSE for the reconstructed steering angle is 5.91%.
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Figure 4.26. Reconstruction of the faulty steering angle signal
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4.12 Summary

This chapter presented a structure for detection of longitudinal acceleration, lateral acceleration, vertical
acceleration, yaw rate, and steering angel sensor faults and reconstruction of the faulty signals. As the
first step for the fault detection process, a set of virtual sensors were developed using the vehicle
models, estimated vehicle states and analytical redundancy relations. These virtual sensors helped to
generate residuals and unique fault signatures for the fault detection process. A systematic method to
detect and isolate sensor faults using the residuals was discussed which benefits from several
advantages including the adaptive fault thresholds. Detectability/isolability of faults was verified using
the properties of the fault signature matrix. After detecting the sensor faults, reconstruction of the faulty
signals was executed using an estimator with adaptive weights to manage contribution of virtual sensors
in the reconstruction process. The weights are adapted depending upon the driving condition and the

remaining healthy sensor set.

Several experimental case studies were conducted to evaluate the performance of the proposed
structure. Various types of sensor faults including loss of signal, bias, stuck-output and scaling faults
were considered in the case studies. The experiments covered several driving maneuvers including step-
steer, acceleration/braking, lane change, double-lane-change, and slalom maneuvers on a variety of

road surface conditions.

The results verified the effectiveness of the proposed structure in terms of avoiding false positives,

fast detection of sensor faults and accurate reconstruction of the faulty sensory signals.
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Chapter 5

Fault-Tolerant Estimation of Vehicle States

This chapter presents a novel structure for detection of torque sensor faults and fault-tolerant estimation
of vehicle states. Combination of the fault detection, signal reconstruction and estimation methods in
thesis is also discussed here. Finally, experimental case studies are presented to demonstrate the

effectiveness of the proposed approach in various driving scenarios with different sensor faults.

5.1 Introduction

General structure of the proposed method for detection of torque sensor faults, reconstruction of the

faulty signals, and fault-tolerant estimation of vehicle states is illustrated in Figure 5.1.
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Figure 5.1. Detection of torque sensor faults and fault-tolerant estimation of vehicle states
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In this structure, first a set of disturbance observers combined with a residual processor and a decision
logic is designed to detect the motor torque sensor faults for the electric vehicle. This module can
reconstruct the faulty signal and provide fault-tolerant estimation of longitudinal tire forces even when
a torque sensor fails. Estimation of vertical tire forces is discussed next, where the reconstructed
acceleration signals from the previous chapter combined with the estimated roll/pitch angles and load
transfer equations deliver the fault-tolerant estimates. For lateral tire forces, an adaptive UKF is
designed in which effects of measurement faults are mitigated by leveraging the reconstructed input
signals and adapting the measurement equations. Fault-tolerant estimation of longitudinal and lateral
velocities is achieved by feeding the reconstructed input signals into kinematic velocity estimation

methods. Details of the proposed methods are discussed in the next sections.

5.2 Detection of Torque Sensor Faults, Reconstruction of Faulty Signals and

Fault-Tolerant Estimation of Longitudinal Tire Forces

A set of disturbance observers is designed to achieve fault-tolerant estimation of longitudinal tire
forces in presence of motor torque sensor faults. The wheel dynamics model in Figure 5.2 describes the

relationship between longitudinal tire forces (Fy;;), wheel angular velocities (w;;), traction torques

(Ta4ij), and brake torques (t,;;) for each wheel [97].
de)ij = Tdi]' - Tbi]' — T'einj l] € {fl, fT, T'l, TT} (5-1)

where I,, is the wheel moment of inertia about its spin axis and r, is the effective tire radius. Since the
longitudinal tire force appears as an external disturbance into the wheel dynamics (5-1), a disturbance

observer is considered here to estimate this force.

Taij

=
wij
} Thij
inj

Figure 5.2. Wheel dynamics
Proposition: considering wheel dynamics for each wheel:

Lywgj = Tyjs — TeFyj (5-2)
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where 7, Is the sensed torque acting on the wheel ij:

Tijs = Taij — Thij (5-3)
the following observer can estimate the longitudinal tire force:

Ly@i; = Tijs — ToFyij + ADy; (5-4)

A _ Tij—lyoyj

Fj = — (Kp@y; + K; [ @;;dt + Kpay)) (-9

Te
where Kp, K;, K, and A are constant observer gains, inj is the estimated longitudinal force and
Wij = wij — Oy (5-6)

Proof: Error dynamics can be calculated by subtracting Equation (5-4) from Equation (5-2):

Iww"“ij + reﬁxij + AGU = 0 (5'7)
where:
Frij = Feij — Fyij (5-8)

Differentiating Equation (5-7) results in:
Iw(jjij + reﬁxij + A(FJJVU =0 (5'9)

in which If"xi ; can be calculated from Equation (5-2) and Equation (5-5):

EN

Fuj = Fuj — Fuj = Kpoyj + K@i + Kp oy (5-10)
Finally, error dynamics can be expressed by replacing Equation (5-10) in Equation (5-9):

(Ly + 7.Kp)3;j + (A + 1.Kp)@;; + (1.K) @i =0 (5-11)

By choosing the observer gains such that K, > _Tﬁ Kp > 0, KA > —r, and K; > 0, the error
e P

dynamics is stable, thus @;; — 0 and w’j-,- — 0. Consequently, Equation (5-7) shows that inj —0

and Equation (5-8) shows that Fy;; — Fy;j.

For the electric vehicle in this thesis, the effective torque on each wheel is available from the in-
wheel motor feedbacks. For conventional vehicles, these torques can be calculated using the brake
torque, engine torque, and models of the brake, transmission and differential systems. Since the
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observer receives wheel torque as inputs, a wheel torque sensor fault results in an incorrect estimation

of the longitudinal tire force for that wheel. Therefore, the total longitudinal force residual (Rgg ) will

exceed a predefined threshold:
Rsp, = |(ﬁxfl + ﬁxfr) c0s(8) + Fuy + Eerr — maxl (5-12)

Similar to the previous chapters, the residual processor computes the fault bounds (B;, , Ba,, ), the
adaptive threshold (T, f, ), time window (W, ), fault state counter (ng ) and checks the persistency
against the fault state window size (N, ). If the residual Ry, is above the thresholds and the persistence

is confirmed, the fault state flag (Sg, ) is set to one.

To isolate the fault, four additional residuals (RTU.) are defined which compare the command torque

(ijc) and the feedback torque (7;j5) reported by the sensor:

Ry, = |Tijc - Tijs| ij e{fLfr,rl,rr} (5-13)

In normal conditions with no faults, the feedback from the motor is equal to the driver’s command
and Ry, is below a threshold T, ;. A mismatch between the command torque and the feedback torque
can have two underlying reasons:

1) Torque sensors are healthy, but a motor is applying a different torque than commanded: in this

situation, since the sensed torques are correct and the estimated longitudinal forces by the

observers are still accurate, the main total longitudinal force residual (Rxf,) will still be below

its threshold. Therefore, the algorithm won’t detect a motor fault and avoids false positives.

2) Torque sensor for the ij motor is faulty: in this situation, since the estimated Fxl-j using the faulty
torque signal is not accurate, both the total longitudinal force residual (Ryr) and the

corresponding motor torque residual (RTU.) exceed their thresholds. Therefore, the algorithm can

identify the faulty sensor (z;;5) and set its corresponding fault state (STU.) to one.

Table 5.1 summarizes the decision logic and the signal reconstruction method. For the fault state

T T
vector § = [STﬂ STfr St,, Sz, SEFX] and the fault vector F = [? F. F. F ] , the fault signature

Tfl Tfl Tfl Tfl
matrix is obtained as:
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o)
I
R oo oRr

_ O O R o
= O = OO
= =0 OO

(5-14)

which satisfies the detectability, complete detectability and isolability conditions.

When a torque sensor fault is detected, the fault is reconstructed using the estimated forces from the

other healthy sensors and the longitudinal dynamics of the vehicle. If there is no fault, all observers

operate normally, receive the sensed torque for their wheel and deliver the estimation of longitudinal

tire force for their corresponding tire. If a torque sensor is diagnosed as faulty, then the reconstructed

torque from Table 5.1 is fed to the impacted observer to achieve the fault-tolerant estimation of the

longitudinal tire force for that tire.

Table 5.1. Decision logic for detection of torque sensor faults and reconstruction of faulty signals

Fault Residuals Fault
Sens oyr Above State Reconstructed Motor Torque Signal
Thresholds Flag

fls RTﬂ and RZFx S‘rﬂ ffl = I(bfl + r—e [maxs - (ﬁxfr C05(6) + ﬁxrl + ﬁxrr)]

g cos(9)
N . re = -~ ~

Trs | Repy and Ryp, | Sop | B = Lapr + 0s(0) [may, — (Fypicos(8) + Fypy + Forr )]
Trls R, and Ryg | Sz, T =l + 1, [maxs — (F'xﬂ cos(6) + F'xfr cos(6) + Fxrr)]
Trrs RTrr and RZFx STrr frr = Id)TT +7 [maxs - (FXfl COS(6) + F'xfr COS(6) + ﬁxrl)]
None | Rzg, Or None | N/A None

5.3 Fault-Tolerant Estimation of Vertical Tire Forces

Vertical tire forces acting on each wheel were formulated in chapter 4 as functions of the longitudinal,

lateral and vertical accelerations as well as roll and pitch angles:

-~

inj = f(axsi Ay, Az, 0y, ¢v)

(5-15)
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Consequently, these estimated forces are sensitive to the longitudinal, lateral and vertical acceleration
sensor faults. Moreover, since suspension height and roll/pitch rate sensor faults impact estimation of
roll and pitch angles, the vertical tire forces are also impacted by these sensor faults.

To obtain fault-tolerant estimation of the vertical tire forces, the reconstructed acceleration signals
from Chapter 4 (a,_, a,, a, ) and fault-tolerant estimations of roll/pitch angles from Chapter 3 6,, d,)

are fed to the vertical force estimator. Figure 5.3 summarizes this process.

4 ™ Fault-Tolerant / \
Signal Reconstruction |Estimated Roll and Vertical Tire Force Estimation

and Arbitration Pitch Angles: 0,,, ,, (4-1)-(4-8)

in Table 3.2.

N /

Fault-Tolerant
Estimated Vertical
Forces: Fy;;

Measured or
Ve ~\ Reconstructed
Accelerations

Fault Detection and |} 24t

Reconstruction Process |%xs Gy 8z
in Figure 4.3.

AN J

Figure 5.3. Fault-tolerant estimation of vertical tire forces

It is noteworthy that the proposed approach can be extended to other vertical tire force estimation
methods available in the literature. As an example, in [102] suspension deflections and corner
stiffness/damping coefficients are used to estimate the vertical tire force for each corner. The
reconstructed suspension height signals from this thesis can be fed into the vertical tire force estimation

method in [102] to obtain fault-tolerant estimation of the corner vertical forces.

5.4 Fault-Tolerant Estimation of Lateral Tire Forces

An adaptive unscented Kalman filter is designed here for fault-tolerant estimation of lateral tire forces.
UKF does not require calculation of the Jacobian matrix and linearization of the system around
operating points. This is the main benefit of UKF compared to other available methods for nonlinear

state estimation such as extended Kalman filter (EKF).

To design the estimator, first lateral tire forces on the front and rear axles are approximated based on

the distribution of vertical tire forces [97]:

A F l+ﬁ

Fyra== Z0 a2 ma, (5-16)
! szl+szr+Fzrl+Fzrr S

S F 1 +F,

Fprg=7—""7"""——ma, (5-17)
! FzfitFzprtFzritHForr s
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In harsh driving maneuvers with high wheel slippage, these approximated latera axle forces (F"yf,a,
Fym) are not accurate. To overcome this issue, vehicle handling dynamics is integrated into the

estimator to develop a robust scheme for accurate and fault-tolerant estimation of the lateral forces.

A random walk observer method [19] is used here to develop the estimator. The state vector (X) is

defined as:
X =[x, x,]7 (5-18)
x3=Fyr—Fypq (5-19)
Xy = Fyr = By (5-20)

These states are treated as random signals with an identity dynamics matrix impacted by the process
noise vector (w):
X = IZsz (5‘21)
The measurement equation is defined as:

Y = HX,U) + v (5-22)

where v is the measurement noise, U = ¢ is the input, and H(X, U) is the measurement matrix. The

measurement vector Y is expressed as:

may, — (Fyp cos(8) + By — Fypy sin(6))
Y = may,_— (Fyr cos(8) + By q + Fyp sin(8)) o (5-23)
Ly — (( Fyqcos(8) + Eypsin(8)) Ly — By g Lr)

Using this measurement and assuming that:

1) Accurate estimations of the longitudinal and vertical tire forces are available from the previous
sections (Fyij = Fuij, Fuij = Fpij)
2) If a sensor fails, an accurate reconstructed signal for that sensor is available from Chapter 4
(axy = ax,, @y, = ay,, s =1, 8, = &)
then H(X, U) can be expresses as a function of the states and the input steering angle using Equations

(4-9)-(4-11);
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—x4 sin(5) —sin(6) 0 .
HX,8) =| x1cos(8) +x, |[=]| cos(s) 1 [xI] (5-24)
x1 c0s(8) Ly — x, L, Lfcos(8) —L, z

Consequently, the discrete time state-space model can be summarized as:
X = IrxoXy—1 + Wy (5-25)
Yk = H(Xk,5k) +’U’k (5‘26)

Using this model, the UKF method introduced in [103] and used in [97] is adopted for estimation of
lateral tire forces. The algorithm is modified in this thesis to maintain a reliable estimation performance
even when a sensor is faulty. The overall process is shown in Figure 5.4. Details about the UKF method
are provided in Appendix A.
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Figure 5.4. Adaptive UKF for fault-tolerant estimation of lateral tire forces

In summary, UKF includes the following three main steps:
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1) Calculating a set of carefully chosen weighted sample points, called sigma points, around each
state of the system.

2) Predicting the covariance matrix, outputs and states using the sigma points. This prediction is
performed using the estimated states and the error covariance matrices from the previous
sample time (k — 1).

3) Updating the states and covariance matrices using measurements at the current sample time
(k) using the sigma points, estimated states from the previous sample time, and the error

covariance.

When a sensor fails, the main issue arises in the third step when UKF uses sensor measurements to

update the measurement covariance matrix:

Pyt = Li= oW( (Vigere—1 = Y1) X (Vigee—1 = Viepre— 1) +R (5-27)

where n is the number of states, i = 0,2, ..., 2n indicates sigma points, wl.(c)

is a constant weight for the
covariance of sigma points, Py, y, is the innovation covariance, Yk|k_1 is the predicted output, y; k k-1
is the predicted measurement and R is the measurement noise covariance matrix. Normally, R is a fixed
diagonal matrix containing statistical information about the expected sensor noise levels. When the
noise characteristic of a sensor changes, the initially set value for R is no longer valid. Such a change

may produce an unstable estimation performance [104].

An approach for adapting the UKF parameters for sensors with time varying noise characteristics is
presented in [105]. A similar approach is developed in this thesis to adapt R when a reconstructed signal
is used in the estimation process. The idea is to update R over a time window and obtain its updated
estimate (R) after detection of the fault. The updated matrix R is calculated using predicted outputs by

the model and the observed measurements:
=C+X7 a) (Vzk|k 1= Yiepe—1) X (Vigpe-1 — Ve 1) (5-28)

Ce = o 2w (Y = Fjo) X (G = Fjoa) (5-29)

where W represents the time window. After the fault is detected and reconstructed, Equations (5-28)
and (5-29) are used to adapt the estimator, maintain stability and achieve a desirable estimation

performance.
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Using the estimated states from the proposed adaptive UKF (X,,), lateral tire forces on the axles
(Fyz, Fy,) are obtained from (5-19) and (5-20):

F. _ [F
[Ayf ] =X+ [!f ’“] (5-30)
Fyr Fyr,a

Lateral tire forces on each wheel are then calculated by distributing the axle forces between the left

and right tires considering the load transfer effects:

~ _ ﬁzfl ~

on = pen s (3D

B ——Tur_p (5-32)
T ﬁzfr"'ﬁzfl vf

B, =-lm_p 5-33
yrl B ﬁzrr"'ﬁzrl yr ( ) )

-~ -~

= _fr_p (5-34)

yrr ﬁzrr"'ﬁzrl r

where F;; is the estimated vertical tire force from the previous section and £;; are the estimated lateral

tire forces for each wheel.

5.5 Fault-Tolerant Estimation of Longitudinal and Lateral Velocities
A method to estimate the longitudinal velocity was discussed in Chapter 4. The same estimator is used
here and is fed with the reconstructed longitudinal acceleration signal (@, ) and the reconstructed yaw

rate signal in the transformation (Wxegei) when any of these sensors are faulty:

A

Ux = axs - gSin(év + @r) +2 Kvx @y, wl’j)(vxCG(_ij — Uy) (5-35)

For estimation of the lateral velocity, the kinematic relation between the lateral states is considered,
the reconstructed lateral acceleration and yaw rate signals are fed to this kinematics, and lateral velocity

is obtained as:

vy = f(ays - gsin( by + @r) — 5Dy )dt (5-36)

More comprehensive methods for estimation of lateral velocity are available in the literature
[99][106]. These methods can be fed with the reconstructed signals from this thesis to deliver a more

precise estimation in presence of the sensor faults.
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5.6 Unified Structure for Fault-Tolerant Estimation of Vehicle States

Several fault detection, signal reconstruction and fault-tolerant estimation modules were discussed in

this thesis. The unified structure that connects these modules is illustrated in Figure 5.5.
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Figure 5.5. Unified structure for sensor fault detection, signal reconstruction and fault-tolerant

estimation of vehicle states

In this structure, any sensor measurement g, is first received by a single module (g5 €
{axs, ay,, az, Ps, Ps, Os, Az, Azpy , Dzp g, AZrr g, Tis, Thrs) Tris: Trrs) 65}). The receiving module
diagnoses the sensory signal and produces the corresponding g, as the output (g €

(@, 8y, 850,05, b, B, Bapyy, Bapy, B2y, By, B1s, By s, Errs, O ). As discussed before, each g

contains the actual sensor measurement if there is no fault, and contains the reconstructed signal when

the sensor is faulty.
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Consequently, the fault-tolerant estimators in this thesis either receive the healthy sensory data or the

reconstructed signal and deliver accurate estimation of states ()? ) even when a sensor is faulty (X €

~ ~

{¢vr 917' ¢v' 917' d)r' @r' ﬁxr ﬁx: ﬁy; ﬁyr Fxfl: Fxfr: Fxrlr Fxrr» Fyfl» Fyfrr Fyrl» Fyrrr szl! szr' Fzrl' Fzrr})-

5.7 Experiment Results

Several experimental case studies are conducted to verify the effectiveness of the proposed fault-
tolerant estimation structure. Figure 5.6 shows the complete test setup for these experiments.

Suspension
Height Sensors

Stock Vehicle VT Y
Sensors (IMU, o
Wheel Encoders. ControlDesk and
Steering Angle) Matlab Visualization

Wheel Load
Measurement Sensors Load Measurement
for Verification Interface Electric Motors

Figure 5.6. Vehicle sensors, actuators and instrumentations for verification of the results

Four electric motors from the Amp Motors Company are installed to provide independent traction to
the four wheels. Driver’s accelerator pedal command is processed in the dSSPACE Autobox controller
and is commanded to the motors through the CAN communication channel. To verify the fault-tolerant

tire force estimation results, wheel load measurement devices from the Michigan Scientific Corporation
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are mounted on each wheel. These devices measure the longitudinal, lateral, and vertical forces and
moments acting on the center of each wheel. Calibration and signal conditioning for the load wheel
measurement sensors is performed using the load wheel interface system. Steering wheel angle of the
vehicle is available from the vehicle’s stock steering encoder. Steering angle of the front wheels is
obtained from the stock steering wheel angle sensor and the reduction ratio of the steering mechanism.
Angular velocity of each wheel is available from the stock encoders. The fault-tolerant estimation
algorithm is compiled and run in the Autobox controller. Sampling rate for the sensor data and

execution rate of the embedded code is set at 200 Hz.

Parameters of the UKF algorithm are summarized in Table 5.2. Definition of these parameters are
provided in Appendix A. The parameters are tuned using the guidelines suggested in [107]. The rest of

the fault-tolerant estimation parameters used in the experiments are summarized in Table 5.3.

Table 5.2. UKF parameters

Parameter Value Parameter Value
n 2 X, [00]”
a 0.8 Q 10725y,
€ 0.5 Ro 107455
B 2 Po 105155,

Table 5.3. Parameters for residual processing and fault-tolerant estimation

Parameter Value Parameter Value
Kp 150 By, 0.01
Kp 5 By, 0.0015
K, 0.001 Niy 100
A 50 Wy 500

5.7.1 Experiment Results when all Sensors are Functional

Performance of the proposed structure is first studied when all sensors are functioning properly. Tire
force estimation results during the same step-steer with acceleration and braking maneuver as in Section

4.11.1 are presented here. Driver commands and the vehicle trajectory are shown in Figure 5.7.
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Figure 5.7. Driver commands and trajectory of the vehicle during the step-steer maneuver with no

Figure 5.8, Figure 5.9 and Figure 5.10 show the results for estimation of longitudinal, lateral and
vertical tire forces, respectively. The results confirm that estimated tire forces match the measurements
from the wheel load sensors for all wheels. The estimation errors are summarized in Table 5.4. The
maximum NRMSE is 10.98% for longitudinal tire forces, 12.02% for lateral tire forces and 4.48% for

vertical tire forces. The results demonstrate that the tire forces are estimated successfully despite the

sensor fault

aggressive steering and harsh acceleration/braking commands during the maneuver.

Table 5.4. Tire force estimation errors when there is no sensor fault

Estimated Force| NRMSE | Estimated Force| NRMSE | Estimated Force| NRMSE
o 8.20 % 6.40 % Fyp 3.09 %
P fr 4.85 % 11.33% Pt 4.48 %
- 7.41 % 7.95 % - 3.88 %
jo. 10.98 % 12.02 % E,, 4.39 %
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Figure 5.9. Estimation of lateral tire forces when there is no sensor fault
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Figure 5.10. Estimation of vertical tire forces when there is no sensor fault

5.7.2 Fault-Tolerant Estimation of States When Lateral Acceleration Sensor is Faulty

Failure of the lateral acceleration sensor impacts the estimation of vertical tire forces, lateral tire forces
and lateral velocity of the vehicle. For this case strudy, the vehicle performs a DLC maneuver which
starts on a wet sealer (1 = 0.4) and transitions to a dry pavement (u = 0.9). Driver’s steering wheel
command, wheel torque commands and trajectory of the vehicle are shown in Figure 5.11. The vehicle

is first harshly accelerated to the speed of 55 kph and then the DLC maneuver is executed.

Lateral acceleration sensor fault is injected at t = 2s by replacing the measured lateral acceleration
with a zero signal for the rest of the maneuver. Figure 5.12. compares the reconstructed lateral
acceleration signal with the actual lateral acceleration of vehicle and the faulty signal. The fault is
detected by the algorithm at t = 2.15s and is reconstructed for the rest of the maneuver. NRMSE of
the reconstructed signal is 7.07% in this case study. The actual lateral acceleration is between —7.95
and +6.86 which verifies that the vehicle is operating in the nonlinear region. The result shows that the
signal is successfully reconstructed despite the harsh lateral excitation and nonlinearities.
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Figure 5.11. Driver commands and trajectory of the vehicle during the DLC maneuver with lateral

acceleration sensor fault
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Figure 5.12. Reconstruction of the faulty lateral acceleration signal

Experiment results for fault-tolerant estimation of vertical tire forces are shown in Figure 5.13. For
each wheel, the fault-tolerant estimated force is compared with the following signals:

e The measured vertical tire force from the wheel load measurement sensors
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e The estimated vertical tire forces when the estimation algorithm uses the faulty lateral

acceleration sensor instead of the reconstructed signal (i.e., no fault tolerance).
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Figure 5.13. Fault-tolerant estimation of vertical tire forces when lateral acceleration sensor fails

Before the fault occurs, the estimation results are identical with and without fault tolerance, as
expected. After the fault occurs, the estimator with no fault tolerance doesn’t receive accurate
information about the lateral acceleration of vehicle and therefore fails to comprehend the lateral load
transfer between the left and right wheels. Consequently, its estimation results show large errors when
the vehicle performs the lane change maneuver. On the other hand, the fault-tolerant estimator
continues to deliver accurate estimations of the vertical tire forces as soon as the fault is detected and

reconstructed.

Experiment results for fault-tolerant estimation of lateral tire forces are shown in Figure 5.14. The
results illustrate that without fault-tolerance, failure considerably affects the estimation performance.
This is expected since the lateral acceleration measurement plays a crucial role in estimation of lateral
tire forces. Meanwhile, the proposed fault-tolerant UKF method continues to reliably estimate the

lateral forces after the fault is detected.
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Figure 5.14. Fault-tolerant estimation of lateral tire forces when lateral acceleration sensor fails

Table 5.5 summarizes the performance of vertical and lateral tire force estimators with and without

fault tolerance.

Table 5.5. Vertical and lateral tire force estimation errors when lateral acceleration sensor fails

Estimated NRMSE NRMSE Estimated NRMSE NRMSE

Without Fault |  With Fault Without Fault | With Fault
Force Force

Tolerance Tolerance Tolerance Tolerance

”Zﬂ 22.35% 452 % ”yﬂ 29.13 % 8.12 %

”Zfr 24.52 % 5.38 % ”yfr 35.27 % 8.44 %
F 18.99 % 475 % ”yrl 4573 % 14.95 %
E,., 19.09 % 5.28 % F"yrr 47.82 % 17.49 %

Lateral acceleration sensor fault also impacts the estimation of the lateral velocity. Figure 5.15 shows
the estimation results. Without fault tolerance, the kinematic estimator produces large errors due to the
inaccurate lateral acceleration input. On the other hand, the fault-tolerant estimator mitigates this issue
since it uses the reconstructed lateral acceleration signal.
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Figure 5.15. Fault-tolerant estimation of lateral velocity when lateral acceleration sensor fails

In this thesis, vehicle roll and pitch angles were estimated using the suspension height and roll/pitch
rate sensors and are not impacted by the lateral acceleration sensor fault. For vehicles without active
suspension and roll/pitch rate sensors, a common approach in the literature is to estimate the roll/pitch

angles as a function of longitudinal/lateral accelerations, assuming roll/pitch rates are small [27]:

B, = TR Hre (5-37)
¢

A o _ Mslxg Hpc _

B, = — =t (5-38)

Failure of lateral acceleration sensor impacts estimation of roll angle using (5-37). Figure 5.16 shows
the results of this estimation approach with and without fault tolerance. The result confirms that the

estimator can maintain a desirable performance using the reconstructed lateral acceleration signal.
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Figure 5.16. Fault-tolerant estimation of roll angle when lateral acceleration sensor fails
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5.7.3 Fault-Tolerant Estimation of States When Longitudinal Acceleration Sensor is
Faulty

Failure of the longitudinal acceleration sensor mainly impacts the estimation of vertical tire forces and
longitudinal velocity of the vehicle. A stop-and-go maneuver on a dry pavement is considered here to
evaluate the performance of the proposed method in terms of mitigating the longitudinal acceleration

sensor faults. Driver commands for this maneuver are shown in Figure 5.17.
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Figure 5.17. Driver commands during the stop-and-go maneuver with longitudinal acceleration sensor

fault

A stuck-output sensor fault is injected in this case study such that when the longitudinal acceleration
reaches 1 m/s?, the sensor gets stuck in this value and continues to output this fixed measurement. The
fault occurs at t = 0.89s in this maneuver. Figure 5.18 shows the reconstruction results. The fault is

detected at t = 1.025s and is reconstructed with a NRMSE of 4.43%.
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Figure 5.18. Reconstruction of the faulty longitudinal acceleration signal
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Experiment results for estimation of vertical tire forces are shown in Figure 5.19. Without fault-
tolerance, the estimator fails to comprehend effects of the longitudinal load transfer which leads to large
estimation errors when the vehicle is excited in the longitudinal direction. On the other hand, the fault-
tolerant estimator delivers a reliable estimation performance despite the sensor fault. Estimation errors
are listed in Table 5.6.
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Figure 5.19. Fault-tolerant estimation of vertical tire forces when longitudinal acceleration sensor

fails

Table 5.6. Vertical tire force estimation errors when longitudinal acceleration sensor fails

Estimated NRMSE NRMSE Estimated NRMSE NRMSE
Without Fault |  With Fault Without Fault | With Fault
Force Force
Tolerance Tolerance Tolerance Tolerance
Fzﬂ 16.09 % 4.33% Fol 13.87 % 3.09 %
szr 15.26 % 6.31 % E,., 14.24 % 3.47 %
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For vehicles with no suspension height and pitch rate sensors, Equation (5-38) can be used to estimate
the pitch angle. Figure 5.20 shows the results of this estimation approach. The result shows that the

fault-tolerant estimator can maintain a desirable estimation performance using the reconstructed signal.
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Figure 5.20. Fault-tolerant estimation of pitch angle when longitudinal acceleration sensor fails

For estimation of the longitudinal velocity, the estimator uses longitudinal acceleration of the vehicle
as a measurement and therefore is impacted by the sensor fault if not mitigated. Figure 5.21 compares

estimation of the longitudinal velocity with and without fault tolerance.
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Figure 5.21. Fault-tolerant estimation of longitudinal velocity when longitudinal acceleration sensor

fails

If the fault is not mitigated, the observer erroneously detects large wheel slips, excludes all wheel
angular velocities from the estimation process and estimates the longitudinal velocity by integrating the

failed longitudinal acceleration. Therefore, the estimation result is inaccurate except when the actual
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longitudinal acceleration of the vehicle is 1m/s? (i.e., when the actual longitudinal acceleration
matches the value reported by the faulty sensor). The fault-tolerant estimate is however accurate for the

entire maneuver. The NRMSE is 1.49% for the fault-tolerant estimation compared to 59.66% without

fault-tolerance.

5.7.4 Fault-Tolerant Estimation of States When Vertical Acceleration Sensor is Faulty

Failure of the vertical acceleration signal impacts performance of the vertical and lateral tire force
estimators. A DLC maneuver is performed in this section and a loss of sensitivity fault is injected on
the vertical acceleration signal. The sensor reports 50% of the vertical acceleration after t = 4s. A
torque vectoring controller is active during this maneuver which modifies the driver’s torque command
to keep the vehicle stable. Driver’s steering command and the resultant torque commands (driver plus

controller) are shown in Figure 5.21.
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Figure 5.22. Driver and controller commands during the DLC maneuver with vertical acceleration

sensor fault

Figure 5.23 shows reconstruction of the faulty vertical acceleration signal. The fault is detected at
t = 4.1s and the algorithm reconstructs the failed signal for the rest of the maneuver. The

reconstruction NRMSE is 6.05% in this case study.
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Figure 5.23. Reconstruction of the faulty vertical acceleration signal

The results for fault-tolerant estimation of vertical and lateral tire forces are shown in Figure 5.24
and Figure 5.25, respectively.
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Figure 5.24. Fault-tolerant estimation of vertical tire forces when vertical acceleration sensor fails
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Figure 5.25. Fault-tolerant estimation of lateral tire forces when vertical acceleration sensor fails

Estimation errors are shown in Table 5.7. The results demonstrate that fault-tolerant estimators
outperform the estimators with no fault tolerance. The higher lateral force estimation errors in this case
study compared to the previous cases are due to the simultaneous occurrence of the fault, the aggressive
maneuver and activation of the torque vectoring controller which makes the lateral tire force estimation

more challenging.

Table 5.7. Vertical and lateral tire force estimation errors when vertical acceleration sensor fails

Estimated NRMSE NRMSE Estimated NRMSE NRMSE

Without Fault |  With Fault Without Fault | With Fault
Force Force

Tolerance Tolerance Tolerance Tolerance

”Zﬂ 28.96 % 5.42 % ”yﬂ 1951 % 8.80 %

“Zfr 29.38 % 5.41 % Ayfr 22.27 % 10.16 %

Fol 34.52 % 5.12 % “yrl 26.91 % 2253 %

E,., 33.92 % 4.59 % F"W 24.80 % 20.95 %
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5.7.5 Fault-Tolerant Estimation of States When Yaw Rate Sensor is Faulty

This case study focuses on fault-tolerant estimation of longitudinal and lateral velocities in presence of
a yaw rate sensor fault. Figure 5.26 shows the lane change maneuver performed on the wet sealer (u =
0.4) for this case.
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Figure 5.26. Driver commands and trajectory of the vehicle during the DLC maneuver with yaw rate

sensor fault

A faulty zero yaw rate signal is injected at t = 3s. The algorithm detects the faultat t = 3.225s and
reconstructs the signal as shown in Figure 5.27. The NRMSE for reconstruction of the signal is 9.46%.
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Figure 5.27. Reconstruction of the faulty yaw rate signal
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The longitudinal velocity estimator uses the yaw rate to transfer the corner velocities to the CG.
Therefore, itis impacted by the yaw rate fault. The experiment result in Figure 5.28 confirms this impact
and shows that without fault tolerance the estimator faces difficulties when the vehicle is performing
the lane change maneuver. On the other hand, the fault-tolerant estimator can reliably overcome such

difficulties and accurately estimate the longitudinal velocity despite the sensor fault.
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Figure 5.28. Fault-tolerant estimation of longitudinal velocity when yaw rate sensor fails

Similarly, the lateral velocity estimator relies on the yaw rate measurement and is impacted by the
yaw rate sensor fault if not mitigated. Figure 5.29 shows the results of this estimator with and without

fault tolerance.
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Figure 5.29. Fault-tolerant estimation of lateral velocity when yaw rate sensor fails
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5.7.6 Fault-Tolerant Estimation of States When Motor Torque Sensor is Faulty

As the final case study, fault-tolerant estimation of longitudinal tire forces in presence of a motor torque
sensor fault is discussed in this section. Driver commands, longitudinal velocity and trajectory of the

vehicle for the acceleration and braking maneuver in this case study are shown in Figure 5.30.
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Figure 5.30. Driver commands and trajectory of the vehicle during the acceleration and braking

maneuver with motor torque sensor fault

In this maneuver, the front-left torque sensor reports 25% of the actual feedback torque after t = 1s.
The residual for the total longitudinal force is shown in Figure 5.31 and individual wheels torque
residuals are shown in Figure 5.32. The total force residual and the front-left motor torque residual
exceed their thresholds as soon as the fault occurs. This indicates failure of the front-left torque sensor

according to the decision logic that was discussed in Table 5.1.
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Figure 5.31. Total longitudinal force residual when front-left torque sensor fails
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Figure 5.32. Wheel torque residuals when front-left torque sensor fails

Figure 5.33 shows that the proposed algorithm detects the fault at t = 1.185s and correctly estimates
the fault magnitude. Reconstruction of the front-left torque signal is shown in Figure 5.34. The faulty

signal is successfully reconstructed and the NRMSE of the reconstructed signal is 9.28%.
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Figure 5.33. Detection of front-left torque sensor fault and estimation of the fault magnitude
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Figure 5.34. Reconstruction of the faulty front-left torque signal

The high frequency noise on the reconstructed signal is due to the unfiltered observer inputs
(acceleration and wheel angular velocity signals). Filtering was avoided to prevent a phase shift in the

reconstructed signal.

Experiment results for fault-tolerant estimation of the longitudinal tire forces is shown in Figure 5.35.
Without fault tolerance, the front-left tire force estimator produces large errors due to the faulty input
torque signal (NRMSE 38.25%). On the other hand, the proposed fault-tolerant estimation structure

successfully estimates the front-left longitudinal force. The NRMSE for fault-tolerant estimation is

10.46%.
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Since the other torque sensors are healthy, estimation results for the other tires are identical with and
without fault tolerance. Estimation errors are 7.95% for the front-right tire, 4.54% for the rear-left tire
and 5.64% for the rear-right tire.

z z

3 3

© 5000 S 5000

= £

© (]

£ £

3 2

= S 0

= c

S o

S S

E= =

9 =

= & 5000

S =

e @]

i 0 5 10 = 0 5 10
Time (s) Time (s)

3 3

Y ®

© 5000 S 5000

2 g

LL —

©

= 0 2 o

= C

5 5

- - Measured

5 - ~ = =Estimated (No Fault Tolerance)

1‘ -5000 4 -5000 === Fault-Tolerant Estimated

5 ' ' 5 | .

o 0 5 10 g 0 5 10
Time (s) Time (s)

Figure 5.35. Fault-tolerant estimation of longitudinal tire forces when front-left torque sensor fails

5.8 Summary

This chapter presented a unified structure for fault-tolerant estimation of vehicle states including the
longitudinal, lateral, and vertical tire forces, and longitudinal and lateral velocities. A set of disturbance
observers were designed to detect the motor torque sensor faults and reconstruct the faulty signal. These
observers delivered the fault-tolerant estimation of longitudinal tire forces. Fault-tolerant estimation of
vertical tire forces was achieved by using the reconstructed signals and load transfer equations. For
lateral tire forces, an adaptive UKF estimator was presented which receives the reconstructed inputs,
adapts its measurement equation in response to faults, and delivers the fault-tolerant estimation of
lateral forces for each tire. Fault-tolerant estimation of longitudinal and lateral velocities was achieved
by using the kinematic observers which receive the reconstructed signals when a fault is present.
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Moreover, this chapter combined the fault detection, signal reconstruction and fault-tolerant
estimation modules that were developed in this thesis. The result is a unified structure that covers the
full sensor set and delivers fault-tolerant estimation of the vehicle dynamic states.

Finally, several experimental case studies were conducted to verify the effectiveness of the proposed
approach during different driving maneuvers. Various sensor failure scenarios were considered in these
experiments including loss of signal, stuck-output, loss of sensitivity, etc. Desirable performance of the
proposed structure in terms of reliable detection of sensor faults, precise reconstruction of the faulty
signal and accurate/fault-tolerant estimation of the vehicle states was demonstrated through the

experiment results.
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Chapter 6

Conclusions and Future Work

6.1 Conclusions

This thesis presented a unified structure for detection of vehicle sensor faults, reconstruction of faulty
sensory signals, and fault-tolerant estimation of vehicle states. The proposed structure can detect
failures of the longitudinal, lateral and vertical acceleration sensors, roll rate, yaw rate and pitch rate

sensors, steering angle sensor, suspension height sensors, and motor torque sensors.

To ensure a robust fault detection performance and avoid false positives, adaptive thresholds were
integrated in the fault detection modules. The proposed method does not require prior knowledge of
the sensor fault pattern and can detect various types of sensor faults including loss of signal, scaling,
intermittency, bias, stuck-output, excessive noise, etc. Detectability and isolability of the faults using
this approach were verified in this thesis. After detecting a fault, the proposed structure can reconstruct

the faulty sensory signal and effectively arbitrate between the healthy and reconstructed signals.

Desirable performance of the proposed method in terms of timely detection of sensor faults and
accurate reconstruction of the faulty signals was demonstrated through several experimental tests. The

experiments covered various driving maneuvers, road conditions and sensor failure scenarios.

Additionally, the unified structure in this thesis can deliver fault-tolerant estimations of the vehicle
states including the longitudinal, lateral and vertical tire forces, longitudinal and lateral velocities, roll
angle, and pitch angle. Road grade and bank angles are also estimated in this method even in presence
of sensor faults. The above objectives were achieved by using a common sensor set available in
commercial vehicles. The proposed method did not presume availability of additional information such

as prior knowledge of the road friction coefficient, road grade/bank angles, fault patterns, etc.

To detect and reconstruct failures of the roll rate, pitch rate and suspension height sensors, the
proposed method combined a set of unknown input observers with the analytical redundancy relations
derived from the roll, pitch and suspension dynamics. The interaction between the road angles and the
vehicle states was considered in this design and the unknown road grade and bank disturbances were
estimated in real-time. The outputs from the analytical redundancy relations and the unknown input
observers generated unique residual patterns which were translated to unique fault signatures.

Detectability and isolability of the faults were verified by using characteristics of the fault signature
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matrix. After detecting a fault, reconstruction of the faulty sensory signal was accomplished by using
the remaining healthy sensors and the estimated states from the observers. Several experimental case
studies were presented to demonstrate the effectiveness of the proposed approach in various driving
scenarios. Reliable and fast detection of faults, accurate reconstruction of the faulty signal and

robustness against road disturbances were among the features of the proposed methodology.

To detect failures of the steering angle, yaw rate, and acceleration sensors, a set of virtual sensors
were derived from the analytical redundancies and estimated vehicle states. The virtual sensors
generated a sufficient set of residuals which guaranteed detectability and isolability of the faults.
Reconstruction of the faulty signal was performed in a random walk observer with adaptive weights.
These weights were designed to manage contribution of the virtual sensors in the reconstruction
process, which enabled a reliable reconstruction performance in adverse driving conditions such as high
wheel slips. Performance of this method was evaluated through experimental case studies during
various driving maneuvers including step-steer, acceleration/braking, lane change, double-lane-change
and slalom. These tests were performed on different road conditions. The experiment results verified
the effectiveness of the proposed structure in terms of avoiding false positives, fast detection of sensor
faults, and accurate reconstruction of the faulty signals.

Detection of motor torque sensor faults was accomplished by designing a set of disturbance observers
combined with a residual processor logic. The faulty torque signal was reconstructed using the
remaining healthy torque sensors and the estimated states from the observers. Experimental results
verified that this method can reliably detect the fault, localize the faulty torque sensor and reconstruct

its signal.

Fault-tolerant estimation of the vehicle states was another contribution of this thesis. The disturbance
observers delivered the fault-tolerant estimation of longitudinal tire forces even in presence of a faulty
torque sensor. Vertical tire forces were estimated by using the reconstructed acceleration signals, the
estimated roll/pitch angles and the load transfer equations. For the lateral tire forces, an adaptive UKF
estimator was presented which adapts its measurement equation when a sensor fails, and delivers the
fault-free estimations for each tire. Fault-tolerant estimation of longitudinal and lateral velocities was
achieved by using the kinematic observers which receive the reconstructed signals when a fault is

present.
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Several fault detections, signal reconstruction and fault-tolerant estimation modules were developed
in this thesis. The unified structure which connected these modules was presented in Chapter 5.
Subsequently, the unified structure was experimentally evaluated in several road tests. Performance of
the estimators was studied in various sensor failure scenarios. The results showed that without fault
tolerance, the estimation performance could significantly degrade when the faulty sensory signal is
consumed by an estimator. On the other hand, the proposed fault-tolerant structure successfully
detected the faults, reconstructed the faulty signals, and continued to provide reliable estimation results

in all the attempted case studies.

The proposed method can be implemented on onboard vehicle electronic control units to ensure that
vehicle control systems receive fault-free sensory measurements and fault-tolerant estimations of the

vehicle states.

6.2 Future Work

The results of this thesis can be improved and extended to more applications. A few suggestions are

mentioned in this section to continue this work:

¢ Real-time identification of vehicle parameters despite sensor faults: in this thesis, the nominal
vehicle parameters were used to develop the proposed methods while the actual vehicle
parameters might vary during the operation (e.g., vehicle mass and inertia variations due to the
number of passengers, effective tire radius variations due to the tire pressure changes, etc.). To
compensate for such parametric uncertainties, the static fault bounds were tuned conservatively
to deliver larger fault thresholds and avoid false positives. Further extension of the concepts in
this thesis can help identify the vehicle parameters during the operation, even in the presence
of sensor faults. Availability of such real-time and robust parameters can help to lower the
static fault thresholds, detect the sensor faults with smaller magnitudes, and improve the

estimation performance.

o Higher fidelity vehicle models: throughout this thesis, several vehicle models were used which
collectively cover the major states of vehicle dynamics. The lower-level vehicle dynamic states,
such as tire camber angles and the precise kinematics of the steering system, were not
incorporated due to their smaller effects. To compensate for such modeling uncertainties and

avoid false positives during harsh excitations, dynamic fault thresholds with higher gains were
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included in the residual processors. Incorporation of higher fidelity vehicle models into the
proposed method can help lower the dynamic threshold gains, detect the smaller faults and

achieve a more precise estimation performance.

Higher fidelity estimation of vehicle lateral velocity: a simple kinematic model was used in this
thesis for fault-tolerant estimation of lateral velocity. To compensate for the lower fidelity of
the lateral velocity estimation, the rest of the estimators and fault detectors were designed to be
less sensitive to, or independent of, the lateral velocity. More comprehensive methods for
estimation of the lateral velocity can be integrated into the proposed structure to improve the

performance.

Integration with vehicle control systems: many advanced vehicle systems such as stability
controllers and autonomous driving systems rely on information measured by the onboard
sensors and the estimated vehicle states for their operation. The methods presented in this thesis
can be integrated with vehicle control systems to detect the sensor faults, reconstruct the faulty
signals, provide fault-tolerant estimation of the states, and enable a fault-tolerant control

performance.

Detection and mitigation of actuator faults: this thesis proposed methods for detection and
mitigation of torque sensor and steering angle sensor faults. Similar methods can be developed
to detect the actuator faults, localize the faulty actuator, and identify the actuator fault
magnitude. Subsequently, fault-tolerant control strategies can be designed to reconfigure the
control commands and effectively use the remaining healthy actuators to mitigate the fault and

improve safety.

Extension to the emerging sensors and autonomous driving applications: with the recent
industry trend to offer higher levels of autonomy, more vehicles are being equipped with
advanced sensors such as perception cameras, radars, LIDARs and high-precision GPS
systems. Since information from these sensors is increasingly being used in safety-critical
applications, effective mitigation of such sensor faults is a paramount objective. There is an
opportunity to extend the methods presented in this thesis for detection of faults and
reconstruction of faulty signals in the above sensors, which can help to ensure a more reliable

operation of autonomous driving systems.
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Appendix A
UKF Estimation Approach

For a nonlinear system expressed in the state-space form as:
Xiv1 = [ (X Ux) + e
Y, = h(Xy) + vy
the UKF algorithm can estimate the states as follows:
Initialization:

Xo = E[Xo]

Py = E[(Xo - Xo)(Xo - XO)T]

where X, is the initial state, P, is the initial covariance and E is the expected value.

Calculation and propagation of sigma points:

Xig-1 = [Xop-1Xe-1 £+ DPe_y], i=01,...2n

A=n(a?—-1) + a’e

(A-1)

(A-2)

(A-3)

(A-4)

(A-5)

(A-6)

where X, is the sigma point, Xj_; is the estimated state, P, is the state covariance, n is the

number of states and i = 0,1, ...,2n indicates the 2n + 1 sigma points. The constants a and € manage

distribution of the sigma points around the mean value of the states.

Time update:
Xipk-1 = f(Xik-1,Us-1)

v — \'2n (M) -
Xklk—l—zizowi xi,klk—l

* 4 * 4 T
Prjie-1 = Xilo Wi(C) (Xepk-1 = Kiepr—1) X (K-t = K1) +Q

Xikk—1 = [Ki—1, X1 £V (0 + D Pp_4]

Yiklk-1 = M(Xikjre-1)

v _ \'2n (m)
Yik—1 = ZizoW;  Vikjk—-1
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(A-6)
(A-T)
(A-9)
(A-10)
(A-11)

(A-12)



where w(™ and w(©) are scaler weights for the mean and covariance of the sigma points, respectively,
Yik|k-1 IS the predicted measurement, Yk|k_1 is the predicted output and Q is the process noise

covariance. The weights are defined as:

(m) _ _4
Wy = (A-13)
A
we? ==+ (n—a? + ) (A-14)
my _ (o __ 1 .
A T (A-15)

where S is a constant to incorporate prior knowledge of the distribution of X.

Measurement update:

Pyt = 2ico Wi(c)( Yikik—1 — Yee—1) X (Vigep—1 — 17k|k—1)T +R (A-16)
Pt = 2ito Wi(C)(Xi,k|k—1 — Xiek—1) X (Vige—1 — 7k|k—1)T (A-17)
Ki = Px,v,Pr .7, (A-18)
P = Prjie—1 — K Py7. Kk (A-19)
Xie = Xiepe—1 + Kie (Ve = Yipe—1) (A-20)

where Py, y, is the innovation covariance, Pg, ¢, is the cross covariance, R is the measurement noise

covariance and K is the filter gain.
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