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ABSTRACT

Background: Healthcareservices in Canadaareslowly shifting from in-hospitalcareto
morepatientcentred homecareservice. Collectingandsharingpersonabatafrom individuals
via Internetof Things(loT) devicess a critical partof this changehatpotentiallyleadsto better
decisionmakingandbettersupportfor patientsfrom healthcargroviders.However thereare
challergesthatcomefrom usingtechnologyincludingconcernsaroundtrustin organizations
holdingi n d i v dathiaswkllsagprivacyandsecurityrelatedto datasharingthatneedgo be
consideredaspartof this newmodelof care.

Objective: This studyseeksto investigateuserstrustin sharingtheir datacollectedusing
healthcardoT devicesvia differenttypesof organizations.

Methods: Thisresearclprojectleveraged literaturereviewandonline questionnaireto
understandhow generalusersof 10T for Healthtrustdifferenttypesof organizationglarge
companiesgovernmenthealthcargrovides, andinsurancecompaniek A total of 400
participantsvererecruitedusingMechanicalTurk for the online questionnairgusinga between
subjectgdesign Eachparticipantansweredjuestionsaaboutonetype of organizationwherea
scenariaelatedto the useof differentloT technologiesinformationaboutdatasharinganda list
of privacyconcernsverepresentedBasedon this scenarioparticipantsvereaskedto answerl6
trustrelatedquestionsResultswereanalyzedusingAnalysisof Variancel/ANOVA), followed
by posthoccomparisonsisingthe pairwiset-testwith the Bonferronicorrection.

Results: The studyshowedno significantdifferences in regard to privacyconcerns
(LConcern)in CanadalJnited StateUSA), andEurope(F (2, 389)= 0.736,P = .480).Overall
levelsof trust(LTrust) in the USA variedsignificantlybetweerlargecompaniesgovernment,

healthcargroviders,andinsurancecompaniegF (3, 388)= 10.107,P < .05). Thesameresults



wereobservedn Canadawith a significantdifferencebetweerthefour typesof organizationgF
(3,125)=6.882,P <.05),USA (F (3,128)=4.488,P =.05), andin Europe aswell (F (3,127 =
4.451, P < 0.05).

Conclusion: Initial evidencesupportdifferencesn usersperceptiorof trustin
healthcardoT datasharingamongthe aforementionedypesof organizationandlevelsof
concernamongsusersregardingprivacy anddataownership Differencesn the perceptiorof
trustwerealsoidentified betweerthe differentregionsof the participantsFutureresearchusing
morespecifictypesof organizatiorandlargersamplea for eachagegroupareneededo fill
knowledgegaps In addition,furtherresearchs alsoneededo understandiow externalfactors
canaffectu s elevélsof trustandacceptancef healthcardoT with potentialconsequencdsr

theimplementatiorof newhealthcaraleliverymodels
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1. INTRODUCTION

Canadas knownfor its universalhealthcaresystemMedicare andsocialassistance
programdo ensurethe physicalandmentalwell-beingof Canadiansincludingbothnative
Canadianandimmigrants (Martin etal., 2018) The Medicaresystemwasbornin 1947andwas
laterstandardiedin 1984by the CanadaHealthAct (CHA) (Martin etal., 2018) Despitebeing
laudedglobally, the CanadiarhealthcaresystemalsofacesmanychallengesAccordingto
Canadianslong wait timesandaccesgo carepresensignificantchallengegMarchildon,2013)
Long wait timesto receiveconsultationg&indcareareattributableto factorsincludingahigh
numberof unnecessarfiospitalizationsteadmissionsandincreasedncidenceof chronic
diseaseg¢Marchildon,2013)

Canadéhasthefifth mostexpensivehealthsystemin theworld, spendingabout11.5%of
its GDP on healthcaren 2017(Canadiarnstitutefor HealthInformation,2017a) Accordingto
Simpson(2018) the solutionis not spendingnoremoney,but insteadspendingt in betterand
moreefficientways.Simpsonalsocriticizesthe systemby statingthatthe healthcardusinessn
Canadas moredisconnectethanever,while the experienceandneedsof patientsare
changingImprovingthe systemwill requireworkingto developa properlyintegratedand
transdisciplinarynodelof carein thecommunityor athome(CanadiarMedical Protective
Association2014;Simpson2018)

Canadaeeddo startthinking aboutalternativeformsof healthcaraleliverybeyond
clinicsandhospitals A total of 65% of Canadianglaim theyhavediffi cultiesgettingafterhours
careunlesstheyaregoingto theemergencyoom (Marchildon,2013) Therearemovementsn

Canadaowardspatientempowermenandincreasedransparencyhut Canadas still behind



otherOECD countrieswith similar approachegMarchildon,2013) Increasingransparencand
empowermentanleadpatientsto a greatelinterestin sel-managingheir healthandmore
independencéor ageingat homeratherthanmovingto aninstitution (Koch, 2006;Rashidi&
Mihailidis, 2013) Accordingto the Canadiarnstitutefor HealthInformation(CIHI) (2017b)
expectationgndpreferencefrom the patientinfluence the caretheyreceive For thatreasonit

is essentiato providetoolsthatfacilitate communicatiorbetweercliniciansandpatients,
improvingthe decisionmakingprocessandreducingunnecessargxpensesvhile deliveringcare
(Canadiarinstitutefor HealthInformation,2017b;Koch, 2006)

Advancedn technologyfollowed by anincreasegreferencdor selfmanagemerand
homecareasa modelof patientcare,aremovingour societytowardsindependenliving (Hubl
etal.,2016) Thesechangewill directthehealthcaresystemto a moredecentralizeanodel,
goingfrom in-hospitalcareto homebasedcare(Koch, 2006) Moreover treatingpatientswithin
theirown homescanincreasepatientsatisfactiorsincehomecaretreatmentis patientcentred,
lessexpensiveandis potentiallymoreeffectivewhendealingwith chronicdisease$Tsasis&
Bains,2008) Advancesn technologymakehomecareoneof thefastestgrowingareasof
healthcar€dKoch, 2006)

Dimitrov (2016)emphasizethattheintersectiorof informationtechnologyandmedicine
will transformour currenthealthcaranodel,reducecosts decreas@nnecessarireatmentsand
savelives. In orderfor all thesebenefitsto beachievedpurteamhasdeterminedhatleveragng
thecollectionof personadatafrom withinani n d i v hodnaissnecéssaryTheintegrationof
datafrom medicaldeviceswith the healthrecordsof eachindividual will allow for a
comprehensiveiew of healthfor individual andpopulationlevel healh decisiongKnaup&

Schope2014)



Accordingto Hubl etal. (2016) individual datacollectioncanbe performedusing
wearablesndotherdevicesnstalledinsideour homesusingthe Internetof Things(loT). These
devicesallow the measurementgcording,andanalysisof datacollectedfrom multiple facetsof
our lives, which canbe usedassolutiors designedo serveusbetter(Lahlou,Langheinrich &
Rocker,2005) Theleadingenabletbehindthetechnologiesn ourhomess data(Dimitrov,
2016) Datacollectedby sensor@andsentthroughnetworksis processedanalyzedandprepared
to bepresentedn amoremeaningful way in accordancevith the need<f theuser(e.g.patients,
family membershealthcargroviders),improvingdecisionmaking(Knaup& Schope2014;
Strielkina,Uzun,& Kharchenko2017) Theuseandanalysisof large amountsof information
have transformedhe healthcarareainto oneof the primaryusersof big data(Dimitrov, 2016)
It is expectedhathealthcarevill beremodelledusingloT technologyandsolutionsderived
from suchtechnologiexanhelpreducethe costsof deliveringcareto individualsin thefuture
(Negastetal., 2018)

loT andwearableempowersto collectvastamountsof personainformationin real
time, continuously andwithout the constraits of location(Lahlouetal., 2005) Nonethelesghe
potentialbenefitsof this techrology canonly be achievedoncechallengesvith thetechnology
havebeenaddressedncludinginfrastructurgAllied MarketResearcfAMR), 2016)and
concerngelatedto the privacyandsecurityof o n sdata(AhmedAbi Sen,AlbouraeyEassa,
Jambi,& Yamin, 2018;Culnan& Armstrong,1999;Marchildon,2013) Privacyandsecurity
challengesncludetherisk of exposingpersonabndsensitiveinformation,causingossof trust
betweenparties(AhmedAbi Senetal., 2018) Not to mentionthe potentialharmto individualsif

theyhavepersonalinformationexposedSolove,2012)



While thereareseverabprivacyandtrustchallengesn theuseof wearableandloT
technologyfor healthmonitoringthatcouldbe exploredin aresearctproject,this thesisfocuses
ontwo maintopicsof interest (1) theindividual'sability to understandliataownershipregarding
datacollectedby healthcardoT manufacturersr senice providess; and(2) understandhelevel
of usertrustin organizationghatcollectandsharehealthrelateddatausinghealthcardoT
technologieslin thefinal analysisthis studyhighlightstheimpactof userspreviousexperience
onthelevelsof trustin differenttypesof organizationsaswell astheimpactof u s eaulsiréon

thelevelsof trustcomparingdifferentregions



2. LITERATURE REVIEW

2.1. HEALTHCARE SYSTEM

The CanadaHealthAct (CHA) is Canada'$ederallegislationfor publicly funded
healthcareinsuranceandspecifiesthe conditions,standardsandcriteriain which each
proviandt € @ $ iptogramgnassfollow in orderto receivefederalfunding(Government
of Canada2018) Accordingto areportfrom CIHI (2017a) Canadaspent$242billion in 2017
on healthcareshowingincreasedaxpendituresvhencomparedvith the 2016cycle (seeFigure
1). Healthsystemsn mostdevelopedtountriesarefacingthe sameproblems with anincreasen
thedemandor care ageingpopulationincreasen the prevalencef chronicdiseasesaswell as
problemsn trainingandretainingskilled workerslike doctorsandnursegKoch, 2006) Despite
thegrowthof theeldely population,ageingaloneis notthe mostsignificart burdenonthe
healthcaresystem(Marchildon,2013) As populationsage,thereis anincreasen theincidence
of chronicdiseaseshatareoverwhelminghealthsystemgTsasis& Bains,2008) As an
example 55%of directandindirecthealthcostsin Ontarioarefor patientsdealingwith chronic
diseaseswith 80% of the populationover45 yearsof agewith atleastonechroniccondition
(Tsasis& Bains,2008) In this scenarioa moresignificantinvestmenin treatmentsanddrugs
for chronicconditionsis neededWhile anincreasen prescriptiondrugsis costly (Marchildon,
2013) it is morecostlywhenthesedrugsareprescribedinnecessarilybothin termsof resources
andmoney),additionallyprescribingunnecessariestsandtreatmentslsoincreasesvait-times
for patientsan needof careincreasingheburdenon the healthcaresystem(Canadiarinstitutefor

Healthinformation,2017b)
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Figure 1. 2017 Canada'spendingon health(Canadiarinstitutefor Healthinformation,2017a)

Readmissionareanothemajorchallengegacedby healthcaresystemsin Canadaabout
8.5%of patientsarereadmittedo the hospitalin thefirst monthof dischargeln Ontarioalone,
readmissionsostover$700million peryear(Ndegwa,2011) Suchreadmissioneadsto
hospitalsovercrowdingaswell asanincreasean thelist of patientsto betransferrechomewith
thehelpof clinical support(Ndegwa,2011) Homebasedechnologiebasedn Internetof
Things(loT) capableof supportingremotepatientmonitoringandselt-managemendf chronic

diseasefavethe potentialto reducecaredelivery costswhile keepingpatientsndependent.

2.2. INTERNET OF THINGS (I0T)

Intemetof Things(loT) is theextensiorof theinternetinto physicaltechnologiesand
everydayobjects,which enableghe creationof systemghatoperateovera network,collecting
andexchanginglata,andactinguponobjectsin our lives (Dimitrov, 2016;Gubbi,Buyya,
Marusic,& Palaniswami2013;Islam,Kwak, Kabir, Hossain& Kwak, 2015) By working 24
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hoursaday, loT devicescancollectandanalyzea largeamountof possiblyidentifiablepersonal
data(DaubertWiesmaier& Kikiras, 2015) Identifiabledata,whichis consideredensitiveand
personalcanincludeinformationaboutour sociallife, location,andrelationshipwith co-
workers(Bao,Chen,& Chen,2012;Caoetal.,2016;Daubertetal., 2015;Yan, Zhang,&
Vasilakos,2014) Likewise,the useof wearablesndmobile sensorallowsthe collectionof
individual health(e.g.,heartrate)andcontextualdata,allowing the analysisof continuoushealth
andrapiddecisionmaking(Azimi etal.,2019;Bhatia& So00d,2017)

It is expectedhatby theyear202Q we will havearound30 billion internetconnected
"things" (Statista2019) By the sameyear,25% of the maliciouscyberattackswill involve loT
devicegHung,2017) However,lessthan10% of the budgetallocatedo productdevelopment
by companieslevelopingandusingloT technologywill beinvestedn IoT security(Hung,
2017) 10T deviceswork transparentlynsideour homeor organizationput canalsomovealong
with usersn theform of smartwatcheandsmartphonegBaoetal.,2012).Thesedevicesare
oftenexposedo public wirelessnetworks,andsobecomemorevulnerableto maliciousattacks
(Baoetal.,2012)

Much of theintelligencebehindthe dataanalyzedoy a fithesstrackeris not built into the
wearablewve useon our wrist. Thedatais typically calectedandtreatedn thecloudor onour
smartphoneggequiringdatato betransferrecverthe networks(Hung,2017) Dueto the
portability andahility of thedevicesto connecto differentnetworkenvironmentsloT hasa
profoundimpacton privacy,which createsanextrachallengdor the securityandprotectionof
personablataaboutthe habits,behavioursandactivitiesof its owners(Baoetal., 2012)
Additionally, IoT deviceshavelimited powerandstoragecapacity requiringthe collecteddata

to be storedexternally,typically in the cloud (AhmedAbi Senetal.,2018) Thereforeuser



privacyanddatasecurityshouldbe guaranteedby all vendorsandmanufacturere this
technologyspaceHowever thereis currentlyno singlesolutionthatcanguaranteall the
securityrequirementsuchasanonymity,confidentiality,accessontrol, privacyand trustin the
contextof 10T technology(Sicari,Rizzardi,Grieco,& CoenPorisini,2015)

loT devicescancollect,sendandacton datatheyacquirefrom their surrounding
environmentsn a ubiquitousway, usingsensorandembeddedechnologyto enablethe
provisionof innovativeserviceqSicarietal.,2015;Yanetal., 2014;Zanellaetal., 2017)in the
contextof smarthomeg(automation)smartcities,ambientintelligence(Aml), E-Health, E-
Learning,E-Businessremotepatientmonitoring(RPM), energyconsumptiorcontrol, traffic
control,smartparkingsystemandpersonalizeddvertisingl/AhmedAbi Senetal.,2018;Sicari
etal.,2015) Someof the applicationsof 0T technologiesreexploredin the nexttwo sections

on smarthomesandambientintelligence.

2.2.1. Smart Homes

Smarthomesallow usersto havegreatercontrol overtheirindoorenvironmentandhome
resourcesike windows,lighting, andothers (Biocco,KeshavarzHines,& Anwar, 2018;
RisteskaStojkoska& Trivodaliev,2017) Built-in devicesn theenvironmengllow usersto
controlappliancesandhomeresourcesswell ascollectingdataaboutenergyconsumption
(RisteskaStojkoska& Trivodaliev,2017) In additionto energyconsumptionsmarthome
devicescaninteractwith oneanotheror with asmarthubthatmanagesndsharesiatato
providehomecomfortservicegZhang,Liu, Wang,& Hu, 2016) In additionto comfort,smart
homeshavegreatpotentialfor immediateemergencyesponse$or vulnerablepopulationge.g,
elderlyindividuals)by providinghealthmonitoringandfall prevention(Ferreiraetal., 2017)

Suchequipmentollectscontinuousiata,which oftenresultsin mary userdosingcontrolover



thedatacollectedastheytypically receivethe defaultbasicsecuritypackagesvith limited

controlof theirdata(Bioccoetal., 2018)

2.2.2. Ambient Intelligence (Aml)

Ambientintelligence(Aml) canbeembeddednto homeenvironmentsn orderto assist
usersn everydayactivities(Blumendorf& Albayrak,2009) Aml is basedon low-costhardware
andprovidescomplexnetworksof heterogeneousformationandsmartdevices(Sadri,2011)
Aml applicationsaretransparenandinvisible for userswhile securty andprivacyrequiremats
areguaranteedAbril-Jimérez,VeraMufioz, CabreraUmpierrez Arredondo,& Naranjo,2009)
Aml goesbeyondsmarthomesallowing environmentdo adaptandberesponsiveo the
presenc®f peoplein orderto provideservicesandexperiencegAvilés-Lopez,GarciaMacias,
& VillanuevaMiranda,2010;Ferreiraetal.,2017) Thesametoolscanalsosenseadapt,and
respondo habits,gesturesandemotions(Bravo,Cook, & Riva, 2016) Thesensingcapability
canbeusedto mapo b j eposttiangenvironmentatemperatureair humidity, andeventhe
amountof chemicaldn theair, thushelpingin healthmonitoringwithin anintelligent
environmen{Cook, Augusto,& Jakkula,2009) In the healthcarelomain,Am| canbeusedto
providecontinuedhealh monitoringandcommunicatiortools (Acampora Cook, Rashidi,&
Vasilakos,2013;Salih& Abraham,2013) aswell asdecisioamakingsupportfor healthcare
facility managerglrizarry, Gheisari Williams, & Roper,2014) With Aml, it is alsopossibleto
anticipateusersheedsandpreference# responséo their habits,usingintelligenceto analyze
thedatacollectedby the sensorandprovidebetterservicessuchasenergyefficiency,door
locks,windowsclosureandhealthsafety(Cooketal., 2009) 10T basechealthcarepplication
andits variationscanimprovethefuture of health@resystemsandthe quality of life of patients

in thecommunity,aspresentedn the nextsection.



2.3. HEALTHCARE 10T (H-I0OT)

As previouslydiscussedsmarthomescanbe equippedwith 0T technologieso monitor
individualsthroughthe useof wearablesandbuilt-in sensorgDemiris,Hensel Skubic,& Rantz,
2008) Oneof thebestusesof suchtechnologiess the continuousmonitoringanddedsion
supportfor patientsreceivinghomecare(Dimitrov, 2016;Mutlag, Abd Ghani,Arunkumar,
Mohammed& Mohd, 2019;Negastetal., 2018) Also, continuousmonitoringenablesisto
collect,aggregatandanalyzedatamorequickly andwith betteraccuracythanmanualdata
collection(BanerjeeBhattacharyaSen,Bhattacharya& Sen,2018) It is estimatedhatby the
year2020,40%of all theloT devicesin theworld will behealthrelated morethananyother
loT applicationwith a117 billion dollar market(Dimitrov, 2016)

HealthcardoT (H-10T) canbedefinedasa systemor aninfrastructurewith the purpose
of facilitating thetransmissiorandreceptionof healthdataenablingbettertreatmentstemote
monitoring,andimproveddecisionmaking(Azimi etal.,2019;Banerjeectal., 2018;Sony&
Sureshkumar2019) H-loT systemsarecapableof monitoringpatientshealthin realtime, with
minimal burdento patientsandcaregivergdKim, Youm, Jung,& Kim, 2015)

Sincetheinfrastructurdtself maynot provideenoughvaluefor healthcareadoption H-
loT solutionsneedto convertthe collecteddatainto meaningfulinformationfor organizationgo
considelits use(Chouffani,2016) Thebenefitsof H-IoT dependheavilyon whatis donewith
thedatacollectedandwhatactionswill betakenbasedon the predictionsandpatterngoundon
thedata(Chouffani,2016) Typical applicationsof 10T for healtlcarepurposesnclude: (1)
telemonitoringof vital parameterq2) preventionanddetectionof falls, and(3) detectionof
movemenin bedusingreattime data(Demirisetal., 2008;Knaup& Schépe2014) loT

devicescanalsocollectbehaviouratatafrom the patient'shome,suchasdooropeningsand
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closings,ambienttemperaturesandindoor movementgOffice of the PrivacyCommissionenf
Canada2016b) Screeningf theseeventsby healthprofessionalganhelp preventaccidents
andhealthdeterioratiorby establishingpatternghatallow providersto intervenewhenabnormal
behaviours detected Chouffani,2016. For example changesn datapatterndn asmarthome
canindicatethe beginningof a newhealthproblemor theworseningof anexistingone(Knaup
& Schope2014) Forexample anindividualwho changesheir bathroomhabitscouldbein the
initial stageof diabetesr presentinga problemwith the administratiorof diuretics(Knaup&
Schope2014)

Specificusergroupsmay havedifferentneeds|eadingto nicheapgdicationsof H-10T.
Active AssistivelLiving (AAL) technologiedor theelderlypopulationandindividualswith

disabilitiesarea goodexamplewhich is describedn thefollowing subsection.

2.3.1. Active AssistiveLiving (AAL)

ThetermsActive AssistedLiving andAmbientAssistedLiving aresometimesised
interchangeablyThis proposabwill follow theterminologydefinedby the IEC Systems
Committeeon AAL (SyCAAL), whichdefinesAAL asActive AssistedLiving technology
(IEC, 2017)

Theelderlypopulation(aged65 andolder) hasbeenrapidly increasingn the past40
years(StatisticsCanada2017) This newlife expectancys demandinghewmodelsof positive
ageingandnewalternativego improvethe quality of life (Demirisetal., 2008) Oneof the
possiblemethodss throughthe useof Active AssistedLiving Technology(AAL) (Antonino,
SchneiderHofmann,& Nakagawa2011) AAL technologyencompassgsroductsservices,
environmentsandfacilities usedto supportthosewhoseindependencesafety,wellbeing,and

autonomyarecompromisedy their physicaland/ormentalstatusBamidis, Tarnanas,
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Hadjileontiadis& Tsolaki,2015) AAL t e ¢ h n oplrpogeyg td mrovidetoolsandservices
capableof improvingthe quality of life (atanystageof life) while helpingindividualslive
independentlyAvilés-Lopezetal., 2010;Rashidi& Mihailidis, 2013)

AAL is anumbrellaconceptdescribingechnologieslesignedo improvequality of life,
independencendhealthierlifestylesfor thosewho needassistanceAAL technologiesise
informationandcommunicatiortechnologiegICT), combinedwith socialenvironmentsto
provideeasyto-usedevicesn thehomeor to supportu s elifestydesoutsidetheirhome
environmentgPieper, Antona,& Cortés,2011)

The AAL environmentanintegrateassistivedechnologiesAml, smarthomesand
telehealthusingmultiple sensorgor gatheringdataandmonitoringindividualsin theirhomes
(Savageetal., 2009) It canalsocombineloT platformsandartificial intelligenceto supportthe
careof ageingandincapacitatedndividuals(lslametal., 2015) Built-in devicesn thehome
environmentancollectmetricsaboutsleep eatinghabits,or indoorphysicalactivity, andshare
usefulinsightswith family membersor healthcargoroviders(Bauer,2019)

Corsideringthatall 10T technologiesequiredataexchangeo delivertheir service,
understandinglatasharingis anessentiapartof anyloT technologyjncluding AAL, to improve
thequality of life of its users Datasharingis alsooneof the maingapsregardingstandardsnd

guidelinesn the AAL field (Fadriqgue Rahmang& Morita, 2019)

2.4. DATA SHARING

As maintainedoy PasquettoRandles& Borgman(2017) datasharingis definedas"the
actof releasingdatain a formthat canbe usedby otherindividuals 0 Easyaccesgo large

volumesof structureddatais beneficialin severalreassuchas:(1) smarttechnologiegCaoet
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al., 2016) (2) researci{FecherFriesike,& Hebing,2015) (3) individual health(Zhu, Colgan,
Reddy,& Choe,2016) and(4) public health(Van Panhuisetal., 2014;Walport& Brest,2011)

Therecentgrowth of big datain healthcarewhichin theH-loT spacecancombinedata
from electronicpatientrecords(EPR)andmobile healthtechnobgies,hasnot only createda data
managementhallenggKostkovaetal., 2016) but hasalsoopenedhedoorto newresearch
opportunitiesandservicegAhlgren,Hidell, & Ngai, 2016) As reportedoy Fecher Friesikeand
Hebing(2015) it will be necessaryo createspecificpoliciesto compeldatasharingin area
suchasacademiaaswell asprovidingaccessiblelatamanagemenplatformsto all. According
to thesameauthorsthesepoliciesareevenmoreimportantwhencollectingdatadirectly from
individualsandwill requiretheimplementatiorof clearandtrarsparentulesof consentand
anonymizatiorn(Fecheretal., 2015)

An exampleof the benefitsof datasharingin healthcares thejoint initiative between
OregonHealthandScienceJniversityandintel in 2015to createthe CollaborativeCancer
Cloud(Dimitrov, 2016) Thecloudsolutionoffershigh-performancenalyticsto collectand
securelystoreprivatemedicaldatafor canceresearch{Dimitrov, 2016) Connectingdifferent
healthdatasethielpsresearcherdiscoverandunderstanchew symptomsgnablingfurther
researclanddevelopmenof possibletreatmentgCavan,2019;Kostkovaetal., 2016)

Datasharingalsobenefitsindividual healthcareprovidinga betterunderstandingf
specificdiseasesmprovementsn long-termhealthconditions,andincreasingopportunitiesor
homecareof patientshroughtechnology(Kostkovaetal., 2016) Accessto individual health
datathroughonline solutionsincreasegatientconveniencandsatisfactiontwo critical points

to keeppatientsmotivatedandengagedvith the healthcaresystem(De Lusignanetal., 2014) In
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fact, sharingindividual datafrom wearablefiasbeenshownto reducethe numberof incorrect
diagnoseandreadmissionso hospitalyGhanchi,2018)

In public health,datasharingis widely usedfor surveillanceto analyzeandinterpret
healthrelateddatato monitorandcontroldiseasesaswell asto disseminatéheinformationto
improvethe healthof populations(L. M. Lee & Thacker,2011;Soucie 2017) Neverthelesshe
fifth majorissuein advancingpublic healthsurveillancds acces$o anduseof shareddata
(Friedenetal., 2012)

Thereareseverakhallengeselatedto datasharing for example privacy,security,and
interoperabilityof the data.Healthdatais particularlysensiive informationandprivacyis
essentialWithin existingsystemsa centralizedarchitecturghatrequirescentralizedrustis

employed(Liang, Zhao,Shetty,Liu, & Li, 2017)

2.5. PrivACY

Gillian Black (2011)describegrivacyastheindividual expectatiorof beingfreefrom
intrusion.For privacyto exist,a"reasonableexpectatiorof privacy' (FindLaw,2019)or "need
for privacy' (Daubertetal., 2015)is requiredby eachindividual. Accordingto Duhaime'd.aw
Dictionary(2019) privacyis "a person'sright to control accesgo his or her personal
informationo For this study,| focuson the privacy of personalnformationtransmittedand
collectedthroughthe Internet.Furthermorethetermprivacywill beusedto discusghe
necessarprotectionghatneedto bein placeto preventthird partiesfrom exploitingthe data
without permissionAhmedAbi Senetal., 2018)

Privacygoesbeyondthei n d i v ability ta ¢ostrélhow their personainformationis

used(Awad & Krishnan,2006) It alsohelpsindividualspreserveheir autonomyandfreedomof
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expressiorfWestin,1970) Throughfreedomof choice,individualsaremorewilling to
reconsidetheir privacyanddisclosepersonablatain exchangdor socialor economidbenefits
(Culnan& Armstrong,1999;Leon,SchaubCranor,& Sadeh2015) Ontheotherhand,
companiesreincreasinglydependenbn customeinformationto offer customizedserviceso
increaseheir valueaddedcommunicationgandmaintaincustomeioyalty (Awad & Krishnan,
2006) Effective useof consumeinformationhasbecomea competitivedifferencefor many
industriesandorganizationsHowever,our societymustbalancehesebenefitsfrom the useof
informationwith the needto maintainindividual privacy (Culnan& Armstrong,1999) With
informationoverloadit is difficult to makea decisionregardinghe balancebetweenmmediate
benefitandtherisk associatedvith misuseor abuseof personablata(SchermerCusters& van
derHof, 2014) Companiesreresponsibldor implementingsolutionsthathaveprivacyby
design(Chen,2019)

In the caseof smarthomesandAAL technologythedisclosureof householdiserdata
may allow largecompaniego identify the completeprofilesof their customergor advertisingor
behaviourchanggBioccoetal., 2018) Thedatacancomefrom differentmanufacturersservice
providers,andnetworkoperator§Caoetal., 2016) Thechallengdor governmentsand
companiedies in implementingrobustdatamanagemenrotocols,andgatheringnformation
while preservingprivacy, ensuringhatusersarecomfortablewith sharingtheirinformation
(Awad & Krishnan,2006) An exampleof arobustsolutionincludescollectinganonymousiata
andthuspreservingheprivacyof all parties(tAhmedAbi Senetal., 2018) togethemwith,
decreasingherisk of privacy breache®y increasinghelevel of transparenchetweenusersand
businesseandby increasinghelevel of controlindividualshaveovertheir personainformation

(Awad & Krishnan,2006) Moreover,whenbuilding datamanagemergolutions,companies
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needto takeinto accounthe cultureof their users sinceculturalvalueshaveaninfluenceon
userstoncernsaboutinformationprivacy (Bellman,JohnsonKobrin, Lauder,& Lohse,2004)
Within the privacyrealm,privacyagreementsr privacy padlicies arerequiredby law if
anypersonainformationis beingcollectedfrom users.Theymustdetailhow the company
handlesuserinformationin orderto increasdransparencyAwad & Krishnan,2006;Bioccoet
al., 2018) The PersonalnformationProtectionandElectronicDocumentsAct (PIPEDA) was
createdn Canadan April of 2000asfederalprivacylaw for privatesectororganizationsandit
establisheshebasicrulesfor how companiesnusthandlepersonainformation(OPC,2018)
Accordingto PIPEDA, anyviolationsof the confidentialityof apatiend kealthrecordscan
resultin finesof up to $500,000t0 healthcareproviders(Contant,2018) Transparencgnd
controlovero n edat@areimportantantecedenttor the establishmenandmaintenancef trust
in institutionsand corporationgDemirisetal., 2008) In like mannergvenif companiehave
clearandlawful privacyagreementthroughthe useof consenttheycanstill facetrustissues
with userswhen theyfeel theyhavebeendeceived Schermeetal., 2014) Thesetrustissuesan
be explainedby asignificantrelationshipbetweerthe contentpresentedn privacypoliciesand

trust,aswell as,betweerprivacyconcernsandtrust(Wu, Huang,Yen, & Popova2012)

2.6. TRUST

Trustis anessentiaklementor properinteractionsdbetweertwo or more entities,for
examplethisis truebetweenindividuals,institutions,andtechnologiegMorita & Burns,2014a,;
Parasurama& Riley, 1997) In the caseof 10T technologytrustis considerednenablerasit
mediateghe connectiorbetweerdevicesandsupportingechnologycollectingandprocessing

customedata.lt is crucialfor suchtechnologyto actfollowing u s ereexdgvhile respecting
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usersrights(Sicarietal., 2015) Userstrustin technologyrelieson the policiesthatregulate
technologyandon thetheideaof informedconsen{JensenPotts,& Jensen2005) Theresultof
asurveyconductedy TrustArc(2014)in 20140n consumesgttitudestowarddatacollection
throughsmartdevicesshowedthatuserswantto havemorecontrolandunderstandingf the
personablatacollectedby suchdevicesandareconcernedboutthetype of information
collected(TrustArc,2014)

A commonperspectiven trustis thattrustis directly relatedto acceptingisksin
exchangdor benefits(J.D. Lee & See,2004;Morita & Burns,2014b) Withoutthe
establishmenof propertrust,technolay cannotprovideall the benefitsofferedto its users A
trustrelationshipbetweerdifferentpartiesresultsfrom the belief thatthe partiesinvolved are
integral,consistenthonestfair, responsiblehelpful, andbenevolen{Morgan& Hunt, 1994;
Richards& Hartzog,2015) Suchtrustis not built throughconversationsr intentions,but
insteadthroughdemonstrate@videncegatherediuringinteractionsbetweerthe parties(Chen,
2019). Accordingto Sicarietal. (2015) usersprivacydepend®n their trustworthinessand
anonymity.

In aconnectedvorld, trustis basedon securityandprivacy (Chen,2019) As anexample,
userswho havehadexperiencesvith privacybreachefiavealessertendencyto providetheir
datafor personaltedadvertising put notfor otherpersonalizesgervice astheyseea higher
valueonthesecondne(Awad & Krishnan,2006) Individualsoftenrely moreontrusted
technologiesandrejecttechnologiesheydo nottrust(J.D. Lee & See,2004) The samegoesfor
organizationgMorgan& Hunt, 1994)andinternetcommercegMiiller, 1996) Forinstancea

surveyconductedn 2009,beforethe Facebookscandalsshowsthatconsumerselied moreon
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FacebookhanMySpacebecauséheybelievedtheir datawassaferwith Faceboolsince
MySpacehadbeenbreachedefore(Fogel& Nehmad2009)

Privacyandtrustareenablerdor a successfutlatasharingprocessn thedigital world
(Friedenetal.,2012) Transparencys a prerequisitegor building trustwhensharingpublic
healthsurveillancedata(ChathamHouse,2018) For examplethe presencef government
regulationcanbe considered cuefor transparencyincreasausertrustandreduceprivacy
concerngAcquisti, Brandimarte& Loewenstein2015) Moreover trustandtransparency
facilitate collaborationandactascatalystsy generatingapplicationgor datacollectedthrough
surveillancenetworks(Friedenetal., 2012)

Trusthasa positiveandstronginfluenceon howtechnologyis acceptedy users
(Barakat& Sheikh,2010) Consequentlyit is acritical factorfor useradoptionandacceptance

of newtechnologiegWintersbergerFrison,& Riener,2018)

2.7. USERACCEPTANCE

Useracceptanceeflectshow willing auseris to adopta newtechnologythatwasnot
usedin the past(Wang,Wu, & Wang,2009) A balancebetweerthe benefitsof technologythe
level of needfor thetechnologyandthe perceptiorof lossof privacyneedgo beachievedo
makethetechnologyworthwhile (Demirisetal., 2008) Justlike trust,useracceptances also
crucialfor properinteractionbetweerpeopleandtechnology.The sameemotionsandattitudes
thatinfluencethe humanhumanrelationshipwill alsoinfluencehumanautomatiorinteractions
working asarelationshipbuilding factoralongsidethe securityand performancef the
technology(J.D. Lee& See,2004) Someof thefactorsthataffectuseracceptancaresubject

normalcy,perceivedusefulnessperceiveceaseof use,attitude behaviouralntenions andactual
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usaggSun& Zhang,2006) Theu s ehelt@fshattechnologywill improvetheir performance
(perceivedusefulnessis a clearindicatorof technology'sntendeduse(Wangetal., 2009)
However,nottakinginto consideratioruserbehaviourneedsandvaluescanleadto alack of
perceivel usefulnessn the proposedechnologypoorusability,low acceptabilityjncreaseisk,
andlack of trust(Huldtgren,Ascencio,Pedro,Pohimeyer& RomeroHerrara,2014) The
perceptiorof risk is directly affectedby the concernfor dataprivacyandtrustin technologyas

describedy Miltgen etal. (2013)
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3. STUDY RATIONALE

There is aglobalincreasan the numberof individualsseekinghealthcareand the burden
on existingsystemss immensegronsequentlythis createsa higher demandor homecare
servicesaspatientsbecomemorecomfortablewith selfmanagingheir health(Koch, 2006)
While thereis arisein theneedfor homecare thereis a proliferationof availablehealthcardoT
solutionsandAAL devicesareexpectedo increaseexponentiallyin thecomingyears,becoming
aforcein all organization@ndhavinganexpectecceconomiogrowth of morethan$3 trillion per
yearby 2026(Newman,2019) Thegrowthof the loT marketalsoincreasesheamountof
personabatacollectedon a daily basisat a globallevel, theamountof personablatagrows
fasterthantheloT datacollectedfrom the manufacturingand financeindustrieg(Kent, 2018)

As previouslydiscusseda significantbarrierto theadoptionof 10T devicesanddata
sharingto improvequality of life areprivacyandsecurity(AhmedAbi Senetal., 2018;
Dimitrov, 2016) Many of the privacyandsecurityissueswith 10T technologiesredueto the
limited computingpowerandthe high numberof interconnectedevicesSicarietal., 2015)
This networkof automateccomnunicationbetweerdevicesallowslittle controloverthedata
collectedby usersandprovideslimited opportunitiedor usersto trustthetechcompanies
holdingtheir data(Daubertetal., 2015) Currentstandards$or 10T andAAL technologiesire
currentlyunderdevelopmentvith companiesike the CSA Groupthathaveinvestedn
researchin@gnddevelopingstandard$o addresshe existingchallengesasdemonstratech our
recentreportfrom Ubilab (University of Waterloo)in partnershipvith the CSA Groupoverthe
last2 years(Fadriqueetal.,2019)

Thegenerabublic standgo benefitfrom theincreasen dataavailability andthe

developmenof betteranalyticaltoolsto aid in clinical decisionmaking.Healthcareroviders,
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for example canusethis newintelligenceto collectmoredata,sendingt to the cloudfor future
analysisto supportdiagnosisanddecisionmaking.

While this technologyhasthe powerto benefitindividual andclinical decisionmaking,
thevalueto vulnerableandelderly populationmay proveinestimableH-10T solutionsandAAL
deviceshavethe potentialto improve quality of life andsupporta moredignified and
comfortableindependenagingprocessHowever theaverageauseris not fully informedabout
how his or herdatais collected stored andsharedhroughwearablesandloT devices(see

Figure2).

CoNSUMER ATTITUDES
70 DATA CoLLECcTION THROUGH SMART DEVICES

850/ would more about data
9 being collected before using smart devices

88% would the data

being collected through smart devices

were of
information collected by smart devices

are
87% of information collected
through smart devices

Figure2. C o n s u atitudétosdatacollectionthrough smartdevices.Imagesource(TrustArc,2014)

While concernswith dataflow andusageareseriousthe benefitsof this technologyare
immenseOneof thewaysusertrustmight befostereds throughincreasingransparencin
privacyagreemers, privacypolicies,anddatausagePrivacyagreementsor privacypolicies
arestandardied documentaisedto inform usersof how companiediandletheir userinformation

(Tsai,Cranor,Acquisti, & Fong,2006) Y et, thesedocumentsontainjargonandlegal
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terminologythatmakesit possiblefor companieto remainambiguousaboutdatause(Biocoo et
al., 2018) As aresult,trustcanbe compromisedstransparencis essentiafor building
consumetrust(Nati, 2018) In a globalranking,Canadaanksthird in the numberof cyber
incidentsandis ninthin the numberof exposedatientrecordswith healthservicesandfinancial
servicedeingthe mostaffectedsectorg Contant,2018) With theserankingsin mind, it is
understandablthat patientsandcaregiversnaybedistrustfulin regard¢o howtheir datais used

andprotected.
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4. OBJECTIVES AND RESEARCH QUESTION

This proposakeekdo explore(1) theuser'sperspectiveegardingrustwhensharing
their healthcardoT datawith differenttypesof organizationge.g, healthproviders,
government (2) howtrustlevelsandprivacy concernsareaffectedby sociocultural
frameworksestablishedby differentlocal privacy policiesandregulationsaccordingo the
specificregionparticipantsarein (e.g, CanadaPnited Statesor Europe).

Theseobjectiveswill beachievedoy answeing thefollowing researclguestionghrough
the studiespresentedh this thesisproposal:

RQ1:Whatare thedifference in privacyconcernlevelsandawarenessevelson data
ownershipwhencomparingdifferentregions?

H1: Levelsof privacyconcernandawareneskvelson dataownershipwill bedifferent
betweerregions driven by socic-culturalframeworksestablishedby differentlocal privacy
policiesandregulationsanddictatedby which regionparticipantsarein.

RQ2: Whataretheu s e persp&ctveson datasharingandtrustin differenttypesof
organizationsbasedon primary privacy concerns?

H2: Userperspectiveontrustwill bedifferentfor differenttypesof organizations
affectedby historicaldataandexistingprivacypolicies

R@3: Wha are thedifferencesn trustlevelsfor usersfrom Canadathe USA and
Europewhentrustingtheir HealthcareloT datato otherstakeholder?

H3: Canadathe USA, andEuropewill haveasignificantdifferencein trustlevelswhen
trustingotherstakehol@rswith their healthcardoT data,drivenby socic-culturalframeworks
establishedby differentlocal privacypoliciesandregulationsanddictatedby which region

participantsarein.
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5. METHODOLOGY

In orderto examinethe perspectivesf usersandreseachersregardingprivacyandtrust
in datasharingandloT technologyfor healthapplicationsthis thesiswill leveragedatafrom a
literaturereviewandquestionnaires.

This sectiondescribeghe studydesign,sample proceduredatacollection,anddata

analysisto answerttheresearctyuestions.

5.1.1. Study Design

Thequestionnairesveredesignedanddeployedusinga betweenrsubjectdesign
(Charnessineezy& Kuhn,2012) Eachparticipantansweredrustquestiongegardingone,and
only one,type of organization(e.g, healthcargrovidersor insurancecompaniel Each
participantreceivedandanswere® setsof questionnairesa demographis questionnairea
privacyquestionnaireandatrustquestionnairéseeAppendixA). Thetrustquestionnairénad
four variationsto represat the differenttypesof institutions:(1) big companiege.g.,Google,

Facebook)seeAppendixA i Big Companiek (2) governmen{seeAppendixA i

Government (3) healthcargroviders(see AppendixA i HealthcareProvider$; and(4)

insurancecompaniegseeAppendixA i InsuranceCompanies Examplesofi bc gmpani e s 0

includeApple, Google, Amazon,Facebookand Microsoft. Thefour variationsrepresentinghe
typesof organizationsvererandomlyallocatedoy MechanicalTurk usingevenproportionsto
maintainequalproportionsbetweergroupsandto avoid ordereffect
ThequestionnairevasdesignedisingQualtics, whichis the preferredsurveyplatformat
the Universityof Waterloo,andMechanicalTurk asatool to supportrecruitmentseeAppendix

A: Questionnairé Trustin Organizations MechanicallTurk waschoserasa distributiontool as
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it providesaccesgo thousand®sf participantsaroundthe world with a significantpresencen the

USA andCanaddDifallah, Filatova,& Ipeirotis,2018).

Tablel

List of seversurveyausedasbasisfor the creationof the questionnairdor this study

Year Authors Title

2006 Tsai,Janice Wh a tt dosYou? A Surveyof Online
Cranor,Lorrie Faith PrivacyConcernsaandRisks(Tsaietal., 2006)
Acquisti, Alessandro
Fong,ChristinaM.

2007 Dwyer, Catherine TrustandPrivacyConcernWithin Social
Roxanne Starr NetworkingSites:A Comparisorof Facebook
PasseriniKatia and MySpace(Dwyer, Roxanne& Passerini,

2007)

2016 Office of the Privacy 2016Surveyof Canadian®n Privacy(Office
Commissioneof Canada of the PrivacyCommissioneof Canada,

2016a)

2017 OpenDatalnstitute AttitudesTowardsDataSharing(OpenData
YouGov Institute& YouGov,2017)

2018 CarrasKatherine Priv: PrivacySimplified (Carras Farmaha,
FarmahaRamandeep Ramesh& Santashev&018)
RameshKrishn
Santasheva\nastasia

2018 Akamai ResearchConsumeAttitudesTowardData

PrivacySurvey(Akamai,2018)
2018 RSA RSA DataPrivacy& SecurityReport(RSA,

2018)

ThequestionsveredesignedisingLikert-typescaleqrangingfrom 1 to 5, wherel

equas stronglydisagreeand5 equalsstronglyagre@ andweredevelopedvith thefollowing

guidingquestions:

- Whattypesof privacyconcernglo individualshaveregardingtheir data?
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- Whatdifferentiatesuserstrustin the four typesof organizationgrom othertrust

basedcontractan termsof datasharing?

Statementsike Al cancounton [typeof organization]to protectc u s t opareona 6
informationfrom unauthorizedise andfil trust that [type of organization]will notusemy
personalinformationfor anyotherpurpos® (Dwyer etal., 2007) will beusedto identify users'
perception®f trustin datasharingwith differenttypesof organizationsin thatsensethehigher
the participantrankseachansweron the scale the morethe participanttruststhe type of
organizatiorpresentedTheq u e s t i acontemwasdevélgpedaseddn theresultsof the
literaturereview, specificallyon sevendifferentsurveysconductedetweer2006and2018,as

shownin Tablel.

5.1.2. Sampling Frame

This studytargeedindividualsfrom Canadathe USA, andEurope overtheageof 18;
from anyethnicgroupandgende. Thethreeregionswereselecteddueto similar challengesvith
theageingof their population(ChristensenpDoblhammerRau,& Vaupel,2009)andsimilar loT
marketcultures,hencebringing essentiainsightsaroundprivacyanddatasharingusingH-IloT.

Thenecessargamplesizewascalculate usingQualtricsonline samplesizecalculator
basedon a confidencdevel of 95%,a populationsizeof 7300,anda marginof errorof 5%. The
populationsizewasbasedn Difallah, Filatova,& | p e i (2@l8)anal&iswhich stateghat
therealnumberof participantsavailablefor academiexperimentsn MechanicalTurk is
approximately7300.Basicdemographiguestionge.g.,age,educationandhomecountry)
relevantto understandingherepresentativeness the participantsverecombinedwith
guestionsaboutprivacy, datasharing andtrust Dueto thetechnicalnatureof someof the

conceptdeingcoveredn thesestudiesandthe needfor participantso havebeenexposedo
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datasharingin theloT context,| amrecruitingparticipantsvith a minimal knowledgeof
technologyandunderstandingf the presenteadonceptsTypical participantan the MTurk
samplingframetendto be younger heavierinternetusersandfrom lower andmiddle-income
families (CheungBurns,Sinclair,& Sliter,2017),which providean excellentparticipantpool
for the studiespresentedn this proposal.

Fourhundredparticipantsagreedo participatethroughMTurk, and392 completedhe
guestionnairavith 129 paricipantsfrom Canadal32from the USA, 131from Europe and6
from othercountriesandregions whichwereexcludedromthetotal Par t i @gegpamged s 6
from 18to 90 yearsdividedin 6 agerangegroups:(1) 1871 25; (1) 2671 30; (3) 2671 30; (4) 367

45; (5) 467 55; and(6) 567 90.

5.1.3. Ethics

This studywasreviewedandapprovedy the University of WaterlooOffice of Research
Ethics(ORE#40606) Eachparticipantsigneda consenform electronicallyafterindicatingthat
theyundersbod whatthe studyentailed(AppendixB: InformationandConsentettern. The
consenform, alongwith the personalnformationform, outlinedthe purposeof the study,their
rolesasparticipantshow their informationwould stayconfidential, thattheir participationwas
voluntary,thattheycouldwithdrawfrom the studyor partof the studyat anytime. Additionally,
theformshadthe contactinformationof both myselfandthatof my supervisoiin the eventthat
participantshadfurtherquestionsegardinghe study.All questionsn the questionnairevere
carefullydesignedo specificallyaddresshe objectivesof this thesis.

MechanicalTurk assigngarticipantsa uniqueworker D to helpwith anonymizationin
this study,partiapantsansweredhe questionnair@isingan externalsurveysoftware(Qualtrics)

throughwhich personainformationfrom MechanicalTurk workerswasnotvisible to the
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requeste(researchergh the platform.Suchapproachensureshatsubjectresponseamot be
linked to theiridentity by anyindividual thathasaccesdo thedaa (PaolacciChandler Ipeirotis,
& Stern,2010) Individual uniqueparticipantiDs will remainconfidentialandwill notbe
disclosedn academigublicatiors or in thereleaseof the studyfindings. The datacollectedin
this studywill be encryptedandstoredon serverdocatedat the University of Waterloofor 7
(seven)years Theaveragdime to completeeachquestionnairevasestimatecdat 10 minutesand
eachparticipant(MTurk worker)received$ 1.00persurvey(whichwould bethe equvalentof $

6 perhour). Thereareno anticipatedisks or harmexpectedor participantdn this study

5.1.4. Data Collection

Recruitmenfor this studyhappenedhroughMechanicalTurk. All studyparticipants
werealreadyregisteredcasworkersin the MTurk tool. The questionnairavasfirst publishedon
Septembel 3,2019 andmadeavailableto 80 participantdrom eachregionfor five days.By the
following day,the numberof participantshadbeenreachedallowing for a secondoublication,
with 40 participans perregion,targetingtheagegroupswith theleastnumberof participants.

Whenopeningthe questionnaireeachparticipantwaspresentedvith a shortintroduction
andalink to accesshe questionnaireBy clicking thelink, the participantwasdirectedto the
Quialtricsplatform,which is a softwarefor designng andhosing online surveys When
redirectedthe participantwaspresentedvith theinformationandconsentetter (AppendixB:
InformationandConsentetter). In orderto continuewith the questionnairendbe compensated
for their participationby the MTurk tool, eachparticipanthasto agreeto proceed.

Thequestionsvereaggregate into threegroups (1) thefirst groupwith 6 demographic
guestiongseeAppendixA); (2) thesecondgroupwith 5 privacy-relatedquestionsand(3) the

third groupwith 16 trustrelatedquestionsin orderto createa frameworkfor the studyandto
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providethe necessargontext,a scenariowaspresentedo eachparticipantat the beginningof
thetrustrelatedquestiongroup.The scenariadescribeghefictional useof a smartthermostat
anda fitnesstracker listing threepossiblewaysthatthe datacollectedcould be usedandsharel.
Eachparticipantreceivel the scenaridailoredto thetype of organizatiortheyhadbeen
assignedA samplescenaricassociateavith theinsurancecompanie8usecases presentedn

Figure3.

Trust - Health Providers

Everyday, new technologies are launched in the market with the promise of facilitating our
daily lives. Such technology can be a simple mobile application, a new device for your home
or a smartwatch, among others. When installing your new acquisition, you come across a
privacy agreement or privacy policy asking if you agree to share your personal data with the
company in question.

As an example, a new technology company has created an inexpensive smart thermostat
sensor for your house that would learn about your temperature zone and movements
around the house. It has the potential to save you on your energy bill by collecting data
24/7. It is programmable remotely in return for sharing data about some of the basic
activities that take place in your house, like when people are there and when they move
from room to room. To allow remote programing they request vou to install an app on your
smartphone and create a personal account. In addition, you also use a fitness tracker that
collects your location, heart rate, and steps all day long syncing your data with a different
app in your smartphone.

The following scenarios are possible:

« Your health provider is asking aceess to vour data collected from vour fitness
tracker to provide early warning on diseases.

+ Your health provider is asking aceess to vour personal data from the fitness tracker
and thermostat to help with populational health.

+ Your health provider is asking access to your data in your smartphone to market
new services and products.

With the seenario above in mind, and considering the 1o privacy concerns below, answer
the questions:

« If my data can be sold to third parties

+ My data is encrypted

» My data is deleted after I delete the app,/account

» Knowing the purpose of collecting my data

+ Knowing if the data collected is anonymized

« It is possible to opt out from the service

« The service would notify me in case of hacks or data leaks

« It is possible for me to manage my own data (e.g. view, update, delete, or transfer)
« Which data tvpes are being collected

+ Knowing if my data is being collected or not

Figure 3. Exampleof usecasescenario InsuranceCompanies
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Eachparticipantreceivegjuestionnaireselatedto only onetype of organization(e.g,
governmenbr big companies)whichis randomizedisingthe Qualtricsrandomizatiorfunction
to ensureabalance sample Following this first scenariothe participantwasaskedo considera
list of tenprivacyagreementoncernghatwerepresentedo themasa meando establish
standardevelsof exposurdo loT datasharingchallengesFinally, participantsvere askedto
answetthetrustrelatedquestionghatareavailablein the Appendicesaswell asa samplein

Figure4. (seecompletequestionnairén AppendixA: Questionnairé Trustin Organizationk

(Choose a scale from 1 to 5 where 1 - strongly disagree and 5 - strongly agree)

1 irust that health providers in general will not use my personal information for any
other purpose

i 2 3 4

1 feel that the privacy of my personal information is protected by health providers

1 2 3 4 5

T'would trust my data to the health providers just based on their reputation

i 2 3 4

wl

I can count on health providers to protect customers’ personal information from
unauthorized use

1 2 3 4

w

Figure 4. Trustrelatedsamplequestions

Thelist of thetop 10 privacyconcerngresenteds theresultof a previousproject
conductedy the UbiLab with the CSA Group aimedatidentifying themainuserconcerns

regardingprivacyagreementandsuggeshg anewway to presentheinformationusingimages
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andpictogramsTheresultsof thatstudywill be presentedsaresearcheportthatwill be
publishedby the CSA Groupandlatersubmittedasa peerreviewed artide.

All collecteddataweredownloadedo a secureserverat the Universityof Waterloa
Entriesthatwereincompleteweredeletedalongwith recordsfrom participantscomingfrom

regionsotherthanCanadathe USA, andEurope.

5.1.5. Data Analysis
Analysisof variance (ANOVA)

This studyusesa oneway Analysisof VariancelANOVA) for theresearchguestiors to
exploredifferencesetweerresponsgatternsasoutlinedin theresearchyuestionsabove
Accordingto VenkateshBrown, & Bala(2013) FANOVAcanbe usedto comparethe meansof
severalgroupsusingonly oneway of dataclassification the dependentariable 6

Theoutcomeanalysisfocusedon 16 trustrelatedquestionsandtwo privacyquestions
(questions and8) andawarenestevelson dataownership(question9). Eachanswemwasre-
codedto reflectpositiveandnegativeresults.The scaleusedin the survey,whichinitially ranged
from 1 a5, wherel is equalto stronglydisagreeand5 is equalto stronglyagree waschangedo
-2 to 2. Themeanvalueof thetrustrelatedquestiongrom eachparticipantwascomputedo use
asatrustanddependentariable while thetypesof organizationsveretreatedasanindependent
variable IBM SSPSrom IBM wasusedfor computingthe statisticalanalysis
Pair-wiset-testwith Bonferroni correction

A Bonferronicorrectionis amathematicallyequivalentadjustmenbr correctionthatis
achievedoy dividing the probabilityvalue (usually0.05) by the numberof testsconductedThe
PostHoc Bonferronitestfrom SPPSusest-teststo performpair-wise comparisondetween

groupmeandut controlsthe overallerrorrateby settingthe errorratefor eachtestto the
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experimenerrorratedivided by thetotal numberof tests.The observedsignificancdevelis
adjustedor thefactthatmultiple comparisonsrebeingmade.Pairwiset-testwasusel to
comparesachtestto theresponsefrom eachregion,or type of organizationandwasonly

performedoncewe found statisticallysignificantreaults from the ANOVA.
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6. RESULTS

Threehundredandninety-two participantsvererecruitedfor this studythrough
MechanicalTurk, with 129 participans from Canadal32from the USA, and131from Europe.
Themajority of participantsveremales (65.05%) andthe majority hada universitydegree
(54.59%).Table2 summarizesheresuls of thedemographis questionnairérom all eligible

participantancludedin thedataanalysis

CollegeandTrades

16 (16.33%)

21 (21.43%)

25 (25.00%)

22(22.92%)

Table2
Participantsdemographic®y Typeof Organization
Demographics Big Govern- Health Insurance
. . . Total

(n (%)) Companies ment Providers Companies

Region
Canada 33(33.6B0)  28(28.5™)  34(34.006)  34(35.426)  129(32.91%)
USA 37(37.780)  31(31.63%)  38(38.00%  26(27.086) 132 (33.6™%0)
Europe 28(28.5m6)  39(39.80%)  28(28.00%)  36(37.506) 131 (3342%)

Sex
Female 31(31.630)  36(36.7%)  31(31.006)  38(39.580)  136(34.69%)
Male 67(68.3Mb)  62(63.2R6)  68(68.00%)  58(60.426)  255(65.05%)
Others - - 1(1.00%) - 1(0.26%)

Agerange
Age 18- 25 17 (17.35%) 29(29.59%) 28(28.00%) 20(20.83%) 94 (23.98%)
Age 26 - 30 26(26.53%) 21(21.43%) 26(26.00%) 25(26.04%) 98 (25.00%)
Age31-35 21(21.43%) 10(10.20%) 8(8.00%)  17(17.71%) 56(14.29%)
Age 36- 45 17(17.35%) 16(16.33%) 18(18.00%) 19(19.79%) 70(17.86%)
Age 46 - 55 14(14.29%) 13(13.27%) 14(14.00%) 9(9.38%) 50 (12.76%)
Age55- 90 3(3.06%)  9(9.18%)  6(6.00%)  6(6.25%)  24(6.12%)

Highestlevel of

education

84 (21.43%)

High school 19(19.39%) 24(24.49%) 23(23.00%) 25(26.04%) 91(23.21%)
University 63(64.29%) 50(51.02%) 52(52.00%) 49(51.04%) 214(54.59%)
Noneof theabove - 3(3.06%) - - 3(0.77%)
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Sections.1to 6.3 will presentheresultsof the dataanalysisexecutedor eachof the
threeresearclguestionsEachsectionwill startwith theresultsof theoneway ANOVA with
descriptivestatistics followed by the resultsof the pair-wiset-testwith the Bonferronicorrection
for multiple comparisonsandthe boxplotrepresentatioof theresults.Section6.1 will present

theotherresuls groypedby age.

6.1. RESEARCH QUESTION 1

A oneway ANOVA wasusedto determindf thelevel of privacyconcernfrom questions
7 and8, andawarenessevelson dataownership(questior9) wasdifferentfor eachregionin the
study.Privacyconcernevels(LConcern)weremeasuredisinga scalewherethelower the
responsealue thelowertheworry levels,andthe higherthevalue,the higherthe worry level.
Theawareneskvelson dataownership(LAwareness)sedthe sametype of scalewherethe
lowerthevalue thelowertheawarenessandthe higherthevalue the highertheawarenessrhe
answerdo eachquestiorwereanalyzedseparatelyand participantsvereclassifiedinto three
regions:Canadan = 129), theUSA (n = 132), andEurope(n = 131). Descriptivestatistic were
usedto assesshedistributionof the overalldata.

Forthefirst privacyquestion fAre youconcernedaboutyour privacywhile youare
usingtheinternet®d i LConcernwasdifferentacrossegionsbut the differencebetweerregions
wasnot statisticallysignificant(F (2, 389 = 0.157, P = .86) (SeeTable3 andFigure5). See

AppendixC - Questionl for tablesanddetails.
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Table3

Descriptivefor Oneway ANOVA- Questionl analysisby region(LConcern)

Descriptives

Question7 - Are you concernediboutyour privacy while you areusingtheinternet?

95% Confidence Interval for

Mean
Mean  Std.Deviation Std.Error LowerBound UpperBound Minimum Maximum

Canada 129 .92 .924 .081 .76 1.08 -2 2
USA 132 .89 1.001 .087 71 1.06 -2 2
Europe 131 .95 1.022 .089 .78 1.13 -2 2
Total 392 .92 .981 .050 .82 1.02 -2 2
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Figure 5. Boxplotoneway ANOVA comparingregionsfor privacyquestion7

Thesecondprivacyquestion i A ryaiconcernedaboutpeopleyoudo notknow

obtainingpersonalinformationaboutyoufrom your onlineactivities® i LConcernwasalso

differentfor eachregion butthe differencebetweerntheregionswasnot statisticallysignificant

35



(F (2, 389 =0.736, P = .48) (SeeTable4 andFigure6). SeeAppendixC - Question? for tables

anddetails.
Table4
Descriptivefor Oneway ANOVA- Question2 analysisby region(LConcern)
Descriptives
Question8 - Are you con@rnedaboutpeopleyou do notknow obtainingpersonainformationaboutyou from your online
activities?
95% Confidencdntervalfor
Mean
N Mean Std.Deviation Std.Error LowerBound UpperBound Minimum Maximum
Canada 129 .99 .923 .081 .83 1.15 -2 2
USA 132 .85 1.088 .095 .66 1.04 -2 2
Europe 131 97 1.074 .094 .78 1.16 -2 2
Total 392 .94 1.031 .052 .83 1.04 -2 2
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Figure 6. Boxplotoneway ANOVA comparingregionsfor privacyquestion8

Thequestionaboutawareness fi lunderstandvhohasownershipof myonlined a t ia .
LAwarenessvasdifferentacrosgegions butthe differencebetweertheregionswasnot
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statisticallysignificant(F (2, 389 = 2.447, P =.088) (SeeTable5 andFigure7). SeeAppendixC
- Question3 for tablesanddetails.

Table5
Descriptivefor Oneway ANOVA- Question3 analysisby region (LAwareness)

Descriptives

Questiom - | understad who hasownershipof my onlinedata.

95% Confidencdntervalfor

Mean

N Mean  Std.Deviation Std.Error LowerBound UpperBound Minimum Maximum
Canada 129 -.40 1.208 .106 -.61 -.18 -2 2
USA 132 -17 1.182 .103 -.38 .03 -2 2
Europe 131 -.08 1.181 .103 -.28 13 -2 2
Total 392 -21 1.195 .060 -.33 -.10 -2 2
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Figure 7. Boxplotoneway ANOVA comparingregionsfor privacyquestiord
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6.2. RESEARCH QUESTION 2

6.2.1. Overall Analysis

A oneway ANOVA wasusedto analyzetrusti onascalewherethelowerthevalue

correspondso lower trust,andthe higherthevaluecorrespondso highertrusti to determneif

thelevel of trust(LTrust) wasdifferentfor thefour typesof organizationsParticipantavere

allocatedinto four groups:big companiegn = 98), governmen{n = 98), healthproviders(n =

100), andinsurancecompaniegn = 96). Descriptivestatigics wereusedto observethe

distributionof the overalldata(seeTable6).

Table6

Descriptivefor Oneway ANOVA- Overall analysisby typeof organization

Descriptives

LTrust
95% Confidencedntervalfor
Mean
N Mean Std.Deviation Std.Error LowerBound UpperBound Minimum Maximum

Big Companies 98 -.1849 57772 .05836 -.3008 -.0691 -2.00 1.13
Government 98 -.2423 .66310  .06698 -.3753 -.1094 -2.00 .88
HealthProviders 100 .0688 .68122  .06812 -.0664 .2039 -1.69 1.75
Insurance 96 -.4492 72759 .07426 -.5966 -.3018 -2.00 .88
Total 392 -.1993 .68719 .03471 -.2675 -.1311 -2.00 1.75

L Trustwasstatisticallysignificantbetweerdifferenttypesof organizationonly, F (3,

388)=10.107,P =.00Q LTrustincreasedrom insurancecompaniegM

to governmen{M = -.2423 SD = 0.6631), big companiegM =-0.1849 SD=0.5777, and

=-0.4492 SD=0.7276

healthproviders(M = 0.0688 SD = 0.6812, in thatorder.Figure8 showsside-by-sideboxplots
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to bettervisualizetheresultsfrom the ANOVA. SeeAppendixD, subsectior®.4.1 for tablesand

details.
p<.05%
p<.05%
p=.184 p<.05%
p<.05% p<1.00
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Figure 8. Boxplotoneway ANOVA comparingtypesof organizations

Pairwiset-testswith Bonferronicorrectionindicatedthatthe meanscorefor the big
companiegM = -0.1849 SD = 0.5777) wassignificantlydifferent(P = 0.045) thanhealth
providers(M = 0.0688 SD = 0.6812, andsignificantly different (P = 0.035) thaninsurance
companiegM = -0.4492 SD=0.7276. However,big companiegM =-0.1849 SD=0.5777)
did not significantlydiffer from governmen{M = -0.2423 SD = 0.663]).

Pairwiset-testwith Bonferranicorrectionalso indicatedthatthe meanscorefor health
providers(M = 0.0688 SD = 0.6812 wassignificantlydifferent(P = 0.006) thangovernment

(M =-0.2423 SD = 0.6631), andsignificantlydifferent(P = 0.000) thaninsurancecompanies

39



(M =-0.4492 SD=0.7276. Finally, governmen{M = -0.2423 SD = 0.6631) did not
significantlydiffer from insurancecompaniegM =-0.4492 SD = 0.7276. SeeAppendixD,

subsectior®.4.2 for tablesanddetaik.

6.2.2. ResultsGroupedby Region

To beableto answersurveyquestiomnumberthree the datasetvasgroupedby region
(Canadathe USA, andEurope) andaoneway ANOVA wasused sothedifferencebetween
thetypesof organizationcanbe assessesgeparatelyor eachregion.
Canada

A oneway ANOVA wasusedto determingf thelevel of trust(LTrust) wasdifferentfor
thefour typesof organizationsvithin our Canadiarsub-sample Participantgesponsesvere
classifiedinto four groups:big companiegn = 33), governmeni{n = 28), healthproviders(n =
34) andinsurancecompaniegn = 34). Descriptivestatistic wereusedto analyz the distribution
of theoveralldata(seeTable7).

Table7
Descriptivefor Oneway ANOVA- Canada

Descriptives

LTrust

95% Confidencdntervalfor

Mean
N Mean Std.Deviation Std.Error LowerBound UpperBound Minimum Maximum
Big Companies 33 -.1932 52416 .09125 -.3790 -.0073 -1.44 1.00
Government 28 -.1853 56404 10659 -.4040 .0334 -1.31 .88
HealthProviders 34 .1581 .56496 .09689 -.0390 .3552 -1.06 1.75
Insurance 34 -.4926 .69132 .11856 -.7339 -.2514 -2.00 .75
Total 129 -.1778 .63061 .05552 -.2877 -.0679 -2.00 1.75

a.Region= Canada
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L Trustwasstatisticallysigrificantly betweendifferenttypesof organizationonly, F (3,
125 =6.882 P =.000. LTrustincreasedrom insurancecompaniegM =-0.4926 SD=0.6913
to big companiegM =-0.1932 SD = 0.5242, governmen{M =-0.1853 SD = 0.5640, and
healthproviders(M = 0.1581 SD = 0.5650, in thatorder.Figure9 showsside-by-sideboxplots

to bettervisualizetheresultsfrom ANOVA analysis SeeAppendixE, subsedbn 9.5.1 for tables

anddetails.
p<.05%
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Figure 9. Boxplotoneway ANOVA comparingtypesof organizationgor Canada

Pairwiset-testswith Bonferronicorrectionindicatedthatthe meanscorefor health
providers(M = 0.1581,SD = 0.5650) wassignificantlydifferent(P = 0.000) thaninsurance
companiegM =-0.4926 SD=0.6913. However,anyothercombinationdid not present

significantdifference SeeAppendixE, subsectior®.5.2 for tablesanddetails.
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United Statesof America(USA)

A oneway ANOVA wasusedto determindf thelevel of trust(LTrust) wasdifferentfor
thefour typesof organizationsvithin our Americansubsample Participantresponsesere
classifiedinto four groups:big companiegn = 37), governmentn = 31), healthproviders(n =
38), andinsurancecompaniegn = 26). Descriptivestatistics wereusedto observethe

distributionof theoveralldata(SeeTable 8).

Table 8
Descriptivefor Oneway ANOVA- USA
Descriptivest
LTrust
95% Confidencedntervalfor
Mean

N Mean Std.Deviation Std.Error LowerBound UpperBound Minimum Maximum
Big Companies 37 -.2922 .64230 .10559 -.5064 -.071 -2.00 1.00
Government 31 -.6935 .73480 .13197 -.9631 -.4240 -2.00 A4
HealthProviders 38 -.1168 .80252 .13019 -.3806 .1470 -1.69 1.19
Insurance 26 -.6178 .78249 .15346 -.9338 -.3017 -2.00 .63
Total 132 -.4001 .76950 .06698 -.5326 -.2676 -2.00 1.19
a.Region=USA

LTrust wasstatisticallysignificantly betweerdifferenttypesof organizationonly, F (3,
128)=4.488,P = .005. LTrustincreasedrom governmen{M =-0.6935 SD=0.7348 to
insurancecompaniegM =-0.6178 SD = 0.78259, big companies(M =-0.2922 SD =0.1056,
andhealthproviders(M =-0.1168 SD = 0.8025, in thatorder.Figure10 showsside-by-side

boxplotsto bettervisualizetheresultsfrom ANOVA analysis SeeAppendixE, subsectior$.5.3

for tablesanddetails.
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Figure 10. Boxplotoneway ANOVA comparingtypesof organizationgor the USA

Pairwiset-testswith Bonferronicorrectionindicatedthatthe meanscorefor health
providers(M =-0.1168 SD = 0.8025 wassignificantlydifferent(P = 0.010) thaninsuranceor
governmen{M = -0.6935 SD = 0.7348. However the othercombinationdid not present

significantdifference SeeAppendixE, subsectior®.5.4 for tablesanddetails.

Europe

A oneway ANOVA wasusedto determindf thelevel of trust(LTrust) wasdifferentfor
thefour typesof organizationsvithin our Europearsubsample Participantresponsesere
classifiedinto four groups:big companiegn = 28), governmentn = 39), healthproviders(n =
28) andinsurancecompaniegn = 36). Descriptivestatistic wereusedto observehedistribution

of theoveralldata(SeeTable9).
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Table9
Descriptivefor Oneway ANOVA- Europe

Descriptivest
LTrust
95% Confidencentervalfor
Mean

N Mean Std.Deviation Std.Error LowerBound UpperBound Minimum Maximum
Big Companes 28 -.0335 53264  .10066 -.2400 1731 -1.06 1.13
Government 39 .0753 .44500 .07126 -.0689 .2196 -.81 .69
HealthProviders 28 2121 .59081 .11165 -.0170 4411 -1.31 1.13
Insurance 36 -.2865 .70622 11770 -.5254 -.0475 -1.81 .88
Total 131 -.0181 59800  .05225 -.1215 .0852 -1.81 1.13

a.Region= Europe

L Trustwasstatisticallysignificantbetweerdifferenttypesof organizationonly, F (3,
127) = 4.451, P = .005. LTrustincreasedrom insurancecompaniegM = -0.2865 SD=0.7062
to big companiegM = -0.0335 SD = 0.5326, governmen{M = 0.0753 SD = 0.4450, and
healthproviders(M = 0.2121, SD=0.5908, in thatorder.Figure11 showsside-by-side

boxplotsto bettervisualizetheresultsfrom ANOVA analysis.SeeAppendixE, subsectior®.5.5

for tablesanddetails.
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Figure 11. Boxplotoneway ANOVA comparingtypesof organizationgor Europe

Pairwiset-testswith Bonferron correctionindicatedthatthe meanscorefor insurance
companiegM = -0.2865 SD = 0.7062 wassignificantlydifferent(P = 0.045) thangovernment
(M =0.0753 SD = 0.4450, andsignificantlydifferent (P = 0.005) thanhealthproviders(M =
0.2121, SD=0.5908. However the othercombinatioms did not presensignificantdifferences.

SeeAppendixE, subsectior®.5.6 for tablesanddetails.

6.3. RESEARCH QUESTION 3

What are the differencesin trust levelsfor usersfrom Canada,the USA, and Europe when
trusting their Healthcare loT data to other stakeholders?

An analogoumneway ANOVA to analyzetrustwasusedto determindf thelevel of
trust(LTrust) wasdifferentacrossachof thethreeregions Participantresponsewereclassified

into threegroups:Canaddn = 129), the USA (n = 132), andEurope(n = 131) independentlypf
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thetype of institutiontheywereevaluating Descriptivestatistics wereusedto observethe
distributionof the overalldata(SeeTable10).

Tablel0
Descriptivefor Oneway ANOVA- Overall Analysisby Region

Descriptives

LTrust
95% Confidencedntervalfor
Mean
N Mean Std.Deviation Std.Error LowerBound UpperBound Minimum Maximum

Canada 129 -1778 .63061  .05552 -.2877 -.0679 -2.00 1.75
USA 132 -.4001 .76950  .06698 -.5326 -.2676 -2.00 1.19
Europe 131 -.0181 .59800 .05225 -.1215 .0852 -1.81 1.13
Total 392 -.1993 .68719  .03471 -.2675 -.1311 -2.00 1.75

L Trustwasstatistically significantlydifferentbetweendifferentregionsonly, F (2, 389)

=10.763 P =.000.LTrustincreasedrom the USA (M =-0.4001, SD = 0.7695), followed by an

increasan CanadgM =-0.1778 SD = 0.6306, andthenEurope(M =-0.0181 SD = 0.5980.

Figure12 showsside-by-sideboxplotsto bettervisualizetheresultsfrom ANOVA. See

AppendixF, subsectior®.6.1 for tablesard details.
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Figure 12. Boxplotoneway ANOVA comparingregions

Pairwiset-testswith Bonferronicorrectionindicatedthatthe meanscorefor Canada
(M =-0.1778 SD = 0.6306 wassignificantlydifferent(P = 0.023) thanthatof the USA
(M =-0.4001 SD=0.7695. However,CanadgM =-0.1778 SD = 0.6306 did notsignificantly
differ from Europe(M = -0.0181, SD = 0.5980. Theresultsalsoindicatedthatthe meanscore
for Europe(M =-0.0181, SD = 0.5980 wassignificantlydifferent(P = 0.000) thanUSA

(M =-0.4001 SD=0.7699. SeeAppendixF, subsectior.6.2 for tablesanddetails.

6.4. OTHER RESULTS

6.4.1. One-way ANOVA by agegroup
One-way ANOVA to analyzetrustanddetermindf thelevel of trust(LTrust) was
differentfor the six agerangesParticipantsvereclassifiedinto six agegroups betweenl8i 25

(n=94), betweer261 30 (n=98), betweerBli 35 (n=56), betweerB671 45 (n=70),between
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4671 55(n=50),andbetweerb61 90 (n = 24). Descriptivestatistics wereusedto analyzethe
distributionof the overalldata.L Trust wasdifferentfor theagerangesandthedifference
betweerthe groupswasfoundto be statisticallysignificant(F (5, 386) = 2.893 P = .014).

SeeAppendixG for tablesanddetails.

6.4.2. One-way ANOVA for the type of organizationsby agerange

A oneway ANOVA wasalsoconductedo determindf thelevel of trust(LTrust) was
differentamongsthefour typesof organizationsaccordingo the groupgngs of individuals
accordingo agerange Participantsvereclassifiedinto the samefour groups:big companies
governmenthealthproviders andinsurancecompaniesLTrust wasdifferentfor thetypesof
organizationsandthe differences betweerthe groupswerestatisticallysignificantbetweerthose
aged18-25and26-30. Forthosebetweernthe agesof 31-35, 36-45,46-55,and56-90, the
differencesdhetweerthe groupswerenot statisticallysignificant

SeeAppendixH for tablesanddetails.
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/. DISCUSSION

As previouslydescribedn this thesis,Canadas shifting from anin-hospitalmodelof
careto anin-homemodelto reducethe costsof healthcareleliveryandto improvep at i ent s 0
quality of life (Koch,2006) Homebasednodelsof caredeliveryoftenrely on qualified
personnetieliveringhomecare,coupledwith the useof technology(Reinhard Given,Petlick, &
Bemis,2008) RemotepatientmonitoringtechnologiegAhmedAbi Senetal., 2018;Sicarietal.,
2015)andmedicaldevicesadaptedo operatean in-homesettings(Islametal., 2015;Koch,
2006)havebeenwidely usedto preventpatientsfrom unnecessaryisits to the hospital.

Onetype of technologythatpromisedo revolutionizehow healthcarewvill bedelivered,
focusirg on amorepatientcenteredapproacho healthcaraleliveryandpotentiallyimproving
p at i qualitydf lde is thelnternetof Things(loT) (Negashetal., 2018) Along with loT, the
healthcarelomainis becomingoneof the primaryusersof big datg andthroughtheuseof IoT,
thehealthcaresystemcouldimprovetheir awarenessf how patientsareperformingbetween
visits to theclinic (Dimitrov, 2016) Moreover,datais consideredheleadingenablembehindloT
technologiesandis acritical componenfor supportingdecisionmaking,a fundamentapartof
healthcardoT (Dimitrov, 2016) Neverthelessprivacyandsecuritychallengesieedto be
addressetb ensureuserstrustin sharingtheir datawith the organizationgsesponsibldor
providingloT technology Suchorganizationsareableto leveragehe datacollectedandimprove
their own patientcare developnewmethodsy usingreatworld datato trainingtheir models,
andfor agenciesesponsibldor monitoringpopulationhealth(public healthsurveillance)
(Knaup& Schope014;L. M. Lee& Thacker,2011;Soucie,2017) This studyseekgo
understandhe user'sperspectiveon trustanddatasharingwith organizationsuchashealthcare

providers,jnsurancecompaniesgovernmentandlargecompanieslt is alsopartof this studyto
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understandhow userconfidencdevelsareaffectedby theregionin which theylive (e.g,
Canadathe USA, andEurope).In this sectionwe connectour findingsto ourinitial research

guestions.

7.1. PRIVACY AND TRUST DIFFERENCES BETWEEN REGIONS

Theresultsfrom this studydid notidentify statistically significantdifferencedn privacy
concernevelsandawarenesgevelson dataownershipwhencomparingCanadathe USA, and
EuropdHence theseresultsdo not supportthefirst hypothesighatassumeshe existenceof
differencesdetweertheregionsof Canadathe USA, andEurope accordingo differencesn
legislationandculture. The similarities in privacy concernsnaybe relatedto thefact that
privacyis highly valuedasanexpressiorandsafeguaraf personallignity in the regionsof
Canadathe USA, andEurope(Dinev, MasssimoHart, Christian,& Vincenzo,2005) which
contradics my hypothesis This contradictiormay existbecaus¢heseregionsuseprivacy
agreementdrawnfrom the sameprinciplesasthe FederalTradeCommissio® §TC) guidelines
to build trustandreducefearof disclosurgWu, Huang,Yen, & Popova2012).

Onepossibleexplanaton for the nonsignificantresultsfor thefirst hypothesisassuming
thatconcerrlevelswould be differentacrosshethreeregions,is thatprivacyconcernsare
highly independentf theregionor cultureof the participantgClement,2019) However this
contradictsstudiespresentedby Bellmanetal. (2004)andMilberg etal. (2000) describing
which culturalvaluesinfluenceuserconcernsaboutinformationprivacy. Be | | maadn 6 s
Mi | b eespgdivestudiesconfirm the principle of thefirst hypothesigpresentedh this study
Y et, this hypothesiss unsupportedn theresultsof questionnaireffom acrosCanadathe USA,

andEurope Anotherpossibleexplanatiorfor similar levelsof privacyconcernsacrossegionsis
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theincreasen governmentainitiativesaroundprivacyandsecurity,which hasenhaned
collectivesurveillance This connectswith Swire'swork describingconcernsaboutthe security
rulesof healthstandardsuchasHIPPA following the Septembel. 1 terroristattacksin the USA,
changesn regulationswereinitiated by the USA andfollowed by regionsthathavethe samerisk
andvulnerability (Swire & Steinfeld,2001) andDinev'swork aboutcrosscountrydifferences
on privacyconcernsandattitudesowardsgovernmensurveillancgDinev et al., 2005)

After recodingtheresultsaccordingo thefollowing criteria: "concerredd representing
responsesangingfrom agreeandstronglyagree andneutraland"not concernedfor responses
rangingfrom disagreeandstronglydisagreetheresultsshowedhatall regionshavesimilar
responseatternsaspresentedn Figurel3, with approximatelyl in 7 usersconcermedabou
their privacywhile usingtheinternet Likewise,theresultsalsoshowthatmorethan70% of the
usersareconcernedhatstrangersnight gainaccesgo their personatatathroughtheir online

activities.

Privacy Concern by Region

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Canada USA Europe
m Concerned 98 92 97
m Neutral 21 26 23
= Not Concerned 10 14 11

Figure 13. Usersprivacy concernby region
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Theresultsof my studyalign with theresultsof a surveyconductedy Foresight~actory
on behalfof GDMA in tenglobalmarkets gxploringpublic attitudestowardsprivacyanddata
exchangdAcxiom, GDMA, & ForesightFactory,2018) Both studiesshowthatover70% of
usersareconcernedboutprivacyon bothcontinentsOur studyhasanaverageof 73% of
concernedisers(seeFigure13), while the ForesightFactorystudyhasan averageof 74% of

concernedisers(seeFigurel4). (Acxiom etal., 2018)

“On a scale from 1 to 10 where 1 is‘not at all concerned’ and 10 is‘very concerned; how do you rate your levels of
concern about the issue of online privacy these days?”| % who answer 7-10

1009

B80%

60%

40%

20%

USA Spain Canada Australia UK Singapore France Argentina Germany Netherlands

Figure 14. Foresight~actoryon globaldataprivacy (Acxiom etal., 2018)

Resultsfrom theanalysisaboutawareness$evelson dataownershipalsodid not support
thefirst hypothesiswith non-significantANOVA resultswhencomparingCanadathe USA,
andEurope Moreover theresultsshowa contradictionbetweerdataownershipawarenesand
privacyconcernsWhile theresultsdemonstatethatusershavea seriousconcernfor their online
privacy,theresultsalsoshowthatusershavelittle knowledgeof their rightsanddataownership,
with only 29% of the participantsagreeingwith the statementfil understandvhohasownership
of myonlinedatao (Figure15). Althoughtheresultsshowno differencebetweerthethree

regions,it showsthatmuchremainsto be doneto increaseawarenesandtransparencyegarding

52



dataownershipwhich alignswith thework of Al-Khouri thatdescribeshe needto createbetter
privacy protectionlawsto minimizerisk andmisuse(Al-Khouri, 2012) At thesametime, these
resultssupportthe ideathatpolicymakerseedto developa sharedoolicy andregulatory
frameworkto safeguargersonalnformation,limit exploitationby busineses andenabledata

collectionfor researctwith transparencyhile maintaininguserprivacy (Kostkovaetal., 2016)

Awareness by Region

200
180
160
140
120
100
80
60
40
20
0

No. Participants

Aware Neutral Not Aware
Canada 33 30 66
USA 39 38 55
Europe 43 36 52
Total 115 104 173

Figure 15. Levelsof awarenesby region

Thehigh numberof participantsconcernedboutprivacyandwith low awarenessf data
ownershipmayberelatedto theincreasean databreachrelatedscandalsgemonstratinghat
usershave little controlandknowledgeaboutthe destinatiorof datacollectedonline (Acxiom et
al., 2018). Not to mentiontheinability to trustcompaniego protectuser®data,asdemonstrated
by thefollowing publicationfrom The Manifest(2019) which stateghatwe still cannottrust
companiego properlyfollow privacyrulesandlaws(e.g, GDPR) With theimplementatiorof
policiesandlawsthatmandatdhatcompanieslisclosedatabreachcasesn CanadgPIPEDA

Amendment2017) the USA (DataBreachNotificationLawsby State,2006),andEurope
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(GDPR,2018),thenumberof databreachegxposedn the mediahasalsoincreasedbringing
moreinformationto usersbut alsomoreconcers aboutpossiblerisks.
Onlineprivacyconcernganleadto alack of willing nessto providepersonainformation
onlineand consequentlya considerabldarrierfor trust(Wu etal., 2012) Whencomparingthe
levelsof u s etrugibetweerregionstheresultsconfirmthethird hypothesisvhich states that
CanadgM =-0.1778 SD = 0.6306) the USA (M = -0.4001,SD = 0.7695)and Europe(M = -
0.0181,SD = 0.5980)will havea significantdifferencein trustlevelswhentrustingother
stakeholdersvith their healthcardoT data,drivenby socio-culturalframeworksestablishedby
differentlocal privacypoliciesandregulationgictatedby the respetive regiors the participants
arein. However theresultsshowa significantdifferencebetweenCanadaandthe USA, andthe
USA andEurope but not betweenCanadaandEurope(seeFigure12). Onewayto explainthe
resultsfrom the studyis to look attheimpactof cultureontrust asexploredby Altinay etal.
(2014) While therearevariouswaysin which trustcanbebuilt, trustis establishedby thenorms
andsocialvaluesthatguidepeople'soehaviourandbeliefs(Doney,Cannon& Mullen, 1998)
Forthisreasm, the moretheorganization'svaluesarealignedwith theuser'svalues the higher
thelevel of trust(Cazier,M Shao,& StLouis,2007;Li, Hess & Valacich,2008) In addition,
thesesamevaluesandnormsthatguide behaviourcandefinecultureandarefrequentlyshared
by the population(Doneyetal., 1998) Furthermoreit is essentiato understandhatthe cultural
differencesdhetweemationsarebecomingthin with globalization(Fukuyama1995) Generally
speakingcultureis notonly madeup of normsandvalues buttherearealsofactorsconditioned
on backgroundeducationandsimilar life experiencesyhich suggesthatwhenindividuals
sharethesefactors a higherchanceof building trustis observedDoneyetal., 1998) It is also

importantto recognizethelimits of culturein expliningtheresultsof confidencdevels,as
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culturedoesnotrespondo all previousvariationsin values behaviourandexperiencesand
mustconsidersocialandpsychologicafactors(Wood,2007) Culturalstudiesrequirea
historicalperspectiveo betterexplaintheimpactof cultureovertime in anyvariableof interest
(e.g trustlevelsin this thesis)with afocuson the changingoalanceof powerin Westernculture
(Rojek& Turner,2000)

Europepresentvith the highestlevelsof trust asdemonstragd by our resultsin section
6.3, with anaveragdrustlevel of -0.0181whencomparedo Canadg-0.1778)andthe USA (-
0.4001) We would assumeéhatthe GeneraDataProtectionRegulation(GDPR)implementedn
2018would be partof theincreasedveralltrustworthines®bservedn Europe However,
Europeanevelsof trustontheinternetaredecreasingandin 2018,a few monthsafterthe
GDPR,Europereactedthelowesttrustlevd in overadecadgCastro& Chivot,2019)

In this case we mustassumehatfactorslinked to culture(backgroundeducationand
life experiencesinaybetheagens responsibldor higherlevelsof trustacrassthe regionsof

Europe,Canadaandthe USA. This hypothesigs deservingf furtherattentionandresearch.

7.2. TRUST DIFFERENCES BETWEEN TYPES OF ORGANIZATIONS

Regardinghedifferencedn levelsof trustbetweentypesof organizationstheresults
confirm the seconcdhypothesishowingsignificantdifferencesetweerbig companiegM = -
0.1849 SD=0.5777) governmen{M = -.2423,SD = 0.6631) healthcargroviders(M =
0.0688,SD =0.6812) andinsurancecompaniegM = -0.4492,SD = 0.7276) Whencomparng
eachtype of organizatiorseparatelytheresultspresentedn section6.2.1showasignificant
differencebetweerhealthcargrovidersandthe otherthreetypesof organization@ndno

significantdifferencebetweerthe govenment,big companiesandinsuranceeompaniegsee
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Figure16). Suchresultsaresimilar to othersurveysconductedn the past which showedhat
consumergsremorewilling to sharetheir datawith healthrelatedinstitutions(e.g, healthclinics
andpharmaciesthangovernmenandtechcompaniegDay & Zweig, 2018) Accordingto the
results the studyparticipantsshowedhigherlevelsof trustin healthcargroviders(M = 0.0688,
SD=0.6812) followed by big corporationgM =-0.1849 SD=0.5777) governmen{M = -
.2423,SD = 0.6631) andinsurancecompaniegM = -0.4492,SD = 0.7276)(seeFigure8). The
resultsareequivalento previoussurveyswvherebig companiesisuallyplacebehindgovernment
like theonepresentedby Rock Healthsayingthatonly about11% of usersarewilling to share
their healthdatawith big technologycompanieg¢Day & Zweig, 2018) Comparativelythe
resultsof asurveyby HarvardT.H. ChanSchoolof PublicHealthshowsa slight difference
betweerlevelsof trustin governmenandlargecompaniegshowingAmazonabovegovernment
andGooglebelow),similar to theresultsof this study(HarvardT.H. ChanSchoolof Public
Health,2019) In fact, it is safeto assumehatlower levels of trustin big companiess likely to
affectthe healthcarendustryashealthcareservicesaremovingto technologybasechomecare
usingloT technology aspresentedby this study.

Statistically Significant

A & fgf\% %
7> e =_= == ; 3
Calia sdslaiag vt LY 4
Big Companies Government Insurance Companies

Health Providers

Not Significant

Figure 16. Differences betweertypesof organizations
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Therehasbeencorsiderabledebateanddiscussiorin theliteratureaboutdatasharingfor
researclandsupportinghealthcarealelivery (Fecheretal., 2015;Parker& Bull, 2015;Walport&
Brest,2011) trustbetweerpatientsandhealthcargroviders(Brennaretal., 2013;McDonald,
2019;McGraw,DempseyHarris,& Goldman,2009) consumetrust(Metzger,2017;Wu etal.,
2012;Yoon & Occeia2015) andorganizationatrust(Morita & Burns,2014a) particularlyin
termsof the effectof datasharingandtruston building strongerelationshipdetweerparties
andbetteracceptane of technology(Pavlou,2003) However,verylittle researcthasbeen
reportedregardingtrustin datasharingfrom healthcardoT. Researchrelatedto 0T andtrust,
addressetechnologyissuesprivacyandtrustmeasuremestandtrustmodels(Baoetal., 2012;
Caoetal.,2016;Lu, Wang,Bhargava& Xu, 2006;Yanetal.,2014) This studydiffers,
however by focusingspecificallyon how usergrustdifferenttypesof organizationsvhen
sharingdatageneratedby their healthcardoT.

Althoughtheresultsfrom this studyshowthathealthprovidersarethe mosttrusted
organizatios to sharedatawith, it is essentiato point outthat24% of all databreache$n 2018
happenedavith healthcarerganizationsmostof themby ransomwarattacks(Verizon,2018)
Statisticsfrom the Departmenbf HealthandHumanS e r v Dftice fer&ivil Rights(USA)
showthatHealthcaredatabreachesrebeingreportedat an averageof morethanoneperday
(HIPAA Journal,2019) In Canadaaround19 million peoplehadtheir databreachedn the
periodbetweerNovember2018andJune2019(Gibbons,2019) With all this knowledge we
canhypothesizehatuserstrusthealthcargrovidersmorefully basedn their pastexperiences
with the healtlcareprovidersandtheir trustin physcians(Advisory Board,2019) Further
researcneeddo bedoneto evaluatehedifferencedn trustin differenttypesof healthcare

agentqe.g.physicianscaregiverselinics.
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Whenstratifyingthe levelsof trustby thetypesof organizationdy region theresuls
presentedlifferencesetweenthethreeregionswith CanadaandEuropefollowing the same
patten with theleasttrustedtype of organizatiorbeinginsurancecompaniesfollowed by big
companiesgovernmentandhealthcargroviders Theresultsfor the USA differ from the
previoustwo, with the governmenbeingthe leasttrustedtype of organizationtheninsurance
companiesbhig companiesandhealtitareprovidersasthe mosttrustedtype of organizationThe
differences in resultsacrosghethreeregionsmaybe partially explainedoy a commonvariation
in Americanslack of trustin thegovernmen{Dalton,2005) Poorgovernmentommunication,
unclearagendasandalack of transparencgresomeof thefactorsaffectingcurrentlevelsof
trust. Levelsof educationage andracealsoinfluencethe outcome(Stevens2019) Another
possibleexplanatiorfor the differencesn theresultsbetweertheregionsis thefact that
Americansaresoopposedo increasinggovernmensurveillancan the USA becausef thefear

of terrorismandpotentiad attackgDinev etal., 2005)

Tablel1
Countof numbe of itemschoserby eachparticipant
Num of items Number of Participants
chosen Canada Europe USA Total

1 34 25 61 120
2 15 16 17 48
3 17 24 16 57
4 21 24 12 57
5 17 16 8 41
6 12 9 7 28
7 5 7 5 17
8 1 5 2 8
9 2 2 2 6
10 4 4
11 1 3 2 6
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Moreover the differencesn confidencdevelsbetweerthethreeregions,foundin the
resuls of this studyandpresentedn section6.3, canalsobe seenin theresultsfrom the question
Al wouldtrustin thefollowing with dataaboutmeo To answetrthis questiongachparticipant
wasaskedo selectasmanyitemsashethoughtnecessaryandtheresultsconfirm distrustin the
governmenby Americans(seeTable12). On averagelJSA participants(avg= 2.76)chose
feweritemsthanCanadan (avg= 3.63)andEuropeanparticipantgavg= 3.81),showinglower
overalltrustthanthe othertwo regions.Table 11 lists the numberof possibleitemsto choose
fromfor thequestion’l would trustin the following with dataaboutme™ andthe numberof
participantsvho answereagachcombination. Theresultsfrom CanadaandEuropeshowcase
similar orderin the selectedtems,with aslightvariationin the orderbetweerthefourth and
eighthitems andthetwo regionshavea similar total numberof selectedtems.

Similarto thelevel of distrustin thegovernmentn the USA, theresultsshowthat
insurancecompaniesretheleasttrustedtype of organizationn CanadaandEuropeeventhough
theyarenotthe mostvulnerableindustryandusualtargetfor databreachegApcela,2019;
ProtonDataSecurity,2017) Themistrustin insurerdikely comesfrom (1) thenegativeimage
theyleaveon people with 53%havinghada negativeexperiencevith their covemgeandclaims
(Littlejohns,2019) and(2) concernsaboutsharingprivateinformationwith insurancecompanies
thatmayaffecttheir chance®of gettinginsurancen thefutureor of havingfuture claimsdenied

(HarvardT.H. ChanSchoolof PublicHealth,2019)
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