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Abstract

We investigate QKD protocols with two-way classical post-processing that are based on the well-known six-
state and BB84 signal states. In these QKD protocols, the source (Alice) sends quantum signals to the receiver
(Bob), who measures them, leaving only classical data on both sides. Our goal is to find the highest value of
the quantum bit-error rate (QBER) Q for which two-way classical post-processing protocols on the data can
distill secret keys. Using the BB84 signal states, such protocols currently exist for Q < i. On the other hand,
for Q > 1 no such protocol can exist as the observed data is compatible with an intercept-resend attack. This
leaves the interesting question of whether successful two-way protocols exist in the interval % <0< i. For

the six-state signal states, the corresponding interval is known to be % <Q< %

We search for two-way protocols because it turns out that within these intervals Alice and Bob’s corre-
lations are symmetrically extendable, meaning that Bob and the eavesdropper (Eve) are completely indistin-
guishable from Alice’s point of view, making any one-way Alice-to-Bob post-processing protocol insecure. A
two-way protocol might be able to break the symmetry between Bob and Eve, and it must do so in order to
distill a secret key because any two-way protocol will necessarily terminate with a one-way communication
step, at which point the symmetric extendability of Alice and Bob’s updated correlations must be checked
again.

We first show that the search for two-way protocols breaking the symmetric extendability of Alice and
Bob’s correlations can be restricted to a search over post-selection protocols if all we care about is whether
secret key can at all be distilled and not about the rate of distillation. We then provide strong analytical and
numerical evidence to suggest that no two-way classical post-processing protocol exists within the gap when
the six-state signal states are used.

Under quantum entanglement distillation protocols, it is known that secret key can be distilled right up to
the intercept-resend bounds of } and § for the BB84 and six-state signal states, respectively. We therefore want
to know whether classical post-processing protocols are just as good at distilling secret keys as quantum ones.
Our results appear to indicate that they are not.
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Chapter 1

Introduction

The amount of secret key that can be distilled from a quantum key distribution (QKD) protocol is a function
of the amount of noise in the channel linking the two parties, Alice and Bob, wishing to establish the secret
key in the presence of an eavesdropper, Eve. The amount of noise, as well as the statistics of the resulting
measurements performed by Alice and Bob on their physical systems, can be described by a quantum state p/5.
QKD protocols based on the well-known BB84 [BB84] and six-state [Bru98; BG99] signal states, for example,
proceed with Alice sending signals through a quantum channel to Bob, who measures them, leaving both
Alice and Bob with classical data. They sacrifice some of their data to estimate a state p*® that is consistent
with their data. They then decide whether or not the state is too noisy to proceed to distilling a secret key
using some classical post-processing protocols, typically error-correction and privacy amplification.

It was proved in Moroder et al. [MCL06] that if p48 is symmetrically extendable to a copy of B then it
cannot be used to distill a secret key by one-way classical post-processing protocols involving communication
from Alice to Bob. The state pP is called symmetrically extendable to a copy of B if there exists a tripartite
state BB’ such that its marginal density matrices satisfy p4% = p4B. The system B’ is effectively a copy
of B, which means that if Alice tries to establish a secret key with Bob by communicating to him, and the
system B’ is in Eve’s possession, then Eve will be just as knowledgeable as Bob is about the key Alice is trying
to create, rendering it insecure. Symmetric extendability of pB, therefore, places a fundamental limit on
the noise tolerance of QKD protocols under one-way classical post-processing. (Error-correction and privacy
amplification, for example, are one-way classical post-processing protocols.) For QKD protocols using the
BB84 and six-state signal states in which the noise is characterized by a single quantity called the quantum
bit-error rate (QBER) Q, it is known from [MCLO6] that the corresponding state pr corresponding to Alice and

Bob’s correlations is symmetrically extendable for all Q > 2%5 ~ 14.6% when the BB84 signal states are used
and for all Q > % ~ 16.6% when the six-state signal states are used.

Gottesman and Lo [GLO3], however, established that Alice and Bob can still create a secret key beyond
these values if they execute a two-way post-processing protocol, and that they can do so up to Q = 18.9%
with the BB84 signal states and up to Q = 26.4% with the six-state signal states. Chau [Cha02] improved the
Gottesman-Lo protocol to increase the threshold up to the current values of 20% for the BB84 signal states

and % ~ 27.6% for the six-state signal states; see Figure 1.1. Later, Acin et al. [Aci"06] and Bae and
Acin [BAO7] proved that secret key cannot be distilled beyond the Chau bounds using the two-way advantage
distillation protocol [Mau93] before error-correction and privacy amplification since in such cases there is an
eavesdropping attack that compromises the security of the key. Advantage distillation is a purely classical
post-selection protocol acting on blocks of data defined as follows: for each block of Alice and Bob’s data of
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some pre-defined size,

1. Alice checks if her block of data is one of the strings 00 - - - 00 or 11 - - - 11, telling Bob “yes” or “no” (but
not the string she has);

2. Bob similarly checks if his data is one of the strings 00 - - - 00 or 11 - - - 11, telling Alice “yes” or “no”.

If both Alice and Bob announce “yes”, then they keep the first bit of the string they obtained and move to
the next block; if not, then they both discard the entire block and move the next block. Note that advantage
distillation is a two-way protocol. Its goal, intuitively, is to reduce Eve’s information about Alice and Bob'’s
data by only retaining data on which Alice and Bob are highly correlated and discarding the rest. Myhr et
al. [Myh"09] showed that the current bounds obtained from advantage distillation correspond precisely to the
symmetric extendability bounds of the effective quantum state after it. In other words, advantage distillation is
able to “break” the symmetric extendability of Alice and Bob’s correlations beyond the one-way upper bounds
up to the current bounds, but not beyond them.

Now, it is known that neither a one-way nor a two-way protocol can be used to distill a secret key when-
ever the channel linking Alice and Bob is entanglement-breaking [CLL04] (see also [AMGO03; AGO5]). This fact
is often stated as Eve performing an intercept-resend attack. As indicated in Figure 1.1 below, this means that
for the BB84 and six-state signal states secret key cannot be distilled beyond Q = 1 and Q = %, respectively.
This leaves the question of whether there exists a two-way classical post-processing protocol allowing secret

key to be distilled in the yellow interval % <0< % with the BB84 signal states and 5%@ <0< % with the
six-state signal states. The goal of this thesis is to try to answer this question.

No one-way classical
protocol exists

Key Distillable ? Key Not Distillable 0
Six-State 1 _ 1 i 1 f
shetate 0 6 2¥3 1(\)/5 3 T 2
2—V2 1 1
M T\[ 5 4 Intercept-resend attack

Two-way advantage
distillation protocol

Figure 1.1: Key distillability by classical post-processing as a function of the QBER Q for QKD
with the BB84 and six-state signal states. The ability to distill secret key in the yellow region is
the subject of this thesis.

The fact that symmetric extendability prevents secret key distillation by one-way classical post-processing
is crucial in the quest for a two-way protocol since any two-way protocol must eventually terminate with a
one-way communication step. Since the state p‘éB is initially symmetrically extendable for all Q in the yellow
region, any successful two-way post-processing protocol must “break” the symmetric extendability of p‘éB
before the final round of one-way communication.

The yellow region of Figure 1.1 currently represents a gap between classical post-processing protocols (act-
ing on data arising from measurement of quantum states) and quantum post-processing protocols operating
on the quantum states themselves. It is known that as long as the state p? is entangled, Alice and Bob can
execute the (quantum) entanglement distillation protocol to distill a secret key. (See [Ben 96b; Ben"96a] for
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a full description of entanglement distillation and [BB85; Deu"96] for a related protocol called quantum pri-
vacy amplification and its application to QKD.) This means that, using the BB84 and six-state signal states,
respectively, secret key can be distilled for all0 < Q < ; and 0 < Q < 1. If there does exist a two-way clas-
sical post-processing protocol that can be used to distill a key within the gap, then we will have that classical
protocols are just as good as quantum protocols for QKD, while if there does not exist a successful two-way
protocol within the gap then there is an advantage to performing quantum post-processing. In particular, the
latter would imply the existence of “bound information”—the classical analogue of bound entanglement'—
which is classical information that contains secret correlations but from which no secret key can be distilled;
see [GWO00; GRWOT; GRW02; CP02; RW03; AGO5] for more information. A previous comparison between clas-
sical and quantum post-processing protocols has been done in [GW99; Bru*03] for a more restricted class of
eavesdropping attacks than those considered here? in which it was found that classical and quantum protocols
do equally well for distilling secret keys.

This thesis provides strong evidence, consisting of analytical and numerical results, to believe that there
does not exist a two-way post-processing protocol that can be used to distill a secret key within the gap. We
do this by first reducing the search for two-way protocols that might break the symmetric extendability of p‘éB
to protocols involving only one round of independent post-selection by Alice and Bob on a block of their data.
We then analyze the symmetric extendability of the post-selected states both analytically and numerically
over many classes of post-selection. This leads to updated threshold QBERs beyond which secret key cannot
be distilled. We show that for the post-selection classes tested none of these updated thresholds are inside the

8ap-

1.1 Outline of the Thesis & Summary of Results

Chapter 2: Background

We start with a brief review of the mathematics of linear operators on finite-dimensional Hilbert spaces and
maps between them, particularly completely-positive maps and channels. We then proceed to a brief review
of quantum states. The end of the chapter is devoted to a general review of QKD, with particular emphasis
on protocols using the six-state and BB84 signal states. For these two types of protocols, we use symmetric
extendability to prove that one-way classical post-processing protocols cannot be used to distill a secret key

for QBER beyond % with the six-state signal states and beyond Z_Tﬁ with the BB84 signal states.

Chapter 3: Symmetrically Extendable States

In this chapter, we define the notion of symmetric extendability of a bipartite quantum state and formulate the
existence of symmetrically extendable states as a semi-definite programming (SDP) problem. We also consider
the problem of explicitly constructing symmetric extensions of symmetrically extendable states, providing one
simple possible method of constructing a symmetric extension.

1Bound entangled states are entangled states that have zero distillable entanglement. See [[Hor97; HHIH98], where they were first
discussed.

2Those works considered only individual eavesdropping attacks, while the results in this thesis will hold for completely general
eavesdropping attacks. See §2.4.1 for details.
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Chapter 4: Two-Way Protocols and Breaking Symmetric Extendability

In this chapter, we begin our search for two-way post-processing protocols that can break the symmetric ex-
tendability of Alice and Bob’s correlations for QBER within the gap. Since we are only concerned with whether
or not key can be distilled within the gap and not with the rate of key distillation, we manage to restrict our
search of protocols to those in which Alice and Bob merely perform an independent post-selection on blocks of
their data according to some classical error-correcting codes. We define the effective quantum state after this
post-selection, and use properties of these states to reduce the search of protocols even further by identifying
codes that give rise to the same effective state. By doing a numerical search, we are able to determine all the
inequivalent codes for small code sizes and block lengths.

At the end of the chapter, we look at some important ways of combining codes to obtain new ones and
examine the effect such combining has on the effective quantum states.

Chapter 5: Repetition Codes

In this chapter, we examine the symmetric extendability of the effective quantum states arising after post-
selection on repetition codes. The protocol defined by this post-selection is the advantage distillation protocol
that currently provides the best bounds on key distillability with two-way post-processing for both the six-state
and BB84 signal states. We use the result in [Che"14] to re-derive these bounds by analytically determining
the symmetric extendability of the effective states. We also use the special method of Chapter 3 to provide an
explicit construction of a symmetric extension of the states within the entire symmetric extendability region.

Chapter 6: Simplex Codes

The repetition codes generalize naturally to simplex codes, which are codes in which the Hamming distance
between any two distinct codewords is a constant. In this chapter, we examine the symmetric extendability
of the effective states arising after post-selection on these codes, using the result of [Ran09] to prove that
they cannot do better than repetition codes, hence proving that they cannot be used to break the symmetric
extendability of the original state within the gap. As in the previous chapter, we use the special method of
Chapter 3 to provide an explicit construction of a symmetric extension of the effective state within the entire
symmetric extendability region.

Chapter 7: Testing the Special Map

In this chapter, we show the results of applying the special method of constructing symmetric extensions
defined in Chapter 3 to over 540,000 randomly-selected codes of varying sizes and block lengths. All of these
tested codes are found to be symmetrically extendable within the gap. We indicate all those codes for which the
corresponding states are symmetrically extendable but whose symmetric extension could not be constructed
using the special method. In particular, we discover that there exist symmetrically extendable states arising
from post-selection on (linear) Reed-Muller codes whose symmetric extension cannot be constructed using the
special method.

The results of this chapter give very strong evidence that there does not exist a two-way classical post-
processing protocol that can distill a secret key within the gap.
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Chapter 8: Numerical Estimation of Thresholds

In this final chapter, we show the results of our numerical estimation of the threshold errors for the inequiv-
alent codes determined in Chapter 4. These threshold errors have distinctive trends as functions of the code
size and block length, all of which strengthen our belief that two-way post-processing protocols distilling a
secret key within the gap do not exist.



Chapter 2

Background

We first review some background material needed for the main part of the thesis. The first section on linear
operators will review the definitions needed and will establish notational conventions. After brief reviews of
quantum channels and quantum states, we will review QKD with the six-state and BB84 signal states and will
derive the QBER upper bounds for one-way classical post-processing and for intercept-resend attacks.

2.1 Linear Operators

The main reference for this section is [Wat16]. All details pertaining to definitions and theorems, and proofs of
theorems, may be found there.

Throughout this thesis, we consider linear operators on finite-dimensional complex vector spaces en-
dowed with the Euclidean inner product, called complex Euclidean spaces for short. We will use ), &, etc. to
refer to such spaces and dg, dg, etc. to refer to their dimension. All such spaces are isomorphic to the Hilbert
space C? where d is the dimension, so that the Euclidean inner product can be written as

d
(plg) = ;M V¢ eC 2.1)

where ¢; refers to the complex conjugate of the components ¢; € C of . When dealing with tensor-product
spaces, we will sometimes use subscripts to distinguish the tensor factors, for example, 4 ® $Hg, which will
sometimes be abbreviated as $4p. In such cases, we will quite often refer to the constituent spaces simply by
their subscripts and write, for example, |)*” or |) .5, to indicate that |) € H,4 ® Hp. The set {]i>A}?§0_ 'c
94 satisfying (i[j) = ¢;; forall0 <i,j < d4 — 1 will be called the standard (orthonormal) basis of $) 4. For tensor

product spaces, we will use the abbreviation |i, /)*? = [i)* ® |j)? for the elements of the standard basis.

The set of all linear operators between $) and 8 is denoted L($), R). We will use the abbreviation L($)) =
L($,$). For linear operators X € L($4 ® $p), we will sometimes write XAB or X 4p, that is, with the tensor
factor labels as a superscript or a subscript, if the space on which the operator acts is important. Every operator
X € L(9, R) can be associated with a matrix whose entry in row i and column j, denoted X;, is defined as

i

Xi=(i|X|j) V0<i<dsa—1 0<j<dg—1
]
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L($, R) isspanned by {]i) (j| : 0<i<dg—1,0<j<dgy—1},soforany A € L($, R) we will very often
write

dg—1dg—1
X=) ) Xl
i=0 j=0 '/

For every X € L(9, R):
1. X € L($, 8) is called the entry-wise complex conjugate of A and is defined as

(X); =X Vo<i<de—1 0<j<dy—1;

2. X" € L(R, $) is called the transpose of X and is defined as

(XT);:X; VOgigdﬁ—l, Ogjgdﬁ—l;

3. X' € L(&,9) is called the adjoint, Hermitian conjugate, or conjugate transpose of A and is defined as

Xr=XT=X.

Definition 2.1 Classes of Linear Operators

For any complex Euclidean space §), we define the following subsets of L(£)):

1. Normal Operators: {X € L($) : XXT = X*X}.

Hermitian Operators: Herm($)) = {X € L($) : XT = X}.

Positive Semi-Definite Operators: Pos($) = {X € L(§) : X =YY, Y € L(9)}.
Density Operators: D($)) = {P € Pos($) : Tr(P) = 1}.

Isometric Operators: U($H,8) = {V € L(H,8) : VIV = 14}. This includes the set
U($) = U(H, $) of all unitary operators on §), which are invertible and satisfy uut =1y
in addition to UTU = 1.

AR RS

Definition 2.2 The vec Map
For any $), R, the map vec : L(R, ) — $ ® Kis defined by

vec (|} (j) = |y @) VO<i<dy—1, 0<j<dg—1. 22)

The map vec is an isomorphism between the vector spaces L(£, §) and $ ® £ and it will be used repeatedly
throughout the thesis. The following identity will be particularly useful:

Trg(vec(X)vec(Y)") = XY' VX, Y € L(R 9). (2.3)
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Theorem 2.3 Spectral Theorem

For any normal operator X € L($)) there exists a unique collection of complex numbers
Ao, ..., Agy—1 € C and an orthonormal basis {|vo), [02), ..., |va,—1)} of $ such that

dg—1

X = Z /\k |Uk> <Z)k| . (24)
k=0

The numbers Ay, ..., A4, 1 are called the eigenvalues of X. They are defined by the condition X |v;) =

Ak |vg) forall 0 < k < dg — 1, where { |Uk>}Zi 0_1 are the associated eigenvectors of X. The set of all eigenvalues
(in which each eigenvalue may appear more than once according to its multiplicity) is called the spectrum of
X, denoted spec(X). The number of non-zero elements in spec(X) is called the rank of X.

The trace of X, defined as the sum Tr(X) = ij(; ! Xﬁi' can be written as Tr(X) = ¥\ cqpec(x) A- The determi-
nant of X can be written as det(X) = [Tjcspec(x) A-

The spectral theorem can be used to prove the following important fact that will be used repeatedly
throughout the thesis.

Theorem 2.4

An operator P € L($)) is positive semi-definite if and only if every eigenvalue of P is non-
negative.

For P € Herm($)), we will write P > 0 or 0 < P to indicate that P is positive semi-definite. More generally,
for X,Y € Herm($)), we will write X > Y or Y < X to indicate that X — Y € Pos($).

By definition, P € Pos($)) if and only if P = B'B for some B € L($)). In fact, for every P € Pos($)) there
exists a unique R € Pos(§)) such that P = R? [Bha07]. Such an operator R is called the square root of P and we
will write it as R = +/P. Given the spectral decomposition

dg—1
P= Z )\k ’Uk> <?Jk’
k=0

of P, it holds that
dg—1

VP =Y /Alo) (vl (2.5)
=0

The set of linear maps A : L($)) — L(RK) will be denoted T($), R) and is sometimes called the set of
superoperators. We will use the abbreviation T($)) = T(9, 9).
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Definition 2.5  Important Subsets of T($), K)

For any two complex Euclidean spaces $), R, we define the following subsets of T($), R).

1. Positive maps: Maps for which A(P) € Pos(R) for all P € Pos(9).

2. Completely-positive maps: Maps for which 1y ¢4y ® A is positive for all d > 1. The set of all
completely-positive maps is denoted CP($), R).

3. Trace-preserving maps: Maps for which Tr(A (X)) = Tr(X) for all X € L($).

An important example of a map in T(H4 ® Hp, Hp) is Tr4, called the partial trace (over A). 1t is defined as
Tra = Tr @ Ty (g, (2.6)
and it is the unique map satisfying the equation
TrAX®Y]=Tr(X)Y VXeL($Ha), Y €L(H).

The partial trace over B, denoted Trp, is defined analogously to Tr 4. The partial trace is trace-preserving, which
can be easily checked. It also happens to be completely-positive, though this is not obvious. For any operator
XAB ¢ L($H4 ® 9Hp), we will often write X4 to mean TrB(XAB). Similarly, XB will refer to TrA(XAB).

Another important example, this time in T($4 ® Hp), is T4, called the partial transpose (on A), and it is
defined as

TA(X) =X VXe L(f)A ®57)B), (2.7)

where by definition

(X™)ij =Xey VO<ik<da—1, 0<jf<dg—1. 2.8)

ij

Kt it

A similar definition holds for the partial transpose Tg on B. The partial transpose is trace-preserving but not
completely-positive.

Definition 2.6 Choi Representation

The Choi representation of A € T($4,$p) is the operator J(A) € L(H4 ® $Hp) defined by

dy—1 dy—1
J(A) = (Is,) © A) ( Y |k k) <k’,k’y> = kz k) (K'| @ A(JK) (K']). (2.9)

k,k'=0 k,k'=0

The Choi representation uniquely specifies the map, which means that any two maps A; € T(4,Hp) and
Ay € T($4,9p) are equal if and only if J(A1) = J(Az). As well, for @1 € T(H4,9Hp) and &, € T(Hp, He), it
holds that

J(@20P1) = (Ip5,) @ D2)](P1)- (2.10)

An important fact that will be used throughout this thesis is the following.

Theorem 2.7 Completely-Positive Maps and the Choi Representation

Amap A € T($4,9H3) is completely-positive if and only if J(A) € Pos(H4 ® Hp).
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This theorem can be used to establish that the partial trace is completely-positive while the partial trans-
pose is not completely-positive.

Now, | : T($4,98) — L(H4 ® Hp) is an isomorphism between T($ 4, H5) and L(H4 ® Hp) since the action
of A € T($4,95) can be recovered from J(A) using

AX) =Tra[(X"®@1p)J(A)] VX €L(%Ha). (2.11)

This means that, givenany W € L($4 ® $p), we can define amap Ay € T(H4, Hp), whose Choi representation
is W, by

Aw(X) =Tra[(XT @ 1p)W] VX € L($Ha). (2.12)
This equation, along with Theorem 2.7, puts the set of positive semi-definite operators and the set of completely-

positive maps in one-to-one correspondence, meaning that each positive semi-definite operator has an associ-
ated completely-positive map defined by (2.12). This fact will be used repeatedly throughout the thesis.

Definition 2.8 Natural Representation

The natural representation of A € T($4,$p) is the operator K(A) € L(H4 @ H24,Hp @ Hp) de-
fined by
vec (A(X)) = K(A)vec(X) VX eL(9H2a). (2.13)

Like the Choi representation, the natural representation uniquely specifies the map. As well, for ®; €
T(f)A,fJB) and &, € T(f)B,fjc), it holds that

K(®y 0 ®y) = K(P1)K(Dy). (2.14)

Definition 2.9 Shuffling Map

For any two complex Euclidean spaces $) and R, define themap S: L(H ® R) > L(H ®H, R ®
R), called the shuffling map, as follows:

(1K, €) (K, 0']) =

00" (kK| (2.15)

forall0 < k,k' <ds—Tlandall0 < (¢ <dg—1.

It follows from the definition of the shuffling map that for all X € L($ ® 8)
(S(X))pe = Xke VOL<kK <dyg—1, 0<£,0 <dg—1. (2.16)

k' K0

The shuffling map is important because is allows us to convert between the Choi and natural representations
of maps in T($), R), as the following proposition proves.

Proposition 2.10
For any A € T($, &), it holds that

10
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PROOF: By writing

dy—1 dg—1
J(A) =Y, Y () [k 0) (K, 2,
kk'=0£,0'=0 ke
so that
da—1
AR K) = Y0 () g 10 (¢ VO<kK <dy—1,
£,0=0 .
we have
dﬁ*l dﬁ—l
SUMA) = 22 X JA)we [6.€7) (kK]
kk'=0¢,0'=0 ke

Therefore, forall 0 < 7,7’ < dg —1,

dg—1

ii')y=), (A s,

£,0'=0

S(J(A))vec(li) (i']) = S(J(A))

0,0") = vec (A(]i) (i'])) .

So S(J(A)) acts by definition as a natural representation of A. By uniqueness of natural representations, it is
the natural representation of A, thatis, S(J(A)) = K(A). W

2.2 Quantum Channels

Definition 2.11 Quantum Channel

A quantum channel is a completely-positive and trace-preserving map in T($), 8) for some §, K.
The set of all quantum channels ® € T($), &) is denoted C(, R).

Quantum channels are viewed as representing the most general kind of evolution of a quantum system.
Evolution given by the Schrodinger equation, for example, corresponds to a unitary channel. The unitary
channels is a simple class of quantum channels defined as ®(X) = UXU' for some unitary U € U($)).

The following theorem provides three important facts about quantum channels.

11
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Theorem 2.12 Characterization of Quantum Channels

For a quantum channel ® € C($)4, Hg), the following hold:
1. J(®) is positive semi-definite and Trg[](P)] = 1 4.

2. ® has the operator-sum decomposition, called a Kraus decomposition or a Kraus representa-
tion of @,

r r
O(X) =Y AXA], Y ATAi =14, (2.17)
i=1 i=1

where r > rank(J(®)). The set { A;}!_; is called the Kraus operators of ®.

3. ® can be written in Stinespring form,
d(X) = Trg[VXVT],

where V : 14 — $Hp @ H¢ is an isometry and dg > rank(J(P)). V is sometimes called an
isometric extension, or purification, of ®.

One possible set of Kraus operators for a channel ® € C()4, Hp) is the the set { A; }mnk ®)) defined by

Al = V(K @ 1) [¢)"F VO <k<ds—1,
rank (J(@))

where {A; }rank ®)) are the non-zero eigenvalues of J(®) and {|4’z> are the corresponding (or-
thonormal) eigenvectors. With this set of Kraus operators, one possible 1sometric extension V of @ is one in
which dg = rank(J(®)) and
rank(J(P))
V= Ai®le)t,
i=1
where {]ei>E}fiqk(] (®)) js any orthonormal basis for .

In the characterization theorem above, the condition that J(®) is positive semi-definite follows from the
complete-positivity of ®, while the condition Trg[J(P)] = 14 is the result of ® being trace-preserving. Sim-
ilarly, for the Kraus representation of ® given in (2.17), the fact that ®(X) = Y_; A; XA follows from the
complete-positivity of ®, while the condition Y/ ; ATA; = 1,4 is the result of ® being trace-preserving.
This means that any completely-positive map can be represented in the form (2.17), except that possibly
Y7 1 ATA; < 14 since completely-positive maps are not generally trace-preserving. Finally, the fact that
®(X) = Trg[VXV'] follows from the complete-positivity of ®, while the condition that V is an isometry is
the result of ® being trace-preserving.

By observing that when ® € C()4,95) the operator po = 7-J(P) is positive semi-definite and has
unit trace, that is, pp € D($H4 ® $Hp), we obtain a one-to-one correspondence between the set D = { p €

D($H4 ® Hp) : Tre(p) = g—ﬁ} of density operators and the set of all channels C($4,%5), a correspondence

that is sometimes called state-channel duality or the Choi-Jamiolkowski isomorphism. Specifically, by (2.12), every
density operator p € D defines a channel ®, € C(4, Hg) according to

(DP(X) = dATI'A[(XT ®]13)p] VXe L(ﬁA),

and every channel ® € C($)4, $p) defines the density operator pgp = %](Cb) € D($4 ® $Hp). Density operators
not in D will, by Theorem 2.7, correspond to completely positive maps according to (2.12).

12
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The Stinespring form ®(p) = Trg[VpV'] of a CP map or channel ® € T(£)4, $p) has the following physical
interpretation: the input state p € D($)4) interacts with its environment, modelled by the space $, via the
isometry V, leaving the system and environment in the joint state VpV*. The state of the system resulting
from this interaction is then given by tracing over, or “ignoring”, the environment. If we instead ask what
happsn to the environment after the interaction, then we obtain the following.

Definition 2.13 Complementary Map

For @ € CP($)4,$p) in Stinespring form,
®(X) = Tre[VXVT] VX € L($H2),
the map ®° € CP($H4, HE) complementary to P is defined by
®°(X) = Trg[VXVT] VX €L(Ha).

@€ is unique up to isometries on k.

Definition 2.14 Degradable and Anti-degradable CP Maps

A completely-positive map ® € CP (4, Hp) is called degradable if there exists a quantum chan-
nel & € C($p, Hr), called the degrading map, such that

Eod = P°.

® is called anti-degradable if its complement ®° is degradable, that is, if there exists a quantum
channel € € C(Hg, Hp) such that

Eod = .
YB Y8
P P
xA & x4 &
P P°
ZVE ZE
@ degradable ® anti-degradable

Figure 2.1: Degradable and anti-degradable CP maps ® € T($)4, $3).

As indicated in Figure 2.1 above, degradable CP maps & are those whose complements may be simulated
by processing, or “degrading”, the output of ® using &, while anti-degradable maps are those than can be

13
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simulated by degrading the output of the complementary map ®° using €.

2.2.1 Pauli Channels
An important class of channels in C(C?,C?) is the Pauli channels {¥5 : f = (px, py,pz) € R?, py, py,pz >
0, px + py + p. < 1}, where

Y5(X) = piX + pxoxXoy + pryXU; + p.0: X0l VX € L(C?), (2.18)

pr =1— px — py — pz, and 0y, 0y, 0 are the Pauli operators and are defined in the standard basis of C? as

Oy = {(1) é} RS [? 61] , 0, = Ll) _OJ . (2.19)

We will sometimes use the alternative notation oy = 0y, 02 = 0y, and 03 = 0; to refer to them. They are
2 = g2 = 1¢2. Together with 0y = 1¢2, {12, 0%, 0y, 02 } forms an

traceless Hermitian operators satisfying 02 = oy
orthogonal basis for L(C?). As such, any operator X € L(C?) can be written as

Z«xl yoi,  a;(X) = Tr(X'o;). (2.20)

'¥'5 has Kraus operators

A= /pilc2, Ax= P20z, Ay = \/Py0y, Az= P20z,
so that an isometric extension of ‘I’ﬁ is
E E E E
Vo, =A1®00)" +A:®[1)"+ A, ®[2)" + A ®3)".

The Choi representation of ¥ is
J(¥Y5) = 208en (),
where
peen(F) = pr [ @) (T |+ px [¥7) (¥ |+ py [¥7) (Y[ +p:|@7) (@7 (221)
and

N
|<I> > \[(]0 ,0) +[1,1)), }CD > \[ (10,0) — [1,1)),

¥ =

(2.22)

(10,1) +1[1,0)), [¥7):=—=(0,1) —[1,0))

\ﬁ Tﬁ
are the Bell states. They form an orthonormal basis for C? ® C? and feature prominently throughout the thesis.

Density operators that are diagonal in this basis are called Bell-diagonal states and will be explored further in
§2.3.1.

An important subset of the Pauli channels comes from setting p, = py, = p, = % forsome 0 < Q <

UJ\N

3
¥ )(X) (1 — f) X+ %axx(r; + %nyo'; + %UZXUZT
Q

> (X + ox X0t + O'yXU'; + 0, Xo})

Ne)
N}
Ne)

= (1-2Q)X +
= (1-2Q)X 4 Tr(X)Qllc2,

14
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where in the last step we used the fact that

1
5 (X+ 0 X0y + 0y Xof + 0. Xo?) = Tr(X)le2 VX € L(C?).

The channels {Ap: 0 < Q < %} defined by
Ag(X) = (1-2Q)X+Tr(X)Qle> VX € L(C?) (2.23)
are called depolarizing channels. A 1= A is called the completely-depolarizing channel.

The Pauli operators and Pauli channels can be generalized to spaces of dimension higher than two, as we
will see in Chapter 6.

2.3 Quantum States

The set of possible physical states of a quantum system is modelled by the set D($)) of density operators on
a complex Euclidean space §). If a system consists of a set of n subsystems labelled 1,2, ..., n, then the set of
states is D($)1 ® $; ® - - - ® H,,), where $); is the underlying space of subsystem i. The subsystems are also
sometimes called registers.

The set of density operators is a convex set, which by definition means that for any p1, 02 € D($), pp1 +
(1—p)p2 € D(H) forall p € [0,1]. The sum pp; + (1 — p)p2 is called a convex combination of p; and p, and can
be generalized to arbitrary probability distributions {p;}" ;, so that p1p1 + p2p2 + - - - pupn is called a convex
combination of p1,02,...pn € D(ﬁ)l. The convex hull of a subset D of density operators is the set of all density
operators that may be written as a convex combination of the density operators in D. The extremal points of
a convex set are those elements of the set that cannot be written as a non-trivial convex combination of other
elements in the set. An important consequence of the definition of extremal points is that any convex set is the
convex hull of the set of its extremal points.

The set of extremal points of the set D($)) is called the set of pure states. Pure states have unit rank and are
of the form |ip) (| for some unit vector |) € . We commonly refer to the pure state |) (1| as |¢), although
this identification is unique only up to a complex phase factor since for any a € C with |a|?> = 1 the vector
|¢) := a |P) has the same corresponding pure state as |¢): |¢) (¢p| = |a|? |¢) (¢| = |¢) (¢|. Since pure states
are extremal points in $), any density operator can be written as a convex combination of pure states.

Theorem 2.15 Schmidt Decomposition

Any non-zero vector |§) € $ ® & can be written in the form

9) = ]:Zlmm 1),

where n = min{dg,dg}, {si}}_, is a set of positive real numbers, and {le1),...,|es)} C 9,
{lf1),-.-,|fn)} C R are orthonormal sets.

IThe notion of convex sets and convex combination, as well as the notions of convex hull and extremal points to be described
below, are defined for any subsets of elements of a vector space, not just for the space of density operators.

15
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Definition 2.16 Purification

A pure state |¢) € ) ® Ris called a purification in 8 of p € D($) if Tra(|y) (¢|) = p.

Given two purifications [¢),|¢) € $H ® K in R of a density operator p € D($)), there exists a unitary
U € U(R) such that

9) = (s @U)[¢).

This fact is often called the unitary equivalence of purifications.

Theorem 2.17 State Purification

For any p € D($)) there exists a purification |¢) € $H @ Kin R of p with dg > dg.

An important fact that we use in this thesis, which can be verified using (2.3), is that for any p € D(9)
vec(,/p) € $ ® Ris a purification of p in &, where dg = rank(p).

Definition 2.16 and Theorem 2.17 can be generalized to apply to arbitrary positive semi-definite operators,
not just to density operators. This allows us to prove the following fact about the complements of completely-
positive maps.

Proposition 2.18

Givena ® € CP($ 4, H3), the Choi representation of the complementary map ¢ € CP($4, k)
is given by (up to isometries on $r)

J(®°) = Trs|9) (¢lo),
where [1) 5, € H4 ® Hp @ HE is a purification of J(P) in H.

PROOF: Let Vg € U($H4,Hp ® HE) be an isometric extension of ® for some space Hr with dg > rank(J(P)).
Then,

da—1
(14 ® Vo) ( ) \k/k>AA> = P)o
k=0

is a purification in ¢ of | (D) by definition of the action of ® in Stinespring form. Therefore, by definition of
the action of ®¢ in Stinespring form, we have

dy—1 dy—1
Trg[|¢) (Y] = Trp[(1a ® Vo) (ka |k, k) (k’,k’\) (14 ® Vo)'] = (Iy5,) @ D) (ka |k, k) <k’,k’\> = J(@),
=0 =0

as required. W
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Definition 2.19 Separable and Entangled States

A density operator p € D($) ® R) is called separable if there exists n € IN, collections {7; : 1 <
a<n} CD($) and {¢;:1 <a <n} C D(R), and a probability distribution {p; : 1 <i < n}
such that

o= pu®R;
i=1

A density operator that is not separable is called entangled.

An important theorem due to Peres and Horodecki [Per96; HHH96], sometimes called the Postive-Partial-
Transpose (PPT) criterion, gives a necessary and sufficient condition for density operators on C? @ C? to be
separable.

Theorem 2.20 PPT Criterion

A density operator p € D(C? @ C?) is separable if and only if p™, the partial transpose of p on
the second tensor factor, is positive semi-definite.

For density operators p € D(C% ® C?) on higher-dimensional spaces, the PPT criterion is merely neces-
sary and not sufficient for separability. It can still be useful, however, since if p™ has a negative eigenvalue,
then p is entangled.

A purification is an example of what is called an extension of an operator, a concept that is particularly
important in this thesis.

Definition 2.21 Extension of an Operator

For any X € L($)), an operator Y € L($) ® ) is called an extension of X to K if

For any X4 € L($4), XB will be used to denote an extension of X* to $p.

The following important fact tells us that an arbitrary extension of a positive semi-definite operator can be
“reached” from its purification by some quantum channel.

Theorem 2.22

For any extension Y € Pos($) ® £) of X € Pos($) to £ there exists A € C(R, £) such that

(s @ A) (1) (]) =Y,
where |¢) € $ ® Ris a purification of X in K.
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2.3.1 Two-Qubit Bell-Diagonal States

Two-qubit Bell-diagonal states comprise density operators that are diagonal in the Bell basis introduced in
(2.22). Recall from (2.21) that they have the general form

pien(F) = p1 [ @) (@F | +px [¥7) (¥ | +py [T7) (Y| +p:z |27) (@~

) (2.24)

where j = (px, py, p-) satisfies px +p, +p. < 1,and p; = 1 — px — py — p.. Animportant class of Bell-diagonal
states that will be considered in this thesis is the isotropic states?, which for 0 < Q < % are defined as

0iso(Q) = (1 —2Q) |®) (7| + %1@@)@. (2.25)

We can observe using (2.23) that pis, (Q) is proportional to the Choi representation of the depolarizing channel
Ag.

Now, just as (2.20) gives us a decomposition of any X € L(C?) in terms of the Pauli operators, any X €
L(C? ® C?) can be written as®

1 3
X=7 Y (X))o @0y, i(X) = Te[X"(0; ®07)]. (2.26)
i,j=0

Under this decomposition, pgej () has the form
L 1
Pgen(P) = Z(HCZ ® Lz + ax0x @ 0% + ay0y ® 0y + 1,0, @ 03), (2.27)

where &y = «11(0en (7)), &y = a22(0pen (7)) and a; = a33(ppei (7)) are given by
Wy =Pr+px—Py— Pz &y = —Pr+pPx—Py+Pz &=pr—px—py+pz (2.28)

Using this decomposition, we observe that pg.y (7) is invariant under oy ® 0y and 0, ® o3: for all p,

(0x @ %) ppen (P) (0x ® 0x) = ppenn (P), 229)
(O-Z & O'Z)pBell(ﬁ) (UZ ® O-Z) = pBell(ﬁ)‘
We also see from this decomposition that pgey (7) is invariant under transposition: for all 7,
(0Bt (P))" = oBen(?), (2.30)

since 0y = 0y, 07 = 0z, and 0y = —0y = (0y ®0y) = 0y @ 0y.

We can assume without loss of generality that the coefficients { py, px, py, p- } satisfy the following [BA07],

p1 = max{pi, px, Py, Pz}, Pz = min{py, px, py, pz}, (2.31)

2Isotropic states p € D(C? @ C“) are defined by the condition [HH99] (U ® U)p(U @ U)t = p for all U € U(C?). These states
are often erroneously called Werner states, which are strictly-speaking a completely different class of states [Wer89] defined by the
condition (U @ U)p(U ® U)t = p for all U € U(C?). While for the two-qubit case the isotropic and Werner states are unitarily
equivalent, which is why the names are often used interchangeably, this is not so in higher dimensions.

3 An analogous decomposition holds for any operator in L((C?)®") for any n.
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since any Bell-diagonal state not of this form can be put into this form by means of the following local operators

that transform the Bell basis elements:
D7) (DF| = [@7) (D] (A—icz) ® (1 —icy),
(D7) (D7 |« [¥) (¥ - (0x +02) @ (0x + 02),

(1+i0z) ® (1 —ioy).

NI =N =N =

(¥ (¥ o [¥7) (¥

Proposition 2.23

Every state ppen(F) = pi [@F) (O] + py [¥4) (¥F |+ py [¥7) (¥7| 4 pz [~} (& | of the form
(2.31) is separable if and only if
p[ S px+Py+Pz-

PROOF: We will use the PPT criterion of Theorem 2.20 to prove this. In the standard basis of C2 ® C2, we
have

mE oo e
PBen(P) = ’ w e
e - Px—Py  PxTPy
;71(2);92 (2) (2) Plg Pz
Then, the partial transpose (pgen (7)) is

s o o mn

0 Pxtpy  pi—p 0

(pBen (7)™ = o por i oo |-

Px—Py (2) (2) ptpe

2 2

which has eigenvalues
P1+Px+Py—Pz, pl+px_Py+pz/ Py+pz+p1_px/ py+pz_pl+px-
Non-negativity of these eigenvalues leads to the conditions
PI1>Pz—Py—Px PIZPy—Pz—Px, P12 Px—Py—Pz PI=Py+pztpr (2.32)
The last of these, which is the claimed inequality, is clearly necessary for the positive semi-definiteness of
(oBen (7)) ™ and hence for the separability of ppeyi (7) by the PPT criterion. We now prove that it is also sufficient.
Assuming p; < py + py + pz, because p; = max{py, px, Py, pz}, we can write this inequality as
pz+px=pr—py = —(pr—py) = —Pr+py = p12py— Pz~ px
which is the second inequality in (2.32) above. Next,
PLSpxtpy+pz=py+pz=pr—px>—(pr—px) = —Pr+px=pr2px—py— Pz
which is the third inequality in (2.32) above. Finally,
PL<pxtpy+pz=py+px2pr—p:=—(pr—pz) = —pr+p:=pr2p:—py—px

which is the first inequality in (2.32) above. So the inequality p; < py, + p. + px is also sufficient for the positive
semi-definiteness of (ppep(7#))™ and hence for the separability of ppe (7). W
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2.3.2 Measurements

Physical measurements of a quantum system are modelled by positive operator-valued measures (POVMs), which
are sets M = {I1,},e; C Pos($) satisfying Y ,c;I1, = 1. The elements of the index set I are used to label
the outcomes of the measurement. Given a quantum state p € D(£)), the random variable Oy, describing the
outcomes of the measurement has by definition probability distribution

Pr[Onp = a] = Tr[IL,p]. (2.33)

Quite often, measurements are described using observables, which by definition are Hermitian operators in
L($). The POVM corresponding to a measurement of an observable is the set of projection operators appearing
in its spectral decomposition and the outcome set I is the set of its eigenvalues.

For every state p, the POVM M defines the ensemble {(pat, (@), 0at,a) }ac1, Where

VITpy/Tl,

a) = Pr|Oy, = 4|, =
PM,p( ) [ M,p | -

This is not the only ensemble one can define. Quite often, one writes I, = M!M, for all a € I for some
collection {M, },c; C L($) and sets
_ MaPMg

PMm,o (a)
In both cases, the collections { M, },c; and {\/T1; },¢; are the Kraus operators of a channel giving rise to the
state py after measurement defined as

OM,a

pxc = 1 pacp(a)pata = ) MapM] <0r )y mpm) : (234)

acl acl acl

Physically, the ensemble corresponding to a measurement represents the probabilistic knowledge of the
experimenter performing the measurement about the outcome that occurred. Sometimes, the experimenter
will want to post-select certain outcomes of the experiment that are desired. Suppose some subset I, C I
represents these desired, or “successful” outcomes of the experiment. The state (2.34) after measurement can
be written as

oM = Z MaPMZ + E MaPMI'

acl; IZEI\IS

The state after post-selection on I; is then taken to be

MM}
oy = et VM pere s = Y pagela) = T (Z MupMZS) -
pM,p acly acl;

2.4 Quantum Key Distribution

The goal of quantum key distribution (QKD) is to use the laws of quantum physics to establish a secret key
between two parties, conventionally called Alice and Bob, in the presence of an eavesdropper, conventionally
called Eve. The key is then used to communicate securely between Alice and Bob using for example the
one-time pad encryption scheme (see [Liit14] for details and further motivation).
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To achieve their goal, Alice and Bob have access to a classical communication channel that is authenticated,
which means that Eve can only listen to Alice and Bob, not alter the messages being sent. They also have
access to a quantum channel that is not authenticated, meaning that Eve can tamper with the channel in any
way that is allowed by quantum physics. For the purpose of security analysis, the channel and Eve are not
distinguished: any alteration of the signals through the channel is assumed to be due to Eve.

A QKD protocol is typically split into a quantum phase and a classical phase, which proceed as follows.

Quantum Phase

1. Distribution: Alice prepares an ensemble {(p;, |¢;)) }; of states according to a probability distribution
{pi}i and sends signals with these states to Bob through the quantum channel several times.

2. Measurement: Bob measures each of the signals sent by Alice using a POVM Mg = {B;};.
Classical Phase

1. Parameter Estimation and Continuation Decision: Alice and Bob use the information about the signals
sent and the measurement results obtained to estimate the probabilities p;; that Bob got measure-
ment outcome 7 given that Alice sent signal j. These probabilities allow Alice and Bob to estimate
Eve’s information about the measurement results. If they determine that Eve has obtained too much
information, then they abort the protocol; otherwise, they continue to error-correction and privacy
amplification.

2. Key Map: Alice and Bob execute some local operation to transform their data* into strings called raw
keys.

3. Error-Correction: Alice and Bob communicate over the classical channel to correct any discrepancies
in their raw keys, which may have arisen from Eve tampering with the quantum channel during
the quantum phase. This results in equal strings between Alice and Bob but gives Eve additional
information about the key.

4. Privacy Amplification: This step takes the strings held by Alice and Bob and maps them to a shorter
string that can be proved to be uncorrelated with Eve’. The result is a secret key.

Note that at least some of the states in the ensemble used by Alice should be non-orthogonal, otherwise
Eve could simply intercept the signals sent by Alice, perform a measurement to perfectly distinguish them, and
resend them to Bob without ever being detected. Also, the parameter estimation step involves communication
between Alice and Bob over the classical authenticated channel in order to obtain an estimate of the probabili-
ties {p;|j };,- This means that they will be sacrificing some amount of their data since all information announced
could be accessed by Eve. We will assume throughout this thesis that Alice and Bob have enough data so that
they can determine the probabilities {p;|;}; exactly. This assumption holds in the so-called infinite-key limit,
in which the number of signals distributed between Alice and Bob during the distribution step approaches
infinity. All statements and analyses concerning secret key distillation will assume this limit throughout this
thesis.

The error-correction and privacy amplification steps are collectively called one-way (classical) post-processing
protocols as they require classical communication to establish a secret key using the raw key data from either

4 Alice’s data consists of the signals sent and Bob’s data consists of the results of his measurement on the signals.
5See [BBRSS; ILL8Y; Ben*95] for privacy amplification in the presence of an eavesdropper with classical information and [KMRO05;
RK05; Ren05] for privacy amplification in the presence of an eavesdropper with quantum information, which is most relevant to QKD.
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Alice or Bob®. Throughout this thesis, we will assume without loss of generality that one-way post-processing
protocols are used to establish a secret key using Alice’s raw key. Also, as alluded to in the introduction, Alice
and Bob might first execute the advantage distillation protocol (involving communication from Alice to Bob
and from Bob to Alice) before performing the key map step and subsequently error-correction and privacy
amplification. Any such additional protocol will be generally referred to as a two-way (classical) post-processing
protocol.

QKD protocols with quantum phase as described above are typically called prepare-and-measure (PM) pro-
tocols. An alternative, but equivalent approach is to let an untrusted source distribute bipartite entangled
particles to Alice and Bob, who then measure them using pre-specified POVMs M4 = {A;}; and Mp = {Bi},.
QKD protocols with such a quantum phase are called entanglement-based (EB) protocols. In EB protocols, both
Alice and Bob perform measurements while in PM protocols only Bob measures. For the parameter estimation
step in EB protocols, Alice and Bob use some of their measurement results to estimate the set of states p*® that
are consistent with their observations, that is, states p satisfying

Pr[OMArP = Z" OMB/P = ]] = Tr[(Al ® B]).OAB] v Z'/]'/

where Pr[Oy, » = i, Ox,,p = j] represents the observed statistics. The remaining error-correction and privacy
amplification steps proceed as in PM protocols.

Source-Replacement Scheme

EB and PM protocols are equivalent since any PM protocol can be converted to an EB protocol by placing the
entanglement source in Alice’s lab. This conversion is done using the so-called source-replacement scheme and
is described in [Liit14]. The idea is to identify the ensemble {(p;, |¢;)) }; prepared by Alice with the state

[9) source = Lo v/Pi Imi)* @ [9i) ™,

where {|m;)}; is an orthonormal set, and let M4 = {|m;) (m;|};. Alice’s measurement of the register A with
this POVM effectively prepares the A’ register in the required signal states with the correct probabilities, which
is then sent to Bob. Any interaction by Eve while the signals are being sent to Bob will change the state from

lp) i)ﬁ;ce to another state pA®, which they must then estimate during parameter estimation as described above.

2.4.1 Attack Strategies

An attack strategy consists of a pair (N, M), where N represents Eve’s interaction with the signals while they
are travelling from Alice to Bob (in the PM scenario) or while the signals are being distributed amongst both
of them (in the EB scenario), and M is a POVM describing the measurement Eve performs to gain information
about the key bits. The interaction N is implemented by attaching a probe to the signal being sent and per-
forming the interaction in the joint signal-and-probe system. The POVM M then measures the probe. Attack

strategies are typically put into three classes”.

®Typically, the communication in such protocols is also only in one direction, though this is not required. “One-way” simply refers
to the fact that the raw key from only one of the parties is being used to establish the secret key.
7See also [BA07] for a concise summary of these attack strategies with some additional details not provided here.
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Individual Attacks

Eve interacts with the signals individually and in the same way each time as they are being sent from
Alice to Bob and measures her probes individually immediately after. For protocols that include a step
called sifting to be described below, Eve might wait until the end of sifting before making her measure-
ment.

Collective Attacks

Eve interacts with the signals individually and in the same way each time as they are being sent from
Alice to Bob. Instead of measuring the probes individually, however, she measures them collectively.
She might even wait until after the classical post-processing phase to do the measurement.

Coherent/Joint Attacks

Eve does not interact individually with the signals but uses a probe to interact with them coherently as
one large entity. She then waits until a time of her choosing before measuring.

For the purpose of analyzing QKD protocols, it is common to use the entanglement-based picture. As

mentioned above, Eve’s interaction then results in a state p8 = (I, @ N)([p) <¢|§)ﬁ;ce) that Alice and
Bob must estimate before proceeding to the one-way classical post-processing protocols. In individual and
collective attacks, the state pAB is of product form, pAB = (U'AB )®", where n is the number of signals distributed
and /B is the state describing the correlations between Alice and Bob for each signal. In coherent attacks, the
state p”® need not have product form and there could indeed be correlations between the different signals

corresponding to Eve using her probe to interact with multiple signals at the same time.

Individual attacks are weaker than collective ones, so it is common nowadays to prove security against
collective attacks. During parameter estimation, Alice and Bob can then simply estimate ¢**® corresponding to
one signal. In fact, it was proved in [Ren05] (see also [Ren07; CKR09]) using the quantum de Finetti theorem
that coherent attacks cannot be stronger than collective attacks for protocols that are symmetric in the different
uses of the channel; in particular, for such protocols, security against collective attacks implies security against
general coherent attacks. Therefore, for protocols that are symmetric in the use of the channel, the assumption
of a collective attack, and hence of a product form for the state 8, does not give Eve an advantage.

Since in collective attacks Eve can arbitrarily delay her measurement, we assume that she has a quantum
memory to store her quantum information. For the security analysis of QKD protocols, her quantum informa-
tion, along with Alice and Bob’s classical information, is described by an extension pAB Eto 9F of pAB , but since
by Theorem 2.22 there exists a channel on the purification space that maps to pABF from a purification of p45,
we make the worst-case assumption throughout this thesis that Eve’s knowledge corresponds to a purification
of pAB.

Having estimated the state pA® during parameter estimation, Alice and Bob must decide whether or not
to continue to the one-way classical post-processing protocols to distill a secret key. The following important
result in [M(CL06] gives a condition under which a secret key definitely cannot be distilled by any one-way
classical post-processing protocol.

Theorem 2.24 Symmetric Extendability and One-Way QKD [MCL06]

If Alice and Bob’s measurement results are consistent with a state p4® that has a symmetric ex-
tension to a copy of B, then there does not exist a one-way Alice-to-Bob classical post-processing
protocol to distill a secret key.
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PROOF: If pAB is symmetrically extendable to p455’, then by Theorem 2.22 there exists a channel on the
purification space $)r mapping a purification of p4® to p4P". Since the purification register E, and therefore
B’, is assumed to belong to Eve, it holds that Eve can perform a local quantum operation such that pA%" = pAB
by definition of symmetric extendability. Under one-way Alice-to-Bob communication, it therefore holds that
Eve is just as knowledgeable about Alice’s key information as Bob is, so that the resulting key is not secure. W

As described in the introduction, it might be possible to break the symmetry between Bob and Eve result-
ing from a symmetrically extendable state 8 by first performing a two-way post-processing protocol followed
by the one-way Alice-to-Bob error-correction and privacy amplification protocols. The existence of such addi-
tional two-way post-processing protocols is the subject of this thesis.

It is worth mentioning that no classical post-processing protocol distilling secret key exists whenever p?
is separable. One-way protocols do not exist by Theorem 2.24 above since all separable states are symmetri-
cally extendable, as we will see in Chapter 3. Nor do two-way protocols exist that can break this symmetric
extendability of separable states since separable states remain separable, and hence symmetrically extendable,
after any two-way protocol. Separable states correspond to intercept-resend attacks in which Eve intercepts the
signals being sent from Alice, measures them, and resends to Bob the signal corresponding to her measurement
result.

2.4.2 Six-State Signal States

QKD protocols with the six-state signal states [Bru98; BG99] are defined by the following ensemble of six pure
qubit states prepared by Alice:

1 NS SR
S0 £D), i) = = (10) i 1) (235)

Recalling the Pauli operators defined in equation (2.19), we have that the first two states {|0), |1)} are eigen-
vectors of 3, so we call them the z-basis; the second two states {|+),|—)} are eigenvectors of oy, so we call
them the x-basis; the last two states {|+i),|—i) } are eigenvectors of ;, so we call them the y-basis. These three

bases are pairwise mutually-unbiased, which is to say that all the outcomes of measurement in one basis of any
state prepared in another basis have probability 3.

0), 1), |£)=

The following analysis, as well as the analysis in §2.4.3 below, has been adapted from [Myh10]. Alice

chooses with probabilities g4, q? q2 a signal at random (with probability 1) from the x-, y-, or z-basis, respec-

tively, and sends it to Bob. Bob measures the signal using the POVM Mp = {B((Jx), ng), B(()y ), Bgy ), Béz), Bgz) },

where o "
X X
1(30) = g3 |+) (+], B(l) =q7 =) (=],
By = 5’ i), (+il, By =qf|-i) (~il, (2.36)

By =atloy(ol, B =t 1) (1),
That is, Bob chooses with probabilities g2, qB g% to measure in either the x-, y-, or z-basis, respectively. The
x, Y, z superscripts on the POVM elements label the basis choice, and the 0,1 subscripts label the outcomes of

the measurement in the chosen basis.

To get the equivalent EB protocol, we use the source-replacement scheme outlined above. The source state
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on Alice is by definition

: 4 4 % :

9 ree = VB o) @ 14) /B ) @) 4/ o) @ |+)
9y g4 g4

A\ 5 Ima) @ =) +4/ - [ma) @10) + 1/ - [ms) @ 1),

and measuring using the POVM {|m;) (m;|}3_, prepares the A’ register in the states to be sent to Bob through

the channel. Due to the linear dependence of the signal states, however, we can write |l[J> source aS
AN 1
|ll)>source = 7(|M0> ® |O> + |M1> ® |1>)’ (2.37)

V2
where

1
wwzﬂwamw+qﬂmH-wmm+ wm9+2wmyy

lu1) = <\/q7x\mg \/qjlml —|—1\/%]m2 —1@\1113 +\/£\m5 )

The state (2.37) is nothing but the Schmidt decomposition (recall Theorem 2.15) of |y 24 ource- Since |ug) and
|u1) are linearly independent and orthogonal, they span a two-dimensional subspace of §) 4, so we can simply
relabel them as |0) and |1), respectively, to get

’ 1
|@$M=Vﬁm®m+M®m» (2.38)

Therefore, instead of measuring using the POVM {|m1> (m;|}>_,, Alice can measure in the two-dimensional
subspace using the POVM M := {IT |m;) (m;| IT'}?_,, where IT = |0) (uo| + |1) (11| and

TT|mo) (mo| TT" = g2 |+) (+] = ﬁ,HWﬁmmf—%\Hﬂ:Am
Hmﬁwmfzﬁvw«ﬂ:Aw,HW@me:%kun— AY,
T ma) (ma| TT" = g2 |0) (0 = A, TT|ms) (ms| TTH = g2 [1) (1] = %

where as before the x,y, z superscripts label the basis choice and the 0,1 subscripts label the outcomes of the
measurement in the chosen basis. Therefore, measurements by Alice in either the x-, y-, or z-bases prepares a
state in the same basis in the A’ register. For the x- and z-bases, the prepared state is the same as the one left
on the A register after the measurement, while for the y-basis the prepared state is opposite to the one left in
the A register after measurement.

An additional step, which occurs either before or after parameter estimation, is called sifting. In sifting,
Alice and Bob, through discussion over the classical channel, announce their basis choices and discard those
signals for which their basis choices did not coincide.

Parameter Estimation

After Alice’s measurement, the register A’ is sent to Bob, giving an eavesdropper the opportunity to interact
with it. This means that once Bob has received the signals and made his measurement the correlations between
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Alice and Bob will be described by the state p4% = (T5,) @ N)(|9) (l/)|i)ﬁ/rce), where N is the interaction and
|1/J>i;ﬁ;ce is as written in (2.38)8. Using (2.26), we have that any quantum state pB can be written in the Pauli

operator basis as
1 3
p”=12%%@“Wf®ﬁ,wwM%ZHVMWf®ﬁn
i,j=

where by normalization ag(p48) = 1. This leaves Alice and Bob with 15 parameters to estimate, which they
can do since (xi,]-(pAB) is nothing but the expectation value of their measurements of the corresponding Pauli
operator. In particular, by observing that

Uf:;(ﬁﬁ_ﬁﬂ ViA0,
1 i ' .
(T]B == (Bé]) — By)) Vji#0,
9j
we have
Tr pAB(A(()i) _ Agi)) ® (B(()j) _ BY)) p(i,j) B p(i,j) B p(i,j) n p(i,j)
D‘i,j(PAB) — [ — ] _ 0,0 0,1 . Bl,O 1,1 Vi,j 75 0’ (2'39)
qi 4; qi q;
where

Alice chose basis i, ) ]

pl({t,[g) = Tr[pAB(A](gl) ® Bé]))] = Pr |:(OMArP = k’ OMB/.O = E) ﬂ ( Bob Chose basisj

The remaining coefficients with either i = 0 or j = 0 can be determined using the fact that
(i) (i) _ A (i) (i) _ B ;
Ay +Ay =q{1y and By’ +B;’' =g/l Vie {xy,z}.

An important quantity is the quantum bit-error rate (QBER) Q;, which is defined as the probability that Alice
and Bob disagree on their measurement outcome given that they measured in the same basis i. It is equal to

Q; :==Pr [(OMM) # Oy p) ‘(A]ice, Bob chose basis 1)}

_ Pr[(Alice, Bob chose basis i) ( (O,,p 7 Oy 0) ]
Pr [Alice, Bob chose basis ]
Pr [(Alice, Bob chose basis i) N (Oxt,,p = 0, Oxgzp = 1) ]

ai'a;
i (2.40)
Pr [(Alice, Bob chose basis i) ) (Oxt,,0 = 1, O = 0)]

_.I_
qiq}

s+l

= Qi = Py Vie{xyz}

The states pA® with which we are interested in this thesis are those that arise from Eve performing a Pauli
channel interaction ¥ as defined in (2.18). We have then that the state pB, which is proportional to the

8Since (2.38) is nothing but the state ’@* ), 0B is simply proportional to the Choi representation of N.
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Choi representation of ¥, is Bell-diagonal. Since Bell-diagonal states can be written in the form (2.27), the
Bell-diagonal state consistent with the measurement outcomes of Alice and Bob is

1 3
PP = L)o@ of,
i=0

where by using (2.39)
oamy _ TeltP Ay — Al @ (B - BY)]
’Xl,z(P ) - A B
qi 4;
Bl Y et Mk Y
qi'q? gqP
oy sy Pl + ey
- A_B —2Qi.
q;°49;
But (i,i) (i) (i) (i) (i) () (i) (i)
7901,6 + 7901,,11 + 7911,6 + 7911,,11 =Tr [PAB (Aol + All ) ® (Bol + Bll )} = %‘A‘ﬁ-
g, 71
Therefore,

wii(p"P) =1-2Q; Vie{1,23}.

Therefore, in the case of a Pauli channel interaction?, it is enough for Alice and Bob to estimate the three QBERs
Q; in order to estimate p”*? instead of the usual 15 parameters. This also means that they can perform sifting
before parameter estimation. In the Bell basis, p8 has the form

pr — (1 _ %(Qx +Qy+ QZ)> @) (@7 | + %(Qz —Qx+ Q) [¥) (¥

+5(00 = Qy+ Qo) [¥7) (¥ |+ 5(Qy — Q: + Q) [07) (@ .

(2.41)

In other words, the noise parameters f = (px, py, p-) characterizing the Pauli channel interaction are

1 1

(QZ_QX+Qy)/ Py: E(Qx_Qy+Qz)/ pZ: *(Qy_Qz‘l’Qx)-

px: 2

N —

If in addition to the assumption of a Pauli channel interaction we take Q,» = Q, = Q. = Q, that is, equal
QBER in each basis, then we get

oA® = (1 - §Q> @) (@ |+ 5 ot @+ F1¥) (¥ [+ 5o (@ 42)

=(1-2Q)|®") (@*|+ %JLA ®1g,

which is the isotropic state (2.25). The Pauli channel giving rise to this state is the depolarizing channel Ag.
This noise model with equal QBER in each basis is the most commonly analyzed one for the six-state protocol,

9We do not have to assume, as implied here, that Eve performs a Pauli interaction. As described in [BA07; Myh10], before
measuring their particles Alice and Bob can perform a symmetrization procedure called twirling that takes any state and makes it
Bell-diagonal, effectively making Eve’s interaction a Pauli channel.
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and it will be the focus of this thesis!?. As seen before, positive semi-definiteness of the state requires that
0<Q<L 2 although in this case it is enough tolet 0 < Q < % since the classical mutual information between
Alice and Bob’s measurement results based on a single copy of the state p‘éB is equal to [Bru98] 1+ Qlog,(Q) +

(1 - Q)log,(1 — Q), which vanishes'! at Q = 1.

In the case of equal QBER in each basis, in order to distill a secret key after parameter estimation using
one-way post-processing protocols, by Theorem 2.24 péB must not have a symmetric extension. In Chapter 3,

we will see that
Tr[(0%)?] > Tr[(p?")?] — 44/ det (04P) (2.43)

is necessary and sufficient for the symmetric extendabiliy of any two-qubit state pA8 € D(C? @ C?). By apply-
ing this condition to péB, we get

2 (-2 ()4 (- )

1201760 1) <.

This holds for Q > 1, which means that pr is symmetrically extendable beyond Q = . In other words,

which can be simplified to

beyond Q = %, the one-way error-correction and privacy amplification protocols will not lead to a secret key.

As well, by the PPT criterion, we get that pr is separable for all Q > 3, which means that beyond Q = %
neither a one-way nor a two-way protocol can be used to distill a secret key.

: Separable
- \
f N > . -— Q
0 1 . 1 1
6 Noone-way classical 3 No one-way or two-way 7
protocol exists classical protocol exists

Figure 2.2: Properties of the isotropic state péB characterizing the Alice-Bob correlations for
QKD protocols using the six-state signal states with equal QBER in each basis.

2.4.3 BB84 Signal States

QKD protocols with the BB84 [BB84] signal states are defined by the following ensemble of four pure qubit
states prepared by Alice:
1

V2

10For each signal, Alice and Bob hold two pieces of information: the basis choice and the measurement result in the chosen basis

(for PM protocols, Alice holds for each signal the basis choice and the signal sent from that basis). The case of equal QBER in each basis
Qx + Qy + Qz
3

0), 1), %) (10) £ 1))

that we consider here is equivalent to Alice and Bob forgetting their basis choice and considering only the average QBER Q =
since this gives rise to the same state p‘éB characterizing Alice and Bob’s correlations. See §2.2.7 of [Myh10] for details.

"The mutual information between Alice and Bob is needed to calculate the rate of secret key distillation; if it vanishes, then no
secret key is possible.
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They are the first four of the six state signal states corresponding to the mutually-unbiased x- and z-bases.
Alice sends with probabilities 4,42 a signal at random (with probability 1) from one of the two bases. The
POVM Mp used by Bob to measure the signal sent to him from Alice is

Bé?): g8 1+) (+], B%f): g81-) (—|,
zZ
B =480y (0], B =gB1)(1].

Passing to the equivalent EB protocol using the source-replacement scheme is done similarly to the six-state
signal states. The source state is

A A A A
AA’ A Al A Al A Al A Al
B oince = | o o) @ 1) + /L ) @ | ) [T o) @100 4+ /L fma) 2 1)

(luo) @0} + [u1) @ (1)),

Sl

where

) = 5 (/o) nf ) + /202 ) )
) = (/) = /a2 1) + /28 ) ).

As with the six-state signal states, |up) and |u;) are linearly independent and orthogonal, so we can write
|1/J>source = %(]m ®10) + |1) ® |1)), so that the POVM {|m;) (m;|}3_, projected onto the two-dimensional
subspace of A spanned by |up), |u1) is

A =g |4 (+], AN =gl ) (-],
A =q210) (0], 5)—qz|1><|.

The sifting step is done in exactly the same way as with the six-state signal states.

In the parameter estimation step, since Alice does not send signals from the y-basis nor does Bob measure
in the y-basis, the POVMs M4, Mp do not allow Alice and Bob to uniquely estimate the state pAB since deter-
mining the parameters a,;(p8) and a;,(p®) for all 0 < i < 3 requires a y-basis measurement. In particular,
the y-basis QBER Q, cannot be estimated. Assuming as before a Pauli channel interaction with Q, = Q. = Q,
and letting x := Q — &, we get from (2.41)!2
poh = (1 =2Q+x) [ @) (@F |+ (Q—x) [¥T) (¥"| +x[¥ ) (¥ |+ (Q—x) [ ) (D]|. (2.44)

The classical mutual information between Alice and Bob’s measurement results is the same for p B as for p
which means that we again only consider Q in the interval [0, 3]. For pQ to be positive semi- deﬁmte, we
therefore require x € [0, Q] forall0 < Q < 3.

Unlike protocols using the six-state signal states, in which for each Q there exists only one state pr con-
sistent with Alice and Bob’s measurement results, we see that in protocols using the BB84 signal states there
exists for each Q a set { Pgi}xe[o,Q] of states consistent with Alice and Bob’s measurement results. This means

12 As with the six-state signal states, forgetting the basis choice and considering the average QBER will lead to the same state péli
characterizing Alice and Bob’s correlations.
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that to use Theorem 2.24 to determine, as with the six-state signal states, the threshold QBER beyond which
one-way classical post-processing protocols will not distill a secret key, we must find the highest QBER Q for

which the set {péi}xe[O,Q] does not contain a symmetrically extendable state. Applying the condition (2.43) to

p‘éi tells us that pgi is symmetrically extendable if and only if

%z (1—2Q—|—x)2+2(Q—x)2+x2—4\/(1—2Q+x)(Q—x)2x,

which can be simplified to
}1(1 —20Q)%(36Q* — 64Qx — 12Q +32x* + 8x + 1) < 0.

Since (1 —2Q)? is always non-negative, we seek the largest Q such that Fo(x) := 36Q% — 64Qx — 12Q + 32x* +
8x+1>0forall0 < x < Q. Fp is a quadratic function of x for all Q and is in fact convex (or “concave up”,
which is due to the fact that F()(x) = 64 for all x), which means that the positivity of Fg can be determined by
the number of its roots, which in turn can be determined by its discriminant, which is

(8 — 64Q)% — 4(32)(36Q% — 12Q + 1).
Fg will be positive if it has no real roots, which is when the discriminant is negative, that is, when

2-v2

~ 14.64%.
1 %

(8 —64Q)* —4(32)(36Q* —12Q+1) < 0= —8Q*+8Q-1<0=>Q<

This means that for all Q > %ﬁ there exists x such that p‘éi has a symmetric extension, so that for this range
a secret key cannot be distilled by one-way classical post-processing protocols.

We must also find the highest QBER Q for which the set {péi} xef0,0] does not contain a separable state
as this will give us an interval of the QBER in which there exists an intercept-resend attack that excludes
secret key distillation by any post-processing protocol. Using the PPT criterion, we find that pgi is entangled

TB TB
whenever (p‘élf() is negative, which is when at least one of the eigenvalues of (pélfc) , which are

1 1
E — X, ZQ — X — E ,
is negative. ; — x < 0 is never satisfied since x can only be in the interval [0, Q] and we don’t consider any Q
beyond 1. Similarly, Q < I means that x — Q + } < 0 will also never be satisfied. Negativity of the second
eigenvalue gives x > 2Q — 1, which means that the second eigenvalue will be negative for all x € [0, Q] if and
only if 2Q — } < 0 = Q < 1. Therefore, for all Q less than 1 the second eigenvalue will be negative for all
x € [0, Q], which means that pgi will be entangled for all x € [0, Q]. For Q > 411' there exists x such that péi is
separable, hence no post-processing protocol can be used to distill a secret key in this range.

1
X—Q‘f‘E,

Separable
N
X — Q
_ 1 1
0 % No one-way classical 1 No one-way or two-way 2
protocol exists classical protocol exists

Figure 2.3: Properties of the state pgi characterizing the Alice-Bob correlations for QKD pro-
tocols using the BB84 signal states with equal QBER in each basis.
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24.4 Classical and Quantum Post-Processing Protocols

So far, QKD protocols have been described as having a quantum phase and a classical phase. The quantum
phase, which can be either prepare-and-measure-based or entanglement-based, involves distribution and mea-
surement of quantum signals. The classical phase consists of some classical post-processing protocol, typically
error-correction and privacy amplification, which leads to a secret key as long as Eve’s initial information from
the quantum phase is not too high.

It is worth mentioning, as done in [BA07], that QKD protocols with entanglement-based quantum phase
can be modified in the following way. Instead of having Alice and Bob measure their particle-pairs immedi-
ately after receiving them and then performing a classical post-processing protocol, they can retain them and
sacrifice some of them to test whether or not they are entangled. If they are, then they can continue with entan-
glement distillation / quantum privacy amplification [Ben*96b; Ben"96a; BB85; Deu*96] to transform the states of
the remaining particle-pairs to several (potentially fewer) copies of the maximally entangled state |®*). They
can then measure each of these particles in the z-basis and obtain the same completely random and secure key.

Measure

(pAB)en > PAB
Entanglement Clqssiqal
Distillation Distillation

PH\em — SECRET
(j©7)) Measure KEY

Figure 2.4: Quantum and classical post-processing protocols for distilling secret key from en-
tangled states. Starting with n copies of the entangled state p”8, Alice and Bob can perform
the quantum entanglement distillation protocol, which takes the 1 copies of pAF and produces
some m < n copies of |®T) states, which can then be measured to yield a secret key. Alterna-
tively, Alice and Bob can first measure their states, leading to a joint probability distribution
pap from which classical distillation methods (like error-correction and privacy amplification)
can lead to a secret key. (Adapted from [BA07].)

Entanglement distillation protocols are examples of protocols involving local (quantum) operations and
classical communication (LOCC). The classical communication can be either one-way or two-way. The sym-
metric extendability of the initial state pB is not relevant when Alice and Bob perform entanglement distilla-
tion since the protocol is defined by the condition that at the end of the protocol they end with copies of the
pure maximally entangled state |®). On the other hand, classical distillation protocols fall under the class of
protocols involving local operations and public communication (LOPC). A general analysis and comparison
of the LOCC and LOPC classes of protocols is done in [Chr"07; Hor"09] (see also [CP02]).

Entanglement distillation is an alternative route to secret key distillation from classical distillation. Re-
markably, however, by adapting the ideas of entanglement distillation protocols for use in a classical setting
[LC99] and by using the equivalence of one-way entanglement distillation protocols and quantum error cor-
rection [Ben"96a], Shor and Preskill obtained their well-known proof of the security of QKD with the BB84
signal states and one-way classical post-processing [SP00]. The analogous proof of security with the six-state
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signal states was provided by Lo [Lo01]. In fact, the work by Gottesman and Lo [GL03] and Chau [Cha02]
leading to the current best bounds for QKD with the BB84 and six-state signal states with two-way classical
post-processing was done using this entanglement distillation proof technique modified to hold in the two-
way scenario.

Of course, classical post-processing protocols can be analyzed by using classical information-theoretic
tools directly. One of the earliest proofs of this type for QKD with the BB84 signal states and one-way commu-
nication was in [Ben02], with subsequent proofs for more general protocols under one-way communication
in [Mat04; RGKO05; KGRO5] (see also [Ren05]). Each of these security proofs reproduced the BB84 threshold
QBER determined by Shor-Preskill. In the two-way communication scenario, [Ren05; Aci*06; BA07; KBRO7]
used information-theoretic tools to prove security of QKD with the BB84 and six-state signal states with the
additional advantage distillation protocol [Mau93] before error-correction and privacy amplification, and they
obtained the same current best upper bounds as Chau.

As outlined in Chapter 4, though we are interested in two-way classical post-processing protocols, our
approach to finding two-way protocols that are better than advantage distillation is based only on breaking
the symmetric extendability of the initial state p‘éB . As a result, we are not concerned with efficiencies nor with
key rates achieved by the protocols, as was the case with the aforementioned security proofs. As we will see,
this allows us to greatly simplify the problem of finding two-way protocols in the gap, reducing it to simply
checking the symmetric extendability of a broad class of quantum states corresponding to Alice and Bob’s
updated correlations after an effective post-selection protocol.
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Symmetrically Extendable States

In this chapter, we formally define the notion of symmetric extendability of a positive semi-definite operator
and go through some of the relevant properties of symmetrically extendable states. We will write down a semi-
definite program (SDP) that can be used to determine the symmetric extendability of an arbitrary positive
semi-definite operator and will draw the connection between symmetrically extendable operators and anti-
degradable CP maps that is crucial to many of the results of this thesis. Finally, we will look at a special way
of constructing symmetric extensions.

3.1 Definition and Properties

Definition 3.1 Symmetrically Extendable Operator

An operator PAB € Pos($4 ® $Hp) is called symmetrically extendable to a copy of B if there exists
an extension PABB ¢ Pos($H4 ® Hp ® Hp) of PAB to $p, with dg = dp, such that

Trp[PA58] = P45,

An equivalent definition is the following: X8 € Pos(£14 ® $3) is called symmetrically extendable to a
copy of B if there exists an extension XABB ¢ Pos($H4 ® H3 @ Hp) of XAB to Hp/, with dg = dp, such that

(Tp(5,) ® SWAPRp ) XABF (1, ® SWAPg )" = XAPF,

that is, XAPP' is invariant under swapping of B and B/, where
dg—1
SWAPgp == Y |j,i) (i,j| € L(HB @ Hp, Hp @ Hp). 3.1)
i,j=0

This definition of a symmetrically extendable operator is equivalent to the one provided since for any extension
XAPP invariant under swapping of B and B’ we have that

TI'B [XABB’] — TI'B/ [XABB’] — XAB,
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with the last equality following by definition of XABB' being an extension of XAB t0 6 p. Conversely, for any
symmetric extension PABE" satisfying the definition provided,
PABB 4 (M, (57,) @ SWAPgp ) PABE' (M (5,) ® SWAPgp )"
2

is invariant under swapping of B and B'.

From now on, throughout this thesis, by symmetrically extendable we will always mean symmetrically ex-
tendable to an operator on a copy of the second tensor factor. The set of symmetrically extendable operators in
Pos (53 ® R) will be denoted SymExt (,6, R). In the following, we discuss properties of symmetrically extendable
states relevant to this thesis. More information can be found in [ML09] (see also [Myh10]).

SymExt()4, ) is convex since for any P{AE, PAB € SymExt()4,5) with symmetric extensions P{ABF’
and P{BB" it holds that PAB := pPAP + (1 — p)Ps'P has symmetric extension PABE .= pPABB" 4+ (1 — p)P{BF
for all p € [0,1], so that PA® € SymExt($4, $5). SymExt is also a cone, meaning that for any symmetrically
extendable P, the operator a P is symmetrically extendable for all « > 0.

All separable states are symmetrically extendable, since for any separable state
n
e =) pr @&
i=1

one has the symmetric extension
n
ABB' A o B o B
P =) T e el
i=1

This means that all states without symmetric extension must be entangled!.

SymExt($ 4, 9Hp) is preserved under local unitaries, for if V € U($4) and W € U($p), then for all P €
SymEXt(f’jA, f)B)
Q¥ = (Vaw)P¥vew)
has symmetric extension
QAP = (VoW W)PBE (Vo w e W)f,
where is a symmetric extension of PAB. More generally, SymExt($) 4, $5) is preserved under any channel
acting locally on )5 and any CP map acting locally on $ 4, that is, for all PAB € SymExt($4, $5),

PABB’

Q" = (@@ ¥)(P"7)

has symmetric extension
QABB’ — (q) QY ® 1_};) (PABB’>

for all ® € CP(H4) and all ¥ € C(53), where PABF' is a symmetric extension of PAE. Even more generally,
SymExt($ 4, $Hp) is preserved under one-way A — B LOCC channels [NH09] since such channels are of the
form [Wat16]
E=Y ®,0Y,
acl
for some finite set I, a collection {®, : a € I} C CP($,4) satisfying }_,c; P, € C($H4) and a collection {¥, : a €
I} CC(9p).

IThe separability of states turns out to be connected to the infinitely symmetrically extendable states, that is, to states that can be
extended to arbitrarily many copies of B, not just to one copy of B. See [DPPS02; D’S04] for more information.
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The following theorem uses the correspondence between CP maps and positive semi-definite operators
of Theorem 2.7 to draw a correspondence between anti-degradable CP maps and symmetrically extendable
positive semi-definite operators. In particular, it tells us that P € Pos($)4 ® $p) is symmetrically extendable if
and only if its corresponding CP map ®p € CP($4, Hp) is anti-degradable.

Theorem 3.2

For every anti-degradable ® € CP($4, $p) there exists Py € SymExt($4, Hp). Conversely, for
every P € SymExt(94, Hp) there exists an anti-degradable ®p € CP($4, H5).

PROOF: Suppose P is anti-degradable with degrading channel & € C($g, Hp/), where dg = dp and dp >
rank(J(®)). Let PAP := J(®). By Theorem 2.7, PAE € Pos($4 ® Hp). Then, letting |¢) 4" be a purification of
P;EB in Hg, define

P = () © E) (1) (9l™)-
Since € is trace-preserving, it holds that Pc‘éBB/ is an extension of P4E to $p. By Proposition 2.18,
Trg [PEPP] = (L s,y © €) (Tral[9) (IA7F]) = (Ligs ) © E)(J(@F)) = J(E 0 @) = J(®) = PP,
~—_———
J(®)

where the second-last equality holds due to the anti-degradability of ®. So P45 € SymExt($4,95) with
symmetric extension Pc‘éBB/.

Conversely, suppose PAP € SymExt($)4, $p) with symmetric extension PAPF" € Pos($4 @ Hp ® Hp/). By
Theorem 2.7 and (2.12), the map ®p € T($4, Hp) defined by

Op(X) = Tra[(X"®@1p)PAB] VX € L(H4)

is completely-positive. Let ]1/J>ABB/R be a purification of PAPE" in §z. It is also a purification of PAP in $p ® Hg.

By Proposition 2.18, PAF'R = Try[|y) <¢\ABB,R] = J(®%), where O}, € CP($H4, Hp ® Hr) is a map complemen-
tary to ®p. Then, defining the channel € = Trg, we get that

J(€0®5) = (Ip(g,) ® €)(J(P%)) = Trg[PAFR] = PAF = PAP = J(@p),
where we have used the fact that PABB' is a symmetric extension of PAB 5o that PAB = P4B. Since Choi

representations of maps uniquely specify them, we have that € o @}, = ®p, that is, Pp is anti-degradable. W

There are two known analytical results about the existence of symmetric extensions. First is the one con-
jectured and proved for rank-2, Bell-diagonal, and ¢, ® o,-invariant two-qubit states in [ML09; Myh10], and
later proved for arbitrary two-qubit states in [Che"14].

Theorem 3.3  Symmetric Extendability in D(C? ® C?) [Che*14]

A state p'B € D(C? ® C?) is symmetrically extendable if and only if

Til(pB)?] > Te[(p"P)?] — 4/det (049). (32)
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The second result is in [Ran09] and pertains to states in D(C? ® C¥) for any integer d > 2 with a certain
symmetry. We will state and use the result in Chapter 6.

Since existence criteria for symmetric extendability do not exist for arbitrary quantum states, we will use
two different strategies in this thesis to determine the symmetric extendability of a state for which no existence
criteria exist: numerically searching using semi-definite programming, and attempting to explicitly construct
a symmetric extension.

3.2 Symmetric Extendability as an SDP

The following semi-definite program (SDP) [Wat16; Myh10; VB96] can be used to determine the symmetric
extendability of any P2 € Pos(H4 ® Hp).

min. t

subject to  RABF' + #1485 > 0,
TI'B [RABB’] — PAB,
TrB/ [RABBI] = PAB.

(3.3)

Letting topt(PAP) be the optimal value? of ¢ for P45, if an operator RABB’

RABB will be a symmetric extension of PA% and topt will be equal

satisfies the two partial trace con-
ditions and is positive semi-definite, then
to the negative of its smallest eigenvalue. If a positive semi-definite R455" satisfying the two trace conditions
does not exist, then a symmetric extension of PA? does not exist and the smallest eigenvalue of RAPE will be
negative, so fopt Will be equal to the negative of that eigenvalue, that is, t,pt will be positive. The sign of topt
therefore indicates the existence of a symmetric extension of PAB. if topt < 0, then a symmetric extension exists;
if topt > 0, then a symmetric extension does not exist. The formulation of symmetric extendability as an SDP
was first done by Doherty et al. [DPS04; DPS02] in the context of determining the separability of quantum
states.

3.3 Constructing Symmetric Extensions

Writing an arbitrary PAB ¢ Pos (H4®Hp) as

dp—1 dg—1
PAB — Z Z (PAB) Ko |k,€> <k/’£I ,
k=0 £,0'=0 K

we have that a symmetric extension PAPE’ € Pos($4 @ $p @ Hp') of PAB, if it exists, must satisfy by definition
Trg(PAPE) = Try (PAPF) = AP,

Writing PAPE’ as

app Sl o
PR = % Y xa lLg k) (7K
i,ilzo ],k 0 il,jl,kl
]‘//klf

2We will omit the dependence of topt on PAB if the operator is understood from the context.
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we have the following constraints

/ dp—1
TI‘B/(PABB ) = PAB : Z Xijk = (PAB)I‘,]‘ YO0 S i,i/ S dA - 1, 0 S j,j/ S dB - 1,
k=0 i/,j/,k i/,j’
, dg—1
Tep(PAPP) = PAP 0 Y xip = (PAP) ) VO<i i <dg—1, 0<kK <dg—1,
j=0 ik K
PAPF Hermitian : x 0 = X0 V0<i,i <da—1, 0<j,j kK <dp—1.
ik z]k

The rest of the matrix elements of PAP?" must be chosen so that it has non-negative eigenvalues, which will
ensure that PAPP' is positive semi-definite. There might be more than one way to choose them, which means
that if a symmetric extension exists it will generally not be unique.

Now, given the spectral decomposition of P45,

r—1
=Y Ailoe) (v,
k=0

where r = rank(PAB), we can form the following purification of it in g, ® $HE,, with dg, = d4 and dg, = dp,

’¢>ABE1EzzveC< pAB) Z M o) 2B @ [og) BiE2.

Writing PABE’ from above using the eigenbasis {|vy) : 0 < k < r — 1} of PAE, we get
PABB/ Z |Z)k Uk/ ® X}?, (34)
k' =

where
Xg = (<Uk’ ®HB/)PABB (’Uk/> ®]lB’)r

is a function of the matrix elements {x ik } L of PAPE', By Theorem 2.22, PAB is symmetrically extendable
f’,jl,k/ 1]

f’,}ll,k/
if and only if there exists a channel € € C($g, ® HE,, Hp/) such that
(T (5 @ €)([) (] A7F1F2) = PABE, (3.5)
or, by (3.4),
XF
g <|vk> <vk,|’51’52) - A:)W VO<kK <r—1. (3.6)

Equivalently, if PAP is symmetrically extendable with symmetric extension PABF’, then by taking the partial

trace over B on both sides of (3.5) and using the definition of symmetric extension, we get
(Ip(g,) © €)(PARF2) = PAP, 3.7)

This is nothing but the statement of the anti-degradability of the map @45 defined by P48 by (2.12) since
J(®pas) = PAP = J(®%,;) = PARE2 = € 0 @, = Ppas. This means that the existence of a channel € satisfy-
ing (3.7) is necessary and sufficient for the symmetric extendability® of PAE. Fung et al. [Fun"14] examine this

3Though we have used a particular purification to prove this result, note that it is independent of the purification.
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condition and determine necessary and sufficient criteria for the existence of the channel &; however, these
criteria are non-constructive and rephrase the problem in terms of the existence of other mathematical objects
that is generally difficult to check.

PAB pABB’

To summarize, we have that is symmetrically extendable with symmetric extension if and only
if (3.6) and (3.7), which are equivalent, hold. (3.6) provides a way of analytically constructing £, which we will
do for a particular class of states in Chapter 5, while (3.7) can be used to numerically search for € using the
following SDP.

min. t
subject to  XE1E2B" 4 1 BiEaB” >
Trp [XElEzB/] — TLEIEZ’ (38)

Trey [((PAEIEZ)EEZ ® ]lB’> (Ia® XElEzB')} = pAB,

Like the previous SDP, if X satisfies the constraints and the optimal value of t is negative, then X is positive
semi-definite, which means that PAB is symmetrically extendable and X is the Choi representation of the
channel & constructing the symmetric extension PAPE' of PAP given by (3.5). If t is positive, on the other hand,
then a symmetric extension of P2 does not exist.

3.3.1 A Special Construction

Now, suppose € from (3.5)/(3.7) has the form
€ =NoTrg, (3.9
for some N € T($E,, Hp'). In the natural representation, this decomposition becomes, by (2.14),
K(€) = K(N)K(Trg,).

The statement that P48 is symmetrically extendable, equivalently the requirement that € satisfies € o ®%,; =
®pas, then becomes
N o TrEz o ¢§)AB - @pAB = K(N)K(TrEZ)K< (I;AB) — K(@PAB).

We can combine K(Trg,)K(D4,,5) to K(Trg, 0 ®%,5), and since dg, = d 4, the operator K(Trg, o ®3,,;) is square.
If it is invertible, then N satisfies

K(N) = K(®pas)K(Trg, 0 ®55) L. (3.10)
If N is completely-positive and trace-preserving, then a symmetric extension of PAP exists and it is given by
(3.5). If N is not completely-positive, then a symmetric extension of P8 might still exist since symmetric ex-
tensions are not unique. In other words, it could be that a map € of a different form satisfies (3.5)/(3.7)*. The
shuffling map S, which satisfies S(J(N)) = K(N) by Proposition 2.10, can be used to find the Choi representa-
tion of N, using which the complete-positivity of N can be determined. We prove in Appendix A that the Choi
representation of N is equal to

J(N) = 571 [s (P*")s (s (\/W)Ts(\/PTBD _1] : (3.11)

This formula allows us to calculate J(N) for any P45 € Pos($4 ® ). As stated before, if J(N) is positive
semi-definite and Trg [J(N)] = 1g,, then PA® is symmetrically extendable with symmetric extension

PABE' = (1 (5, @ N) (PAPEY) = Try, K(PABEl)TEl ®IlB/) (Lap ® ](N))} : (3.12)

4See §3 of [Bra15] for more information about the non-uniqueness of degrading maps.
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If not, then the symmetric extendability of P48 can still be determined by running either one of the SDPs (3.3)
or (3.8).

The inspiration for this particular choice (3.9) of the degrading map £ comes from the fact that it constructs
a symmetric extension throughout the symmetric extendability region for particular classes of states that will
be considered in Chapters 5 and 6.

3.4 Two-Qubit Bell-Diagonal States

By applying the necessary and sufficient condition (3.2) to the two-qubit Bell-diagonal state pg‘gl( p) of (2.21),
we get that it is symmetrically extendable to a copy of B if and only if

1
5 2 PI+Pa+py+pz = 4YPiPapyPe:
When this holds, there exists a symmetric extension of the form

r 3 1
onBB (5, B) == g(]l@ D12 @ Nz + Bz ® 02 @ 0y + 4,07 @ T2 @ 0

+ 00y @0y QN2 + Byllez ® 0y @ 0y + a0y @ N2 @ 0y (3.13)
+ [Xyo—y ® Uy ® II.CZ + I[SZHCZ ® UZ ® UZ + “Z(TZ ® II.CZ ® (TZ
+ a0, R0, Rc2),

for some choice of the open parameters ﬁ = (Bx, By, Bz) such that it is positive semi-definite, where ay, a, a,
are given by (2.28). The proof of this can be found in [Myh10]. We will use this result in Chapter 5.
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Chapter 4

Two-Way Protocols & Breaking Symmetric
Extendability

The goal of this thesis is to determine whether there exist two-way post-processing protocols better than ad-
vantage distillation that allow Alice and Bob to distill a secret key using measurement data from either the
six-state or the BB84 signal states with equal QBER Q in each basis. Specifically, we want to know whether

such two-way protocols exist in the interval % <Q< % for the six-state signal states and % < Q< }for
the BB84 signal states. Recall that within these intervals Alice and Bob’s initial correlations are symmetrically
extendable, which means that any successful two-way protocol must first break the symmetric extendability
of the correlations so that they can then proceed to the one-way error-correction and privacy amplification
protocols.

In this chapter, we look at general two-way post-processing protocols that might break the symmetric ex-
tendability of Alice and Bob’s correlations. As shown in [Myh*(09], the problem can be simplified if all we care
about is whether a secret key can be distilled and not about the rate of key distillation. We recapitulate those
arguments and then show that the simplification leads to a manageable class of effective protocols involving
announcements of a relatively simple type on blocks of data, which can be modelled on the quantum states as
a local, independent post-selection by Alice and Bob. The remainder of the chapter is devoted to examining
the post-selected states and reducing the search of protocols within the simplified class of effective protocols
by determining announcements that are equivalent for the purpose of breaking symmetric extendability.

4.1 General Two-Way Protocols & Reduction to an Effective Protocol

As shown in Figure 4.1, the most general two-way protocol consists of a sequence of one-way communication
rounds in alternating directions, which continuously alters the effective state shared between Alice and Bob,
followed by a final round of one-way communication that we assume is from Alice to Bob and consists of
error-correction and privacy amplification. By Theorem 2.24, the effective state just before error-correction and
privacy amplification must not have a symmetric extension in order to successfully create a secret key. This
means that the symmetric extendability of the initial state p{'® must be broken in one of the rounds prior to the
final round, and the round that breaks it has to be a one-way communication round from Bob to Alice since
symmetric extendability is preserved under one-way Alice-to-Bob communication, as we have seen in Chapter
3. Bob’s action in the round that breaks the symmetric extendability of the initial state can be described by some
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completely-positive map. Letting {K;}; be the Kraus operators of the map corresponding to this round, we
must have that

1

oM =Y (14 @ K) TP 0 K)t = Y pic/?
i

is not symmetrically extendable, where 748 is the state prior to the round, p; = Tr[(14 ® K;)T48 (14 ® K;)*] and
cAB — %(Il 4 ®K;)t8(14 ® K;)* for all i. For this state to not be symmetrically extendable, at least one of the

1
states o\B must not be symmetrically extendable, that is, at least one of the Kraus operators alone must break the
symmetric extendability of 748 On the other hand, if all (TiAB are symmetrically extendable, then so will oAB
by convexity of the set of symmetrically extendable states. This means that for the purpose of determining
whether a secret key can be distilled, it is enough to look at filtering operations (that is, CP maps with one

Kraus operator) performed by Bob.

| Alice | p{,A‘B Bob
1st Round _ _’

- AB
Guess Alice’s @ Po Bob
Announcements &
Perform Break .
B Corresponding Symmetric
Operations Extension /

AB

Peff

[~ Error-
Nth Round \ Correction, \

AB .
PN[12,.., N1 Privacy
Amplification
Error-
Correction,
Privacy
Amplification

pg‘ff must not
be symmetrically extendable.

AB
pN‘LZ,_'_'Z\]_1 must not

be symmetrically extendable.

Figure 4.1: A general two-way post-processing protocol to break the symmetric extendability
of the initial state pg‘B followed by the error-correction and privacy amplification protocols to
distill a secret key. If all we care about is whether a secret key can be distilled after such a
protocol and not about the rate of key distillation, then the two-way protocol can be reduced
to simply one round of Bob-to-Alice communication, which must break the symmetric extend-
ability of the initial state, followed by error-correction and privacy amplification.

Next, we can reduce the finite number of one-way rounds to two. As shown in Figure 4.1, for each of the
blocks being processed prior to the final round (that is, prior to the Nth round) of two-way communication,
Bob can guess Alice’s announcement and perform the corresponding operations on his blocks. In the Nth
round, Bob will announce the results of his operations to Alice. Then, in the final round, Alice will announce to
Bob her results for each of the blocks. Based on this announcement, Bob will know whether or not his guesses
were correct. For the tiny fraction of blocks in which Bob guessed correctly, Alice and Bob can proceed to the
remaining one-way error-correction and privacy amplification steps as long as the symmetric extendability
of the initial state was broken during Bob’s announcement. This means that if a successful two-way protocol
with multiple rounds can break the symmetric extendability of the initial state, then the same protocol reduced
to only two rounds as just described can also break the symmetric extendability of the initial state, albeit with
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possibly lower success probability and lower key rate.

So far, we have shown (as was originally done in [Myh*09]) how a general two-way protocol can be
reduced to one round of local operations by Bob on a block of his data. In this thesis, we are considering QKD
protocols with the BB84 and six-state signal states, which means that after parameter estimation Alice and Bob
merely hold classical bits resulting from their measurements. The conditional quantum states in Figure 4.1 are
then defined by appropriately representing the operations on the classical bits quantum-mechanically such
that if the initial measurement had been delayed until after the quantum operation then the resulting statistics
would be the same as the statistics obtained from the classical operations on the classical bits!.

Now, the only possible classical operations on blocks of data are functions of the form f : {0,1}"* — {0,1}*
for some function f (for some n and k) and/or post-selection (that is, keeping data of some desired types and
discarding the rest). Most generally, the block size as well as the functions and post-selection performed, will
vary from round to round; however, as argued above, for our purposes it is enough to simply consider one
round of such operations performed by Bob. The post-selection is defined by the triple (1, m, P), where n,m > 1
and the post-selection set P = {P}!"" ! C {0,1}" is a set of n-bit strings with n being the block size. Quantum-
mechanically, this purely classical post-selection can be described by the Kraus operator?

m—1
Ap =) [k) (Pl (4.1)
k=0

The result of any function f performed before or after post-selection can always be incorporated by appropri-
ately modifying the post-selection. This means that we only have to consider post-selection operations.

The initial correlations between Alice and Bob on a block of their data of size n are described by the state

(pB)®", where pB as before describes Alice and Bob’s correlations after one round of signal state distribution
and measurement. The state resulting from one round of post-selection on P performed by Bob is then
(Lar ® Ap) (p™"P") (1an @ Ap)Y, (4.2)
where on
pAan — W (PAB) W'l" (43)

and W € U(H4,8, @ 94,8, - @ DA,B, HAAy-A, @ HB,B,--B,) rearranges the subsystems as follows:
A1B1A3By---AuB Ai1Ar--A . B:B>---B
W‘a1/b1/a2/b2/~ . '/al’l/ bn> 1R = |a1/a2/' . -/al’l/bl/b2/~ . /bn> . e " (44)

forall 0 < ay,...,a4,b1,...,b, < 1. In what follows, we will also allow Alice to perform a post-selection
defined by a Kraus operator of the type (4.1) since doing so will make the problem mathematically simpler, as
we will see later.

Now, with the class of filters (4.1), we can define an effective protocol as follows: after Alice and Bob agree
on a block size n and on sets P = {Pk},r(”:/*(;1 and Q = {Qg}znjo_l of n-bit strings:

1. Alice checks if her block of data is contained in P and announces either “yes” or “no” to Bob.

Delaying measurements until after a quantum computation and replacing any intermediate classical processing of measurement
data by quantum operations is called the principle of deferred measurement [NC00].

ZNote that the form of the Kraus operator assumes that the data results from measurement in the z-basis only; however, since we
are only considering QKD protocols with the BB84 and six-state signal states in the case of equal QBER in each basis, the measurement
statistics are the same in each basis, so nothing is gained by using, for example, a filter like |0) (+ + +| + |1) (+ —+| + - - -, which
corresponds to data from measurement in the x-basis.
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2. Bob similarly checks if his block of data is in Q, announcing to Alice either “yes” or “no”.

If both Alice and Bob announce “yes”, they each retain the set index of the string obtained; if not (that is, either
Alice, Bob, or both announce “no”), then the entire block of data is discarded. In this effective protocol, Alice
and Bob merely perform an independent post-selection on their data according to the sets P, Q, which we will
call announcement sets. The advantage distillation protocol is a special case of this effective protocol in which
P =0 = {0",1"}. We will examine these sets in the context of breaking symmetric extendability in Chapter 5.

With the BB84 and six-state signal states, the data held by Alice and Bob after their measurements can be
described by multiple copies of the Bell-diagonal states (2.42) and (2.44):

P = (1=2Q+x) [@7) (@7 +(Q—x) [@7) (27
+(Q-x)[¥Y) (Y| +x[¥)(¥Y |, 0<x<Q (BB84),

poP = (1— io) |DT) (T |+ = Q Sle) (@ |+ Q [¥F) (PF |+ = Q S (Y] (SixState).

If the effective protocol described above is successful, then using the six-state signal states the updated
(unnormalized) state shared by Alice and Bob, which we denote Jogss 0, (T 0y is

08850 = (Ar ® A) (05" ) (Ap ® Ag)*. (4.5)

The state pgn(’% 0) corresponds to the case of Alice post-selecting on B, := {0,1}", that is, on all bit strings,
which is effectively not a post-selection at all since Ag, = 14». A natural choice of an announcement set for
Alice that we will consider is P = Q, that is, Alice and Bob post-select on the same set. We will write p’é%;

instead of pQ (.7) when this is the case.

By taking the QBER Q to be within the gap > \[ < Q < 1, we can now determine the existence of a two-
way post-processing protocol that can be used to d1st111 a secret key by deterrnrnlng whether there exist sets

P, Q such that the state p2 0, ( 0) does not have a symmetric extension. If p2 0, ( 0) does have a symmetric extension

for all 2= ‘f <Q< 3 no matter the choice of sets P, Q, then there does not exist a two-way post-processing
protocol to distill a secret key beyond the current bounds.

For the BB84 signal states, forming the corresponding filtered states as per (4.5), we obtain for each Q and
every pair (P, Q) of announcement sets the states { p (7,9) }xE [0,0]- Determining the syrnrnetrlc extendability

of these states in the gap 5 < Q < 3 means determmmg the symmetric extendability of p( 0),(7,9) for each
value of the open parameter x € [0, Q} For simplicity, we will throughout the rest of the thesis deal with only
the six-state signal states and the corresponding filtered states p/} 0, ( Q)

Being subsets of the n-bit strings {0,1}", the sets P and Q used to form the filtered states PS,B(?,Q) corre-
sponding to the effective protocol described above can essentially be thought of as binary (classical) error-
correcting codes—which by definition are subsets of {0, 1}"—with the strings P, Qy in the sets being the code-
words®. Tt is common to write the codewords as the rows of a matrix, and we will do so throughout this thesis.
We now go through some of the basic error-correction notation and terminology that will be used in later
chapters.

3A good reference on error-correcting codes is [MS77].
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The bitwise XOR operation & between two strings in {0,1}" is defined as the string in which each position
of the string is obtained by performing the XOR operation on the corresponding positions of the two strings,
where the XOR operation is defined as

O0XOR0=0, 0XOR1=1, 1XOR0=1 1XOR1=0

The bitwise AND operation ® between two strings in {0,1}" is defined as the string in which each position of
the string is obtained by performing the AND operation on the corresponding positions of the two strings,
where the AND operation is defined as

0ANDO=0, 0AND1=0, 1ANDO0=0, 1AND1=1

The set {0, 1}" together with the addition @ and the scalars {0, 1} forms an n-dimensional vector space*. More
generally, the set {0, 1}" together with the addition & and the multiplication ® forms a ring.

For any a € {0,1}", |a| is called the Hamming weight of « and is defined as the number of ones in the string
a. For any «, B € {0,1}", it holds that [MS77]

0 @ Bl = [a] + || = 2[a © Bl. (4.6)

Forany &« = a1---a, and B = B1--- By in {0,1}", the dot product « - B is defined as « - p = w11+ -+ - +
ayPBn (mod 2). For any a € {0,1}", @ is called the complement of « and is defined as the n-bit string with the
1s in « replaced by 0s and the Os replaced by 1s. It holds thata @& = 11---11and a ®@ = 00- - - 00 for all
a € {0,1}"

Error-correcting codes P = {Pk}zzol that are closed under addition are called linear codes. The closure prop-
erty of linear codes ensures that the number m of codewords is equal to 2¥ for some k < n. Since linear codes
are themselves vector spaces of dimension k over the same scalar set {0, 1}, there exists a basis {B1, By, ..., B}
of the code such that any codeword P; € P can be written as P; = a;1B1 © &;2B> @ - - - @ a; By for some string
a; = ajjxip- - € {0, 1}k forall0 < i < 2k — 1. It follows that for each linear code P there exists a n x k
binary matrix Gy, called the generator matrix of P, whose k columns are the strings By, ..., By, such that

P=Gpa; VO<i<2K—1. (4.7)

In this equation, the codewords P; and the strings «; are considered column vectors of size n and k, respectively.
Linear codes are specified using the notation [n,k,d] whenever the code has block size 1, 2% codewords, and
minimum distance d. In Appendix E we examine in detail the filtered states resulting from post-selection on
linear codes.

Non-linear codes are those that are not closed under addition. Their codewords cannot be written in the
form (4.7). One might imagine that non-linear codes might be more powerful than linear codes and therefore
capable of breaking the symmetric extendability of p‘éB beyond the current bounds. Both the numerical and
analytical evidence we provide in this thesis indicates that this is not the case. In fact, all that appears to matter
is the size of the code and not whether it is linear or non-linear.

4.2 Structure of the Filtered States

Starting with

mA—l mB—l

Ay = Y [K(P], Ac= Y 16)(Q]
k=0 (=0

4The scalar multiplication is defined in the expected way: for any a € {0,1}", 0a = 0" and 1a = «.
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for some P = { P}, "and Q = {Q/}2 0 , we can write the filtered state péfé Q) defined by (4.5) as
AB st AB
! pl
PQ(r0) = Z 2 (pQ(?Q)k( ‘k£><k/€| , (4.8)

k=0 (=0

where

(pé%,g))kﬁ,ﬁ, = (P Qel 0™ [P, Q) = (P, Qual 03” [P, Qo)+ (P Qunl 3 Py Qui) - (49)

By writing p‘éB in the standard basis of C> ® C? as

1— 1-2
2Q 8 0 2Q
0 9% 0 o0
AB 2 4.10
Pe 0o 09 o | (310
1-2 1—
2Q 0 0 2Q

it holds that

0 adb 1 _ 20 (a®b)(ad®a’) 1-Q a®b—(asdb)(ada’)
(a,b\ péB ‘a’, b/> = <2> 5 T 5ue§b,a’®h’(5(a@b)(a®u’),0

forall0 <a,b,a’,b’ < 1. Therefore,

is _/Q |Pe® Q] 1-20 |(Pc&Qe) © (P& Pyr)|
(pQ,(fP,Q)> e =\ o >

k£ (4.11)
1-Q [Pe® Q| = [(Pe®Qr) (P &Py )|
X ( 2 ) 5Pk@Q[/Pk/@Q5/(S(PkGBQé‘)@(Pk@Pk/),Q”‘
However, using the fact that
|Pe ® Qe = n— |P © Q,
|(Pe® Qr) © (Pc® Pv)| = |Pc @ Pe| — | (P © Qv) © (P ® Py)l,
we get
iB 1-20 |Pe® Py | g |PedQy|
pQ,(fP,Q) k¢ 2 2
Kt
(4.12)

1— Q\ " PP |- IR®Q]
X <2> 5Pk@Qf Pk/@Q//(S(PkGBQ/) O(P®Py),0"

The Kronecker delta dp,¢q,,p, o0, indicates that the matrix elements of the filtered state are non-zero if and
only if P, ® Q; = Py ® Qp, which means that the filtered state has a block structure with blocks characterized
by the sums P, ® Qy. By defining the set

GZ{PkEBQgiongmA—l,OSKSTHB—l}, (4.13)

it holds that the (ordered) standard basis {|k, E)AB :0<k<my—1,0<{¢<mp—1} can be changed to the
new (ordered) basis

U{|k€ PkEBQ/—C}

ceC

45



Chapter 4: Two-Way Protocols & Breaking Symmetric Extendability

by a unitary V that simply reorders the standard basis elements and leaves the filtered state in a block-diagonal
form:

VooV = DM 0 (4.14)

where M(QC’)(?,Q) are the blocks. The state pég( g) can then be written as

glz Z <PS§ )k,Z |k, £) <k’,€/ ’ (4.15)
ceC (kK1) K
[SHEA
where
= {(k,0) : Pe®Qp =c}. (4.16)

4.2.1 No Post-selection by Alice
The state pgf(%mg) resulting from no post-selection by Alice is

08 0y = (Lar @ Ag) (p8"™") (Lar @ Aa)".

If we order the set B,, such that the elements of Q come first, then as a matrix in the standard basis, pg”(% 0)
has the following block-matrix form:

where X = (Aq ® AQ)(pénBﬂ)(AQf ® Ag)Tand Q¢ = B, \ Q.

4.3 Symmetric Extendability of the Filtered States

As stated earlier, the key to the existence of two-way post-processing protocols allowing Alice and Bob to
distill a secret key in the gap is determining the symmetric extendability of the states pé%,g) for all Q in
the gap resulting from Alice post-selecting on set P and Bob post-selecting on set Q. Equivalently, we can
determine the anti-degradability of the CP maps @, (5 ) € CP($) 4, H5) defined by pé%lg) according to (2.12):

Do (p,0)(X) =Try [(X D 1p)050s, )} VX eL(H,). (4.17)

Since general existence criteria for the symmetric extendability of states on spaces of arbitrary dimension are
presently not known, as outlined in Chapter 3 we will be determining the symmetric extendability of the states
pé%/g) either using an SDP or by attempting an explicit construction (either numerically or analytically) of a
symmetric extension of the state.
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4.3.1 Estimating Threshold Error Rates

For given sets P and Q, we obtain the one-parameter family {pé[z 0) }Q 0] of states for which we can define
€z

the function Ty : [0,3] — Rby
Tra(Q) = topt(0Q5,0))s (4.18)

where topt(pg,g(fplg)) is the solution to the SDP (3.3). Recall that the sign of ., indicates the symmetric extend-
ability of the state: if ¢opt is positive, then the state is not symmetrically extendable and if ¢t is non-positive,
then the state is symmetrically extendable. This means that the zero(s) of Ty o will give us the threshold er-
ror(s) at which the symmetric extendability of the family of states changes. Since there is only one threshold

Qefo,3]”
we expect that for any sets P, Q there will be only one threshold, call it Q5 . In other words, we expect the
parameter space of pQ (p0) O look something like Figure 4.2. We would like to find sets P, Q such that Q5

is inside, or even right at the upper end of the gap at 1, since this would indicate the existence of a two-way
post-processing protocol distilling a secret key within the gap.

of 1 for the original isotropic states {péB } with the states being symmetrically extendable above it,

Not Symmetrically

Extendable Symmetrically Extendable

)

O\ = -
Wl -

T
Ga P

Nl =

Gap

Figure 4.2: The expected parameter space of the state p 0, (T 0) for arbitrary P, Q.

As stated earlier, it should be enough to break the symmetric extendability of pSB by post-selecting only on
Bob’s data. The following fact states that if post-selection by Bob only cannot break symmetric extendability,
then post-selection by Alice as well will have no effect on breaking symmetric extendability.

Proposition 4.1

Suppose that for some announcement set Q the state p2 0, (B ) I8 symmetrically extendable with

symmetric extension pg (%li 0)- Then, for any announcement set P, the state pQ (%,9) is symmet-

rically extendable.

PROOF: We first observe that

F(rP,Q) = (Ap® 13)987(%,,,9) (Ap @ 15)*.
Now, consider the state o
paih ) = (Ap @1 @ 1)p8 B8 o (A @15 @ 15) .
Then,
Trp [PS%, )} = (Ap @ 1) Trg [PS o, Q)} (Ap @ 15)" = pGlip0)
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and
Trg {PS%,Q)} = (Ap ®1p)Try [pgf(BBli,Q)} (Ap @15)" = p5fi50)/

A" BB/
Q.(Bn,Q)
. Since P was arbitrary, the proof is complete. W

where we have used the fact that p is a symmetric extension of pgn(% 0)" Therefore, by definition, péggg)

B

is a symmetric extension of pg, (,9)

The converse of this proposition is generally not true, meaning that if pg"(%n 0) is not symmetrically ex-

tendable, then a post-selection on P by Alice might make pé%,g) symmetrically extendable. This means that,
in general, Q5o < Qf o, which means that having Alice post-select has the undesired effect of potentially
moving the threshold away from the gap. On the other hand, for the purpose of efficient numerical analysis
using the SDP (3.3), letting Alice post-select is advantageous since this reduces the dimension of her system
from 2" to something smaller. Fortunately, supported by the data we will see in Chapter 8, and the analytic
proof in §5.3 for a particular class of linear codes, we conjecture the following.

Conjecture 1

For all announcement sets P,

Qp = Qaz,rp = Q%,,,T-

In other words, when Alice and Bob post-select on the same set, the converse of Proposition 4.1 appears to
hold, meaning that we can let Alice and Bob post-select on the same set without compromising our ability to
find thresholds within the gap.

4.3.2 Constructing Symmetric Extensions

The other way to determine the symmetric extendability of states that was described in Chapter 3 is explicitly
constructing a channel on a purification of the state. In particular, we saw that for any state p2 the existence
of a channel € satisfying (11 (4,) ® €)(p4F152) = p4P is necessary and sufficient for the symmetric extendability

of pAB, where pAEiE2 = Trp[|yp) (p|*PF152] and ) *BE1E2 = vec(/pAP) is a purification of pAB in HE, g, .

For the one-parameter famil { AB}
P Y\Pop 0efo]]

we have the following conjecture about the form of a channel £q 9 € C(HE, ® HE,, Hj) such that

resulting from Alice and Bob post-selecting on the same set P,

06 = (li(s,) ® Egp) (0"F1F2)

for all Q > Qj:

Conjecture 2

For all announcement sets P, there exists a channel Ng o) 5 € C(Hp,Hp) forall Q > Q3 such
that ‘

EQ,TP = N(Q,Q}),f]’ O EQ;),?. (419)

In other words, the channel constructing a symmetric extension can be split into two steps: the first that
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on its own constructs a symmetric extension at the threshold Q7, and the second that acts as a post-processing
step that completes the construction of a symmetric extension beyond the threshold. It necessarily holds due
to the form of (4.19) that

Ns05),2 = ILoy)-

The channel Eg: p constructing a symmetric extension at the threshold Q3 can be found numerically by first
numerically estimating Q7 and then using the SDP (3.8).

Note that the special case € = N o Trg, covered in §3.3 is also composed of two steps. As we will see in
Chapters 5 and 6, it holds that £q: » = Trg, whenever P is a repetition code or a simplex code. This special
case will also provide a useful and efficient way of numerically checking the symmetric extendability within
the gap of the filtered states for arbitrary P, the results of which will be presented in Chapter 7.

4.4 Equivalent Announcement Sets

In this section, we show that announcement sets differing by certain basic operations, namely addition of each
element of the set by some bit string and a permutation of each element in the set, leave the corresponding
state unchanged, meaning that states generated using announcement sets differing by these operations will
have exactly the same symmetric extendability bounds. Throughout this section, §, refers to the permutation
group on 7 elements.

Proposition 4.2 Invariance Under Addition and Permutation
For any announcement sets P = { P}, Yand 0 = {Q, e ! of n-bit strings, it holds that

1. Forany & € {0,1}", thesets P @ o := {P, @ a}}, " and Q@ o == {Q, @ a}"?; " satisfy

where for P, = P1Po-- Py, the string m(P;) is defined as n(P) =
Pk,rc(l)Pk,n(z) T Pk,n(n)'

PROOE:

1. For any « € {0,1}", we have by definition

7’I1A*1 mel
Apgy = 2 k) (P @ a| and Agg, = Z 16) (Qe @ af.
k=0 =0
Now?,

|Pe @) = (02)" [Pr)
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and similarly for |Q; @ «). Therefore,
Appy = Ap(c)* and  Aqg, = Ag(0f)™.

Therefore,
Pé,g(?@a,g@a) = (Apga ® Agga) (Péan )(Apga ® AQ@&V
= (Ap® Ao) ()" ® (¢7)") (0 * ) ((e)* @ (0)") " (Ap ® Ad)".
Q
(Szlrécge) e.a;c}lil Tgp}tfhp‘%B of pé"B" is Bell-diagonal, which means that (o, ® 0y) pSB (ox @ 0y)t = p‘éB as seen in
29), it holds tha
(o) @ (@) (g ") (o) @ (o))" = pg "
Therefore, . _
PO vanaen = (A ® Ad)(pg ™) (Ap ® Ag)" = pGlip0),

as required.

2. Defining the operator ®, as

ac{0,1}"
it holds that

mA—l mA—l

An(p) = k;) k) {7t (Pe)| = k;) k) (P @7 = Ap@],,

and similarly A, o) = Aq®t. But ®F = @ ! by the unitarity of ®,, and ®,! = @, 1, which can be
easily verified. Therefore,

pS,B(n((P),T[(Q)) = (An) ® An0) (00 ") (Anip) ® Ana))*
= (Ag) ® AQ)(@ﬁil ® cDin_l)(péan)(®ﬁi1 ® @i"_l)‘f(A? ® AQ)+.

Since pS"B" is invariant under all permutations of the A and B sub-registers®, meaning that for all o € 8,
(@2 @ O ) (o ™) (@ 9 ®F ) = i Vo es,,

we have that . N
pS,B(n(iP),n(Q)) = (Ap ® Ag) (05 7)) (Ap © Ag)" = PS,B@,Q),

as required. W

We now prove the intuitively-expected result that the ordering of the strings in the sets P and Q is irrelevant
to the question of the symmetric extendability of the filtered states.

S5For any a = ajay - - - ay € {0,1}", (0y) stands for 05! ® 03> @ - - - @ 0§", where 00 = 2 and 7} = 0.
®This is simply due to the fact that pé”B", as defined in (4.3), is formed from the tensor product (pSB ).
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Proposition 4.3 Unitary Invariance Under Permutation of Codewords

For any two announcement sets P = {P;};; " and Q = {Q,}}"%;", consider for any 74 € S,
and any 7t € §;,, the announcement sets

) = {pUEa)ymat  gmw) . () yms 1

k=0 =0 -
where
Pk(nA) = Pn,;l(k) vo S k S my — 1/ ans) = Qngl(f) VO S g S mp — 1
It holds that . o s
PSB( o)y = (Pry ®®”B)P§B( o) (Pry @ Pry) ",

where the unitaries ®,, and CDnB are defined as

mA—l mB—l

Pry = ), |malb)) (K|, @y =) |ms(0)) (€
k=0 (=0

PROOF: This follows from the fact that P, = Pfrzf(‘lz) forall0 < k < my —1 and that Q; = Qg% for all
0 < ¢ < mp — 1, which means that

mA—l mA—l (7‘[) ma— 1 )
O, Ay = Y P, [0 (Pl = Y |matk)) (PUA)] = 3 [K) (PY| = Aginy
k=0 k=0 k'=0
and
mel mel (7'[) mel , (nB)
Orydo= Y Pry [0 (Qul = Y [ma(0) (P2 = 30 1¢) (P| = Ay W

Reordering the codewords therefore changes the states by some local unitaries, and since we know from
Chapter 3 that symmetrically extendable states are preserved under local unitaries, it holds that reordering the
codewords has no effect on the symmetric extendability bounds of the filtered states.

Proposition 4.4

For any two announcement sets P={P}4 land 0 = {Q[}mB_ of n-bit strings, consider the
sets P and Q of (1 + x)-bit strings defined by

P={0P}4 ", Q= {0°Q 1"

for some x > 1. It holds that”

"More generally, this result holds for the sets P = {aP iy Tand 0 = {2 Q)2 ! for any « € {0,1}", though for our purposes
letting « = 0" will be sufficient, as we will see shortly.
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PROOF: We have by definition

AVl+XBVl+X

Polaa) = (Ap® Ag)(p )(Ap® Ag)'

ma—1mp—1 An+xpgn+x '
= Z Z <Qka,QxQ£‘pQ |Qka’/QxQ/,/> ’k/ €> <k /6 ‘
k,k'=0¢,0'=0

mA—l mB—l

= (0%,0%p8 7 105,09 Y Y (P Qelpd ™ |Pe, Qo) |k, ) (K, €] .

kk'=0£,0'=0
Palr.0)
Now, from (4.10), one finds that
1-Q
(0,0 03" [0,0) = —=,
so that N
X RX 1 - Q
00 10%,0) = 0,017 10,0) -+ 0,00 10,0) = (152 .
x times
Therefore,

as required. W

The previous proposition tells us that if all the codewords of both announcement sets P and Q have a
zero in a common location, then removing those zeros from the codewords will not affect the symmetric
extendability bounds of the filtered states since the set of symmetrically extendable states is a cone, as stated
in Chapter 3.

Given Propositions 4.2 and 4.3 above, it suffices for our purposes to look at announcement sets which do
not differ by any of the following:

1. A fixed constant added to each string. This means that we need only consider announcement sets begin-
ning with the string 0".

2. A fixed permutation applied to each string.

3. A permutation of the strings themselves within the set. This means that we need only consider an-
nouncement sets written in, say, increasing numerical order.

4. A combination of 1 and 2.

For a given block size n and a given number of codewords m, by Proposition 4.4 we may also remove from all
possible announcement sets those that contain a column of zeros when the announcement set is written as a
matrix with each codeword forming a row. Note that this can only be done if the two announcement sets P
and Q being used to form the state have a column of zeros of the same width (in Proposition 4.4, that width
was x). If not, then this can only be done if (1) P can be written as P = |P1|P;| (this notation will be defined in
§4.5.1), where the block size of P; is x; (2) P = Q; or (3) if P = B,, (which is a special case of (1)). Since the latter
two cases are our main concern, we will always remove announcement sets that contain a column of zeros.
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We can indeed exclude announcement sets with a column of zeros when P = B, since we will see in
the next section that if ? = B, and Q = {0*Q,}, for some set & = {Q,}, of (n — x)-bit strings, then since
By = |Bx|By_»| and Q = [{0*}|Q|, we have that

AB . AB A->B +
P 3,0 =W (PQlﬁx,{@}) ® Pgiﬁnfx,@)) w

for some unitary W. Since pél(i} 0 is separable (B; is one-dimensional), it is trivially symmetrically ex-

tendable, which means that pr(B” 0) is symmetrically extendable if and only if péB(B .9) is symmetrically

extendable.

4.4.1 Number of Inequivalent Announcement Sets

For given block lengths 7 and announcement set sizes m, we can use the equivalences developed in the previ-
ous section to determine the inequivalent announcement sets as follows: take all combinations of announce-
ment sets starting with the zero string and without any columns of zeros and search over all possible com-
binations of permutations and bit strings. Doing this for (n,m) = (3,3), we obtain only two inequivalent
announcement sets:

000 000
101 », 110
110 111

When (n,m) = (3,4), there are five inequivalent announcement sets:

000 000 000 000 000
011 011 100 100 101
100 (7 101 (~ 101 110 110
111 110 110 111 111

The search over all permutations and bit strings grows very rapidly with n since the number of permutations
is n! and the number of bit strings is 2". This means that for each n we have to search n!- 2" combinations of
permutations and bit strings to determine all the inequivalent sets. By doing this for some small (1, m) pairs,
we obtain the following table giving us the number of inequivalent announcement sets.
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Table 4.1: Number of inequivalent announcement sets for some small block lengths n and
announcement set sizes m. The highest possible m for each n such that the announcement set
is non-trivial is 2" — 1. Blank cells are undetermined.

For all n > 2 and m = 2, there is always only one inequivalent announcement set, which is {0",1"}.

4,5 New Announcement Sets from Old Ones

We now go through two methods of combining codes that are relevant to this thesis. The main reference for
this section is [MS77], wherein one can find many more ways of combining codes to obtain new ones.

451 The Direct Sum Construction
For any code P = {Pk};”:lo_1 of block length 77 and any code Q = {Qg}zzal of block length 1y, the direct sum
|P|Q| of P and Q is defined as
P10 ={PQy: 0<k<m —1,0</{<m—1}5 (4.20)

It is natural to adopt the following two-index labelling of the elements of |P|Q]:

(1?12 i) =PQ; VO<i<m—1,V0<j<mp—1 (4.21)
Then, by definition (4.1), the filter Ap|o| used to post-select on |P[Q] is

m—1my—1

ny+n
Apa = Y, Y MO (PQ ™ (4.22)
k=0 (=0

Note that d ; = mymy, so that 1 = H ® H4,, whered; = my and d z, = m,. It then follows, as we show in

Proposition B.1 of Appendix B, that for sets P; = {Pllk}zz({l and Q; = {Qllg}znjbfl of nj-bit strings, and for

8The notation P,Q, is meant to indicate that the two strings P, and Q, are put together to form one larger (11 + n,)-bit string.
This is called the direct sum of P and Q because if both P and Q are linear codes with generator matrices Gp and Gg, respectively, then
Gipjo| = Gp @ G, that is, the generator matrix of |P]Q| is the direct sum of the generator matrices of P and Q.
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-1 -1 . .
sets P, = {Pz,k};:zé and Q; = {Qzlg}émjé of ny-bit strings, we have

A1ABiBy A4B A B +
le‘gﬁﬁﬁlz (pQ (9}1 ) ® pQ?(ﬂ%,Qg) w7, (4.23)

where W = SWAP_; is the unitary operator that swaps the §) ;, and )5 spaces and is defined analogously

to (3.1). In other words the filtered state resulting from post-selection on direct sum of codes is equal (up to

ordering of the tensor factors) to the tensor product of the filtered states resulting from post-selection on the
A1A3B:B,
([P1[2],
7191192)

codes forming the direct sum. It is then straightforward to show that p is symmetrically extendable if

pgl(Bj}l o) and pgzgfz o) are symmetrically extendable. This result can be extended to apply to announcement
sets formed from a direct sum of an arbitrary number of announcement sets. If Py, Py, ..., Prand 91,9, ..., 9

AzB, AyBy
are two sets of k announcement sets, with resulting filtered states p 0, (T 01)7 L0 (P00) 7 pQ (Pe04) then
Ay AyBy By Ay B, AyBy +
Pop S (PQ (P @@ PQ(%Q@) W
7191]--+1%])
where W performs the appropriate tensor factor swapping. Then, p ‘?ﬁk% ) B s symmetrically extendable if
|Ql”"Qk|)

A1By

PO (P1,01) "7 pg’,‘(Bﬂi‘k,Qk) are all symmetrically extendable.

4.5.2 Levenshtein’s Construction

Let P = {Pk};(”:lo_1 be an announcement set of n;-bit strings and Q = {Qg}zzal be an announcement set of
np-bit strings. The Levenshtein construction from a copies of P and b copies of Q, denoted aP + bQ, is obtained
by pasting a copies of the codewords of P side-by-side with b copies of the codewords of Q side-by-side and
omitting the last my — mq rows of Q (if my < my) or omitting the last m; — my rows of P (if m; > my), as shown
in the diagram below.

PIP|P1Q|Q

x_

} Omit

——

b
Figure 4.3: The Levenshtein construction aP + bQ.

aP + bQ is a new announcement set with block size 11 + 1, and size min{my, my}. If my = my = m, then
we can write
pr‘f—bQ—{Pk Pka QkOSkSm—l}
~— ——
a times b times

In this case, we show in Proposition B.2 that if Alice and Bob both filter on a? + bQ, then

iB 5\ od ==\ ob
08800 = (p35) o (08h) (4.24)
where o denotes the Hadamard product (also sometimes called the Schur product), which for two matrices A and

B of the same size is defined as
(Ao B);[c = AB. Vk /. (4.25)

[
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The Levenshtein construction a® of a copies of an announcement set P is a simple way of increasing the block
length of a code while keeping the number of codewords constant. We will use this construction in Chapter 6.

Summary

In this chapter, we have looked at general two-way post-processing protocols that might break the symmetric
extendability of Alice and Bob’s initial correlations for QKD protocols using the six-state signal states when-
ever the QBER Q is in the gap {%, %} . By not caring about the resulting rate of key distillation, we have
managaed to reduce the problem to looking at the symmetric extendability of states resulting from Alice and
Bob performing an independent post-selection on error-correcting codes. We have conjectured that it is suffi-
cient to consider Alice and Bob post-selecting on the same code, and we have also conjectured a general way
of constructing symmetric extensions of the resulting states. We have also looked at equivalence of codes and
the effect of combining codes in particular ways on the post-selected states.

Having laid all of this groundwork, we are now ready to begin looking more closely at particular codes
P, Q and the symmetric extendability of the resulting filtered states pr(? 0)" We will start with the repetition
codes R, then move to the more general simplex codes 8(n,d, m).
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Repetition Codes

The repetition codes R, of block size n are defined as
R, ={0"1"} Vn>1.

The post-selection protocol obtained from this code is advantage distillation, which as explained in the intro-
duction currently provides the best-known lower bound of 2 *1(‘)@ for QKD with the six-state signal states. In
this chapter, we will derive this bound using our new framework along with the condition (3.2), which deter-
mines the symmetric extendability of pé/éyn for all n > 1. This will reproduce the known result from [Myh"09]

that advantage distillation cannot be used to break symmetric extendability beyond %. The derivation
provided here using our new framework is considerably simpler than that original one, which involved ana-
lytically solving the SDP associated with the updated states.

Next, we will use (3.11) to find the channel N such that N o Trg, constructs a symmetric extension of pé%n
and will discover that it works throughout the symmetrically extendable region of the states (that is, for all
Q > Qg ) forall n > 1. Finally, we will prove Conjecture 2 for repetition codes by showing, using the strategy

given by (3.6), that Trg, alone constructs a symmetric extension of pégyn atQ = Qg foralln > 1.

It is worth mentioning that the filter Az, = |0) (0"| + |1) (1"| that we will use here as part of our framework
had been used previously in [KBRO7] to generalize the one-way security proofs of QKD presented in [RGKO05;
KGROS].

5.1 Derivation of Current Security Bounds from Symmetric Extendability Crite-

rion
Recalling that
1— 1-2
5 8 0 =
AR
o 0§ o
1-20 ¢ o 10

" ‘
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it can be shown using (4.12) that

PQR,

Note that pé?ﬂh =

-

2

() o o (
o @ 0
| o 0 (8)" o
2y o 0

4P For convenience, we define

)l

2

59 o

1-2Q

-

).

)

2

which are non-negative forall 0 < Q < % and all n > 1. Also, using the figure below, we have that q; > qo
and g1 > g forall0 < Q < fandalln >1,and g, > g forall0 < Q < 1 foralln > 1.

0.8

0.6

0.4

0.2

0.0

0.0

0.1 0.2 0.3 0.4

0.5

Now, we want to determine the symmetric extendability of the states pé,%%n for each n > 1. Note first that
these states are Bell-diagonal (recall the general form (2.21) of such states) with eigenvalues

pr=1q

+q2, Pz=q1—492, Px =140,

Py = 40

(5.1)

in the canonical form (2.31). Their separability is therefore given by Proposition 2.23, using which we get that
foralln > 1 PSERH is separable for Q > %, the same as for the original states pSB. Since all separable states are

symmetrically extendable, it must be that the symmetric extendability threshold Q, is less than or equal to %

for all n > 1. Using (5.1), we find that

det (pé,BRn

58

- 2 = 2
)=d@-3B), T [(péﬁ%> ] =2q5+241 +245, and Tr [(pég%> } = 2q7 + 245 + 44001



Chapter 5: Repetition Codes

Therefore, the condition

M N Ny
4, /det (pé%zn) > Tr {(PS,B%) } —Tr [(pglyn) } , (5.2)
which is necessary and sufficient for the symmetric extendability of pé%zn, becomes

41/ 3 (3 — 43) > 245 — 4q0q1- (5.3)

Squaring both sides of this inequality and simplifying gives

164507 — 16q5a5 > 443 — 16439001 + 164547
= 443 — 16459001 + 164505 = 445(q5 — 4q091 +445) < 0
= g5 —4q0q1 +445 < 0.

Substituting the definitions of qo, 41, g2 into the last inequality above gives
47" —4Q"(1- Q)"+ (1-2Q)* <0. (5.4)

Let
fn(Q) =40 —4Q"(1- Q)" + (1 —2Q)™. (5.5)

The root(s) of f, give us Q;, = Q% foralln > 1, that is, the threshold error(s) beyond which péﬁzn is symmet-
rically extendable. It turns out that in the interval [0, 3] there exists only one root, hence only one threshold
error, for all n. Moreover, as shown in Figure 5.1, the threshold increases monotonically with 1, which means
that Qf, := lim, . Q}, is the highest possible threshold with advantage distillation, and it is the number we

seek.

Q|
0.16666
0.21507
0.23441
0.24772
0.25105
0.25531
0.25836
0.26064
0.26241
0.26383

OR[N Ul =] W NS

—_
(e}

n

Figure 5.1: (Left) A table of Q;, from n = 1 ton = 10. (Right) A plot of Q}, from n = 1 to n = 40.
Indicated in yellow is the gap.
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Now, it holds that 4Q%" < (1 —2Q)?" for all Q < . 121 for all n > 1. This means that as n increases, f,
~ +271
tends to f, forall Q < %, where
fu(Q) = —4Q"(1- Q)" + (1 -2Q)™" (5.6)

Therefore, we have that Q% = Q,, where Q% = lim, . O} and Q} is the root of f, in the interval [O, %],
which can be shown to be

() () e (s )

Therefore,

10

This is exactly the current best-known lower bound for QKD with the six-state signal states and two-way
classical post-processing that was first derived in [Cha02]. We have thus used our framework to show, as was
originally done in [Myh*09] by analytically solving the SDP (3.3), that advantage distillation cannot break the

symmetric extendability of Alice and Bob’s initial correlations beyond %.

The analysis for the BB84 signal states using pgi is a bit more involved: since for every Q there exists
a family { pgi} xeo,q] consistent with Alice and Bob’s measurement results, to determine the highest possible
threshold with advantage distillation we must determine for each n > 1 the highest possible Q such that the set
{pgiﬁn }xej0,q] does not contain a symmetrically extendable state, where pgimn = (Ag, ® Ag,) (pé?f” )(Ag, @
Ag,)t. We go through the analysis in Appendix C.

5.2 The Special Construction of a Symmetric Extension

Let us now use the the special map € = N o Trg, presented in §3.3 to explicitly construct a symmetric extension
of PS%QH' Recall that whether or not the special map can construct a symmetric extension of any state depends
on whether N is completely-positive, which depends on whether the eigenvalues of J(N) are non-negative.

We will be making use of the following identities throughout this section:

(75)* = 4q5q; — 4(q5)%
(37)% = (33)* = a1 — 245

(.7)

205 = a5 (VG + 35— VI - 5)

05 = a5+ 391 + 51/ (7)? — (43),

o Ol =~ W N =
3
O% DN
N[—=
VR
3
—%

|
—
=
—%
N—

N

|
~~
)

*
S~—

N

N——

~

where, for example, g refers to go evaluated at the thresholds Qj,. These identities can be proved using (5.3),
which at Qj, holds with equality.
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We can use formula (3.11) to determine that the Choi representation of N is

2 2
i—q+A 92 IR
J(N z[ + } O (P
) 2A \/q*o(\/q1+qz+\/q1—qz)’ ) (]
A
r L2 2
q1 —qp+ A 92 ] _ _
+ — P P
2A Va0 (Va1 + g2+ /a1 — q2) [®7) (| (5.8)
Ao
(A —q2 + g3 N\
| BEEER () o+ [e) (),
~———
N34
where
A = g5+ (q1+ 90)\/ 43 — 5 + T4
It holds that

2o+ A A +43\ (154
T )] = (B2 4 22020 ) (P4)

which means that N is trace-preserving.

The eigenvalues of J(N) are in the square brackets of the expression above for J(N), and for N to be
completely-positive, and hence for a symmetric extension of p‘éB._Rn to be constructed using N o Trg,, we need
them to be non-negative for at least some subset of Q > Qj, for all n > 1.

A = (q0+q1) (qo+\/q%—q§>,

the condition Az 4 > 0 can be simplified to

(90 +q1) <qo+\/fﬁ—q%> =A>q—q5
=qo+1\/47 — 43 > 71— qo

=\ — 93 > 91 — 290

Writing A above as

=47 — 45 > q1 — 4q0q1 + 495
= 4q5 — 49001 + 45 < 0.

The last line is the condition (5.4) for pé%n to be symmetrically extendable. So A3 4 vanishes at Q;, foralln > 1
and is positive for all Q > Q;;. Furthermore, by using identities 2 and 3 from (5.7), we obtain

No—g: = —(q5)* + (q1)* Vn>1,
which leads to
(47) -

Aalg_g: = ;-1=1-1=0 Vn>1
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Therefore, A; also vanishes at Q;, foralln > 1and Ay > 0forall Q > Q;. And since A; > 0forall0 < Q < %
and all n > 1!, it holds that the eigenvalues of J(N ) are non-negative for all Q > Q; for all n > 1, which means

that N o Trg, constructs a symmetric extension of p w, throughout its symmetrically extendable region for all
n > 1. Not only that, but by using again identities 2 and 3 from (5.7) we obtain

JN)lg-g; = A+ 1) [@7) (7] = 2[@7) (7] = J(Ii(5,)) V1.

In other words, for all n > 1, Trg, alone constructs a symmetric extension of pé%zn when Q = Q;. This

proves for repetition codes Conjecture 2 that the channel constructing a symmetric extension of PS,BRn can be
decomposed into two steps, the first being the channel that on its own constructs a symmetric extension at
the threshold Qj; and the second channel that, by virtue of being completely-positive and trace-preserving for
all Q beyond the threshold, acts like a post-processing step that completes the construction of a symmetric
extension for all Q > Q.

5.2.1 Derivation of the Channel at the Threshold

In this section, we go through the arguments that lead to the discovery that the channel Trg,, as we have just
seen, constructs a symmetric extension of PS]?R” at the threshold value Q;, forall n > 1.

Now, pé,gﬂin is Bell-diagonal, so writing the general symmetric extension (3.13) of a Bell-diagonal state in
the Bell basis on §) 4, $3, we get

PGl (B) = |@) (@7 c/z+q1>(2)BI+\¢—><¢+\A3®(%J20+421> Z)B
re o (B 8) (%) oo (3 8) ()]
B- B /

=
<
=S NS IS

+ ¥y (0[P
(5.9)

N

+ N~ — + N——

where recall that E = (Bx, By, Bz) are open parameters that need to be chosen such that the resulting operator
is positive semi-definite. This expression is the analogue to (3.4).

IThis is due to the fact that g, g1, g are non-negative for all 0 < Q < % for all n > 1 and that g1 > g, so that q% - q% > 0.
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Lemma 5.1

The choice
Bx = By =4q0, Pz =291 — 640

makes pABB (B) positive semi-definite for all Q > Q* for all n > 1.

PROOF: Substituting B, = B, = 4q0 and B, = 2q; — 64 into (5.9) gives us

0B (400,400,201 — 6q0) = |7 (0| & (g2 + 1) (]1)3/ Hlon) (@ e (g -290) (3 )B/
el @ e (0 D) (5)" 1@ @”2)(?)1
Fe o2 (5) s (o P (1)
) (o | i <?> H) @ e (0= ) ((;)B 510
+»@+><T+\AB®( o”ﬁ) (5) +lene e () ()
+ 1) (2 @0 <]zl>B/+ o) (%)

rle) s (n-8) (7) sl Mo (n-3) (5)"

D/

F P e ) (5) 18 P o (3)

As a matrix in the standard basis of C2 ® C2 @ CZ?, this is equal to

[g1—q0 0 0 0 O ”772 q—zz 0
0 qo0 4o 00 O 0 %2
0 qo0 4o 00 O 0 %2
iBE 0 0O 0 00 0 O 0

pé%? (46]01 4q0/2q1 - 6[70) = 0 0 000 O O 0 ’

%2 0 0 00 qo 4o 0
%2 0 0 00 qdo 4o 0

. 0 ”772 '12—2 00 0 0 g1—qo]

and it has eigenvalues
Go+q 1 Jo+q 1
0, 0 —5\/(3qo—q1)2+2q§, 2 +§¢<3qo—41)2+2q%,

each with multiplicity two. The fourth eigenvalue is non-negative for all Q € [0,1] and all n > 1 due to the
non-negativity of qo, 1,92, while simplification shows that the third eigenvalue is non-negative if and only if

47" —4Q"(1- Q)" + (1 -2Q)*" <0,
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which is exactly th_e~ gondition (5.4), so that the third eigenvalue is non-negative for all Q > Q; for alln > 1.
This proves that pggfn/ (490,4490,2q1 — 6490) is positive semi-definite for all Q > Qj, for all n > 1 and therefore is

a symmetric extension of pé%n throughout its symmetrically extendable region foralln > 1. W
Now, from the purification
e = vee (Vedh,) = 1090 e Vi T o) 400 P e i g fon)
) e v )R+ e e v v,
a channel £q 5, such that (15 ,.) ® €qx,) <|1/;> (¢|S§R51E2> = pé%’ (490,490,241 — 6q0) must satisfy

£ax, (|97 (#7]) = £, ( vy () -1,

@) (@7]) = o, ([¥7) (¥7]) = €am, (

fas, 1) (@) = on, (o) ('] = L LE (),
tas. %) (@7]) = fon, () (v | = 2 E (),
Eor, ([T)(@T]) = —Egm, (|@T) (¥7]) = qZ(Z;j{qz) (1025) (5.11)
b (107) (7)) = g (¥ o) =t (1),
fas, (07 (@']) = qn, () (0 ) = B2 ()
V-2
Eam, (%) (¥*]) = £qa, () (¥ )) = &

These conditions are the analogue to (3.6), and they define €5, on an orthonormal basis, which therefore
uniquely defines it. It is manifestly trace-preserving.

Theorem 5.2

Foralln > 1, Eqgi , = Trg,.

PROOF: Using identities 3 and 5 from (5.7), we get that at Q;; foralln > 1,

7 (0 +a3) = do+ 2 and /g5 (i —93) = 2 — a5
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Using as well identity 2 from (5.7) gives us after substitution into (5.11)

£y, (197 (071) = i, (107) (0 ]) = gy, (1¥7) (¥ = aue, (1¥7) (¥ = 5,
Eapm, (7 (#]) = e, (19%) (¥7]) = 5
£ (%) (07]) = £, (197 (Y1) = -5
Easa, (1) (01]) = —eqya (o) (¥ ]) = 2,
barm, (197 (F]) =~ (¥ (@) = 2,
Eaps, ([07) (@) = Equa, ([0) (@) = 2
ey, (¥ (¥°)) = £, (1¥9) (Y1) = G

which one can verify after some work is equal to the action of Trg, on the Bell basis. W

5.3 No Post-Selection by Alice

We now consider the case of Bob post-selecting on a repetition code, as before, but Alice not post-selecting. The
corresponding filtered states are pgﬂ(’% R)7 and in this section we use the special map (3.9) to prove Conjecture
1 for repetition codes, that is, the following theorem.

Theorem 5.3

Q3, x, = Qg, foralln > 1. Therefore, pgln&nmn} is symmetrically extendable for all % <
Q< jforalln>1.

We know already from Proposition 4.1 that if pgfénﬂ”) is symmetrically extendable, t}1e~n so is Pé,gﬂln' which
implies that Q5 5 > Q% . We will now show that Q3 » < Qg also holds, that is, if PS,BR" is symmetrically
extendable, then so is pg”(’%n %)

Since the repetition codes are linear, the states p2 Q B »,) area special case of the states pgn(%n 0) correspond-

ing to no post-selection by Alice and post-selection by Bob on a linear code Q, which are analysed in §E.2 of
Appendix E. In that section, we have a general expression (E.19) for the eigenvalues of the Choi representation
of N corresponding to the special map, and we apply those formulas to the repetition codes in §E.2.1. From the
analysis in §E 2.1, we obtain the following results about the eigenvalues {A,, : 0 <u <2"—-1,0<0v <1} of

J(N )forpQ(g Ry

1. The eigenvalues Aqp, Ao1, Aon_1,0, Apn_1, are equal to the eigenvalues A1, Ay, A3, Ay of J(N) for pégn
from (5.8).
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2. The remaining eigenvalues {A, 0, A, 1:1 < u < 2" —2} are equal to

Q|Pu‘ (1 — Q)"“Pu|

Au,O = Au,l = Q‘P“‘(l . Q)”*‘PIA + Q”*|Pu\(1 o Q)‘P”V

(5.12)

which are non-negative for all 0 < Q < % foralln > 1.

Therefore, from §5.2 above, we have that A is non-negative for all 0 < Q < % forall n > 1, that Ao, Aon_1,
and Apn_1; vanish at Q3 for all n > 1 (and are positive beyond Qf ), and that for 1 < u < 2" — 2 the

eigenvalues A, o, A1 are non-negative for all0 < Q < j forall n > 1. The map N is therefore completely-

positive forall Q > Q3 forall n > 1, which means that péil(%n,ﬂ%n) is symmetrically extendable whenever pé%n

is symmetrically extendable. In other words, Q%n,ﬂ%n < Q;%n for all n > 1. Therefore, Q%nmn = Q;n foralln > 1,
as required, which proves Theorem 5.3.

Summary

In this chapter, we have used the framework developed in Chapter 4 to examine repetition codes. We proved
the upper bound of 2 _1(‘)@ that had previously been proven in [Cha(02] using entanglement distillation tech-
niques adapted to a classical setting as described in §2.4.4 and proven in [Myh"09] using advantage distilla-
tion and symmetric extendability. We subsequently proved Conjecture 2 for repetition codes, which states that
the channel constructing a symmetric extension of the filtered states can be decomposed into two channels,
the first that alone constructs a symmetric extension at the thresholds Q3 and the second that constructs a
symmetric extension for all QBERs beyond the thresholds. We then proved Conjecture 1 for repetition codes,

which states that the thresholds with and without post-selection by Alice are the same.
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Simplex Codes

We now move on to announcement sets P = { P}, of n-bit strings in which
|P®Pu|=d Vk#K

for some 1 < d < n. Such announcement sets are called simplex codes, and we will denote them 8(n,d, m),
where m is the number of codewords. We may omit the parameters in the specification of the code if they
are understood from the context. These codes are a natural generalization of the repetition codes that we
just looked at in the previous chapter. Indeed, notice that for all n > 1, 8(n,n,2) = R,. In fact, up to the
equivalences described in Chapter 4, the repetition codes are the only two-codeword simplex codes.

In this chapter, we will examine the states p B B arising from Alice and Bob post-selecting on the same sim-
plex code 8. We will derive an analytic expressmn for the map N in (3.9) and prove that, just like repetition
codes, this map gives a symmetric extension of pQ for any simplex code throughout its symmetrically extend-
able region, and that Trg, alone works at the threshold. All of this analysis will be very similar to the analysis
for repetition codes, and in fact we will find that simplex codes cannot beat the current best bound obtained
from repetition codes.

Since without loss of generality we can always let the first codeword in the announcement set be 0",
simplex codes of distance 4 will be such that each non-zero codeword has Hamming weight d. This leads to
the following.

Proposition 6.1

For any simplex code 8(n,d, m) such that m > 2, d must be even. In particular, m = 2 for all d
odd.

PROOF: Suppose that m > 2. The distinct strings u, v (neither equal to 0") in § each have Hamming weight d
by the paragraph above the statement of the proposition and they satisfy |u & v| = d by definition of the code.
Now,

lu@®v| = |ul+|v| —2ju ©o|.

Lettingy = |u ® 0|, |u| = |v| = d = |u & v| means that 2d — 2y = d = d = 2y, that is, d is an even number. It
follows that any simplex code of odd constant distance d must have size two. W
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In other words, simplex codes with more than two codewords can only have even distances, and odd-
distance simplex codes can only have two codewords. Odd-distance simplex codes are therefore always repe-
tition codes.

Simplex codes can be both linear and non-linear. An example of a linear simplex code with parameters
(n,d,m) = (3,2,4) is
000
101
011
110

An entire family of linear [2" — 1,7,2"7!] simplex codes §, = §(2" — 1,2"=1,2") (for r > 2) has generator
matrices whose rows are equal to all the non-zero r-bit strings. For example, the code above corresponds to
01
r = 2 and has generator matrix |1 0], and the code
11

0000000
1010101
0110011
1100110
0001111
1011010
0111100
1101001

corresponding to r = 3 has generator matrix

—_ =m0 OO
—__m, OO R kO
R OFRORFR OR

Another way of realizing these codes is as the rows of the rth-order Hadamard matrices H*" with the 1 entries
replaced by zeros, the —1 entries replaced by ones, and the first column omitted, where the Hadamard matrix

H is defined as
~ 1 1
H:= [1 _1] (6.1)
So the r = 2 linear simplex code above is realized as
11 1 1 0 00O 000
~ 1 -1 1 -1 0101 1 01
®2 _
HP=1 1 -1 2] 7 Joo11] o1 1|
1 -1 -1 1 0110 110
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and the r = 3 linear simplex code is realized as

1T 1 1 1 1 1 1 17 [0 0 0 00 0 0 0] [0 0 0 0 0 0 0]
1 -1 1 -1 1 -1 1 -1 01010101 1010101
11 -1 -1 1 1 -1 -1 00110011 0110011
93 1 -1 -1 1 1 -1 -1 1 N 01100110 N 1100110
11 1 1 -1 -1 -1 -1 000011171 0001111
1 -1 1 -1 -1 1 -1 1 01011010 1011010
11 -1 -1 -1 -1 1 1 00111100 0111100
1 -1 -1 1 -1 1 1 -—1] 0110100 1] 1101 0 0 1]
Examples of non-linear simplex codes are
00000,
000, 88(1)(1)’ 00011,
011, ,, 0101’ , and 00101, . (6.2)
101 1001’ 01001,
10001

Each of these is a simplex code with constant distance two and is a member of the class 8(n,2,n) of codes
(n > 2) with codewords

P,=00---00100---001, k#0. (6.3)
—— N——
n—k—1 k-1
times times

(The codes displayed above are for n = 3,4,5.) More generally, for any code 8(n,d, m), we can obtain codes
with higher distances while keeping the number of codewords constant by pasting the code side-by-side with
itself k times using Levenshtein’s construction, giving codes k8(n,d, m) = 8(kn, kd, m) foralln > 2,2 < m < n,
and k > 1. For example, for any r > 2 and k > 1, the codes k8, are linear simplex codes that are not in the §,
class (that is, for any k > 1, kS, is not equal to 8,/ for some ).

6.1 Eigenvalues of the Filtered States

B
S

/

In this section, we provide analytic expressions for the eigenvalues of the states pé
by Alice and Bob on any simplex code 8.

arising from post-selection

First, consider the discrete Weyl operators {W,,}"", 1, C L(C™) defined as [Wat16]

m—1 m—1 kb
Wop = X@2Z0), X(a)= X lk+a)(d, 2(0) = X, 1) (kI (6.4)
=0 =0

where the addition in X is modulo m. These operators are the generalizations to m dimensions of the Pauli
operators (2.19) on qubits that we saw in Chapter 2. Using them, we define the m-dimensional generalizations
of the qubit Bell states (2.22) as

@y p) = (len @ X(a)Z(b)) |[Poo) YO <ab<m-—1, (6.5)
where
1 m—1
|Dop) = — Z |k, k) . (6.6)
m =
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Like the qubit Bell states, these states form an orthonormal basis for C" @ C™.

In Proposition D.1 of Appendix D, we prove that the spectral decomposition of pA 0, B b is

Pé,BS = Z )\a,b ’q)a,b> <q)a,b‘ s
b=

where the eigenvalues {A, }},- 10 are

Aop = <1_2Q>n+(m_1> <1—22Q)d <1_2Q>n—d
d

n . d n—
)\0,1 = )\0/2 e AO,m—l = <1 Q> (1 22Q> ( 2Q> (67)

which can be written compactly as

Ay = ((Aoo — Ao1)00 + Aot — A1,0) da0 + A1 (6.8)
It holds that 1
AO,O > /\0,1 > Al,O Vo < Q < 51 v 7/l/["l > ]-/ Vm > 2. (69)

1-20 d 1-0 n—d
The fact that Agg > Ag is easy to see since Agg = Ag1 + m <T> (T) . To show that Ag; > A1, we
use the inequality
(x+y)" >x"+y",
which holds for all x,y > 0 and n € IN. From this, we obtain

1-2 d d
Q+1-20f =(1-Q' > @'+ 1-20" = 1- (=) = (+%5) -

. . . 1-0\" .
Multiplying both sides by (T) gives

() () (59 "= (@) (5

Aot Ao

which is our sought-after inequality.

To determine the separability of pgg, we can try to use the PPT criterion by calculating (pgf‘s)TB and
determining when, if any, of its eigenvalues are negative. This is due to the fact that the PPT criterion is
only necessary, not sufficient, for the separability of density operators on higher-dimensional spaces. This
means that positivity of the eigenvalues of the partial transpose will give no indication as to the separabil-
ity /entanglement of the state, while negativity of the eigenvalues of the partial transpose indicates that the
state is entangled. Fortunately, as we prove in Proposition D.2, the partial transpose of pQ has a negative
eigenvalue, and it does so for Q < 3 1 for all 8. Therefore, as with the repetition codes, we have that the separa-
bility of the filtered states pélgs is unchanged from that of the original isotropic states péB . This means that the

symmetric extendability thresholds Qg must satisfy Qg < % for any simplex code 8.
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6.1.1 The Corresponding Channels

Just as we saw in §2.2.1 that the Pauli channels (2.18) had Kraus operators proportional to the Pauli operators
and Choi representation proportional to qubit Bell-diagonal states, the discrete Weyl operators (6.4) on C™
can be used to define a class of channels whose Choi representations are proportional to the m-dimensional
Bell-diagonal states. These channels are of the form

m—1
(X) = Y PapWapXWg, VX e€L(C"), (6.10)
a,b=0

Y5

where {pﬂ/b}Tb_le is a probability distribution. The Choi representation is then

m—1

J(Yp) =m Z_: Pap | Pap) (Papl - (6.11)
a,b=0

Now, we have just seen that the states pég are Bell-diagonal. After normalizing, we have that Trj [pé%} =

ﬂm—f‘, so that the states (after normalization) correspond to quantum channels. The states also have three distinct
eigenvalues. Substituting the eigenvalues into (6.10), we obtain the channel ®gs € C(%H i B) corresponding
to p’é%:

CI)Q,S(X) = ()\0,0 — Ao/l)X + THZ)\L()A(X) -+ m(/\OJ — /\1,0)Q(X) VXe L(ﬁA), (6.12)
where A is the completely-depolarizing channel and () is the completely-dephasing channel, which are defined
as [Watl16]

Tr(X)

A(X) = 1; =

1m1
m 2

Y wa,bxw;b VXeL($H;)
a,b=0

and

m—1 1 m—1
Q(X) =Y Xala) (a] = - Y WocXWi, VX eL($Hy).
a=0 c=0

6.2 Symmetric Extendability of the Filtered States

In this section, we use the result in [Ran09] to determine the thresholds Q = Qs beyond which the

*
n,d,m 8(n,d,m)

filtered states pélgs are symmetrically extendable.

The result in [Ran09] pertains to a particular subclass of the Bell-diagonal states in D(C™ ® C™), namely,
those that are “Uj,-invariant”, where the set U, is defined as

U, ={UeU:UcU},
U; = {U € U(C™) : U diagonal in the standard basis}.

As shown in that work, m-dimensional Bell-diagonal states that are U-invariant have only three distinct eigen-

values. In particular,
m—1

=Y X |Prr) (Ppl
k=0
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is Up-invariant if and only if

a ifk=4¢=0,
1—a—(m—1)b h .
(m—T) otherwise
for some a,b > 0, a > b such that x := a+ (m —1)b < 1. For all m > 2, such states are symmetrically

extendable if and only if

1-x)2x—1) m—2
a—b§2\/ e T (1- %), (6.14)

Now, comparing the eigenvalues (6.13) of Uz-invariant states with the eigenvalues (6.7) of p‘éBS from the
previous sect1on we find that after normalization they have exactly the same form as (6.13). This means that

the states p 0,5 are Uj-invariant, which means that (6.14) can be used to determine their symmetric extend-
ability. Before using (6.14), however, the eigenvalues of the state must be normalized. Using as in Chapter

5
d 1-0\* 1-20\"
w0=(3) 0= (5%) == (55))

. - n d N n—d
TrloBB] = Moo+ (m — D)Ags + m(m — 1A = m <1ZQ> - m(m —1) (g) (129) ,

and using the fact that

we get that the normalized eigenvalues ﬁo,o = %, 3\0,1 = Tr?po/’;lg] and j\l,o = [Aplo 7 are
Q8 Q Qs
A + (m—1 A — A
Ao = T (m—1)g 5 _ q1— 42 4o

7 — 7 )\ - .
mqy + m(m —1)qo 0.1 mqy + m(m —1)qo Lo mqy + m(m —1)qo

Additionally, using x = 1 — m(m — 1)A; g, substitution into (6.14) gives us

o2 —21% <2 () (2t 1) (%))

as the necessary and sufficient condition for the symmetric extendability of pé’%, where X = mgy +m(m —1)qo.
After much simplification, this becomes

q% —2(m —2)qog2 — 4q0q1 + m2 ‘70 <0. (6.15)

As a check, we may let m = 2and d = n, so that the corresponding code is just the repetition code R,, examined
in the previous chapter. This gives us g5 — 4q0q1 + 493 < 0, which is exactly the condition (5.4), as expected.

Now, substituting the definitions of g, 41, 42 into (6.15) gives us
8am(Q) = (1-2Q)* = 2(m —2)Q"(1 -2Q)" ~4Q"(1 - Q) +m*Q* < 0. (6.16)

The root(s) of g4,m gives us the threshold Q; ; , beyond which pé% is symmetrically extendable. Notice that
this function depends only on the parameters d and m of the code and not on the block length 7. This is a

reflection of Proposition 4.4, which we recall tells us that adding extra zeros to codewords does nothing to the
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0000
symmetric extendability of the resulting state. It also tells us that, for example, the codes 8(4,2,4) = 8?(1)1
1001
000
(which is non-linear) and §(3,2,4) = (1)(1)1 (which is linear) have the same threshold.
110

Now, let us consider the linear simplex codes 8, described at the beginning of this chapter. Figure 6.1
below plots the thresholds for some of these codes. As with the repetition codes, the threshold increases

5-V/5

monotonically with the distance (which, recall, is d = 2"~ for these codes) and appears to converge to 27y>.

028 | wvnnnn e e e L R T foanacacs -
. ® ' ' o ®
: : : ® : : : : :
026 oot S o S S e SR :
T S

x5 . . . . . . . .

R SR SRR SRR SRR R R R SR .
020 g S o o o e o i
O ST b b b e R SRITM IR e -
016 i i i i i i i i i

1 2 3 4 5 6 7 8 9 10 11
r

Figure 6.1: Thresholds for the simplex codes §; up to r = 10. The region highlighted in yellow
is the gap.

We can also consider the class of simplex codes 8(mk, 2k, m) corresponding to Levenstein’s constructions
of the codes 8(m, 2, m) defined in (6.3). Table 6.1 below contains the thresholds for some of these codes. For
m > 2and k > 1, all of these codes are non-linear. Note that for m = 2, 8(2k, 2k,2) = Ry, that is, m = 2 simply
gives us the even-order repetition codes.
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1 2 3 4 5 6 7

8

9

0.215080 | 0.244721 | 0.255315 | 0.260645 | 0.263831 | 0.265946 | 0.267452

0.268578

0.269453

0.205719 | 0.242574 | 0.254725 | 0.260470 | 0.263777 | 0.265929 | 0.267446

0.268577

0.269452

0.197825 | 0.240594 | 0.254155 | 0.260299 | 0.263723 | 0.265912 | 0.267441

0.268575

0.269452

0.191015 | 0.238757 | 0.253605 | 0.260129 | 0.263670 | 0.265894 | 0.267435

0.268573

0.269451

0.185041 | 0.237041 | 0.253072 | 0.259963 | 0.263617 | 0.265877 | 0.267429

0.268571

0.269450

0.179728 | 0.235432 | 0.252555 | 0.259798 | 0.263565 | 0.265860 | 0.267424

0.268569

0.269450

0.174952 | 0.233916 | 0.252054 | 0.259635 | 0.263512 | 0.265843 | 0.267418

0.268567

0.269449

O 00| \J| O\ Q1| | W DN

0.170622 | 0.232483 | 0.251568 | 0.259475 | 0.263460 | 0.265826 | 0.267413

0.268565

0.269449

—_
()

0.166667 | 0.231125 | 0.251095 | 0.259317 | 0.263409 | 0.265810 | 0.267407

0.268563

0.269448

Noting that k parametrizes the distance of the code, we see that for each distance the repetition code
(corresponding to the first row of the table) always has the highest threshold and that increasing the number
of codewords decreases the threshold. Not only that, but as the distance increases the thresholds of m > 2
non-repetition codes appear to converge to the threshold of the repetition code. This convergence is clearer

Table 6.1: Thresholds for the simplex codes 8(mk, 2k, m).

from Figure 6.2 below, in which the repetition code thresholds are indicated in black.

0.28

0.26

0.24

0.22

*
QS (mk,2k,m)

0.20

0.18

0.16

Figure 6.2: Thresholds for the simplex codes 8(mk, 2k, m) from Table 6.1. The region highlighed
in yellow is the gap.

Indeed, from (6.16) we see that for any simplex code, the contribution to g, ,, from the m-dependent terms
2(m — Z)Qd(l —20Q)% and m?>Q* diminishes compared to the other terms as the distance d increases. That is,
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for any simplex code, by keeping m fixed and increasing d using Levenstein’s construction, it holds that

1. m?*Q* < (1 -2Q)¥ forall Q < —1—;
2+(m2)d

2. m2Q¥ < 4Q%(1— Q) forallQ < — L ;
1+ ()

3. 2(m—2)Q%1-2Q)* < (1-2Q)* forall Q < —L——;
2+(2(m—2))d

4. 2(m—2)Q%(1-2Q)* <4Q%(1 — Q) forall Q > ()i

This means that as d increases, g4, tends to (1 —2Q)* —4Q“(1 — Q)? = £;(Q), where we recall the function

f from (5.6) in Chapter 5. This means that 2 _156 , which is the root of f; as d — o, is the best possible threshold
that can be achieved with a simplex code. We have therefore proved the following theorem, which tells us that
simplex codes cannot beat repetition codes, that is, simplex codes cannot break symmetric extendability in the

&ap-

Theorem 6.2

For any simplex code §, péf‘s is symmetrically extendable for all 5*10 2<Q<

S

Wl

Now, we have already seen in Table 6.1 and Figure 6.2 the trend that the simplex codes 8(mk, 2k, m) with
m > 2 of distance 2k cannot beat the repetition codes Ry, = 8(2k, 2k,2) with the same distance. The same
data reveal that increasing the number of codewords while keeping the distance constant has the effect of
decreasing the threshold. We examine this effect more closely in Figure 6.3 by plotting the thresholds for
8(mk,2k, m) as a function of m instead of k.
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Figure 6.3: Thresholds for the simplex codes 8(mk, 2k, m) as a function of the number of code-
words m.

6.3 The Special Construction of a Symmetric Extension

We now show that the special map N o Trg, of §3.3.1 is optimal for simplex codes; that is, like repetition codes,
the special map constructs a symmetric extension of pgg for all simplex codes § throughout their symmetrically

extendable regions. Furthermore, we show that the channel Trg, alone constructs a symmetric extension of pé’%
at the threshold Qg.

By using formula (3.11) for J(N), we find that
m—1
]<N) = Z Au’,v/ |q>u’,v’> <CDM’,U’| ’
u',v'=0

where the eigenvalues {Au/,v/}’u”,;}:O of J(N) for pé/gs are

A — l _ ()\Olo + (m - 1)A0,1 - mAl,O)éu’,O - %()\0,0 + (m — 1))\0,1 — m)\LO)
e m 2 )\0/1)\0/0 + (m — 2))\0,1 + TH(TH — 1))\1[0
(Moo — o) (mdyo — 1)) burp

+
2\/)L1,0)L0,0 + 2(771 — 1) \/ )\1[0)\0[1 + m(m — 2)/\1’0
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which means that

Nog=Nop=-=Nou—1 and Ag=Ap=-=ANy_1,m-1.

In other words, like the eigenvalues of the filtered states, there are only three distinct eigenvalues of J(N),

which are
(1— ) (Aop+ (m—1)Ag1 —mAip)
2/ Aoaroo + (m—2)Ags +m(m—1)A1p
n (m —1)(Aop — o)
2/ A1oAoo +2(m — 1) /A gAgr +m(m —2)A1p”

Agy= Ly (1—=21) (Moo + (m—1)Agq — mAyp)
’ m A/W—i— (m—2))\0,1 —l—m(m—l)/\l,o

n Ao — Ao
2./ )\1,0/\0,0 + 2(7?1 — 1) /\1,0/\0/1 + m(m — 2)/\1,0,

1
Noo = —+
m

and
1 1 Moo+ (m —1)Ag1 — mAqyg
Nip = —

-1
m EZ /\0,1/\0,0 + (m — 2)/\0[1 + m(m — 1)/\1[0'

(6.17)

(6.18)

(6.19)

It holds that Agp > Aogs, since Agg > Ag1, and that Agg > Ajo. Figure 6.4 below contains plots of the

eigenvalues for some simplex codes.

2.0 2.0 20

(n,d,m) = (3,2,3)
: .

0.5

0.0 0.0 0.0

(n,d,m) = (8,4,4)
: : — Nop
— Am

—0.5
0.

2.0 2.0 20

0.5

0.0 0.0 0.0

Figure 6.4: The eigenvalues Agg, Ag1 and Ajg of J(N) for six simplex codes. The region

highlighted in yellow is the gap.
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The plots above give the indication that Ay is positive for all 0 < Q < 1—hence positive throughout the
gap—for all simplex codes, and that A and A; vanish at the same point in the interval [0, 1] for all simplex
codes. The former is verified by examining (6.17) directly, while proof of the latter is given in Lemma D.3 of
Appendix D.

Now, we require N to be a channel, which means that it must be completely-positive and trace-preserving.
From the expression of J(N) above, we find that Trz[J(N)] = 1, so that N is trace-preserving. It remains,
therefore, to prove the complete-positivity of N, which requires proving the non-negativity of the eigenvalues
{Au’,v’}um//_v/l:() of J(N). Since Ay is positive for all 0 < Q < 1, and since by Lemma D.3 Ag; and A vanish
at the same point, it is sufficient to consider the non-negativity of the eigenvalue A . From the proof of the
same lemma, we have that the condition A;9 > 0 is equivalent to the condition \/Agp — \/Ag1 < m\/A1p.
After using the definitions of Ay, Ag1, A1), this condition becomes

2%m\/&+2%\/(1 — Q) —(1-2Q) — 2%\/(1 — Q)+ (m—1)(1—2Q) > 0. (6.20)
If we simplify this further, we obtain the condition
(1-2Q)* — (2m — 4)(1 - 2Q)'Q" + m*Q* - 4Q"(1- Q)* <0, (6.21)

which is exactly the condition (6.16) obtained in the previous section using the necessary and sufficient condi-
tion for the symmetric extendability of pgg. This means that A1 and A vanish at the thresholds Q
are positive above it, which means that N is completely-positive for all Q > Q

*
o dm and

Z,d,m, which means that N o Trg,

can be used to construct a symmetric extension of pégs throughout its symmetrically extendable region. In

particular, at QZ, dms the eigenvalue A can be shown to be equal to
1 1
Nopg=—+1———-1+m=m.
’ m m

Therefore,

J(N)

that is, N is merely the identity map at the threshold, which means that Trg, alone constructs a symmetric

* =m ’@0/0) <CDO/0| = N(X) =X V X,

n,d,m

extension of pégs at the threshold, exactly as we observed with the repetition codes in the previous chapter.
This proves Conjecture 2 for simplex codes.

Summary

In this chapter, we looked at the filtered states arising from Alice and Bob post-selecting on a simplex code §,
which is a generalization of the repetition codes R, to more than two codewords in which the pairwise Ham-

ming distance between distinct codewords is a constant. The class of states Pégs and pégyn have essentially the

same structure: while pé%,l is diagonal in the two-dimensional Bell basis, pA/% is diagonal in the m-dimensional
Bell basis, where m is the size of the simplex code 8. As well, both classes of states have only three distinct
eigenvalues, which extends to the eigenvalues of J(N) corresponding to the special map € = No Trg,. We
proved that this special map is optimal for the states PS?S in the sense that it can be used to construct a sym-
metric extension of them throughout their symmetrically extendable regions. Furthermore, we showed that
Trg, alone constructs a symmetric extension at the thresholds. Most importantly, we proved that there does
not exist a simplex code whose threshold is within the gap, proving that simplex codes cannot beat repetition
codes, and therefore cannot break symmetric extendability in the gap.
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Testing the Special Map

In this chapter, we test the special map & = N o Trg, from §3.3.1 to see how often it can construct symmetric
extensions of the filtered states resulting from Alice and Bob post-selecting on the same code. We start with
the special class of linear codes called first-order Reed-Muller codes and find that the special map is not able to
construct a symmetric extension for some values in the gap even though the filtered states are symmetrically
extendable throughout the gap. We then move on to numerical testing of the special map on around 540,000
randomly-selected codes. We find that all the filtered states are symmetrically extendable throughout the gap
but that there were approximtely 1% of the codes for which the special map could not construct a symmetric
extension.

7.1 First-Order Reed-Muller Codes

The rth first-order Reed-Muller code RM, can be defined as RM, = 8. U 8/, where 8, := §(27,2"71,27) is the
linear simplex code 8, from Chapter 6 without the first column of zeros removed from the corresponding
binary Hadamard matrix!. For example, with r = 2, we get

1 1 1 1 000 0
1 -1 1 -1 0101
®2 __
H= =111 1 1| " 1lo o 1 1|’
1 -1 -1 1 0110
so that

(0000

0101

0000 0011

, ) o1 ] o110

$2=9 o011 (= M2=9 1111

0110 1010

1100

1001

More generally, Reed-Muller codes are defined in terms of Boolean functions, as described in [MS77]. Conveniently, first-order
Reed-Muller codes can be defined in the simpler way described here without the Boolean function formalism.
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It is straightforward to use (E.10) to determine that the eigenvalues of the filtered state pé%my correspond-
ing to both Alice and Bob post-selecting on RM, are

e (5 () 2001 (59)° (59)°, 0057
0r (ﬂ)"_ (=29) 2<b<2.2 -1
2 2 ’ S0 .
n
Agrp = <§> YOo<b<2.2"-1, (7.1)
1-Q
(%)
1-Q
(%)
We can then use (E.15) to calculate the eigenvalues of J(N) to see if these states are symmetrically extend-

able and, if they are symmetrically extendable, whether a symmetric extension can be constructed using our
special construction.

NIz

NIz

+ (—1)Bines(b) Bin1(a) (HQ)% (%)%, a£0,2, 0<b<2 —1,
_ (_1)Binr+1(b)-Bin,H(a) (172Q>% (%

>
2
S
/N N
NeNNe)
N———
N

)7, a#£0,2, 20<b<2.20 1.

N———
NIz
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Figure 7.1: Eigenvalues of J(N) for the Reed-Muller codes RM,, RM3, and RM,. The region
highlighed in yellow is the gap.

The plots above are of the six distinct eigenvalues of J(N) for the states pé%mz, péﬁms, and Pé,%zm4~ Using
the SDP (3.3), we have that all of these states are symmetrically extendable throughout the gap. Yet, while the
J(N) eigenvalues for r = 2 are all positive in the gap, looking closely at the eigenvalues for r = 3 and r = 4,
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we find from looking at the insets that in each of these cases the eigenvalue corresponding to the black line is
negative for some values at the lower end of the gap. This means that, though the states Pé,gﬂms and p‘élgym
are symmetrically extendable throughout the gap, a symmetric extension cannot be constructed throughout
the gap using the special map. This trend of negative eigenvalues for J(N) continues for increasing r. This
example tells us that there exist linear codes for which the special map is not able to construct a symmetric
extension throughout the gap even when the state is symmetrically extendable.

7.2 Numerical Testing

In this section, we use our special map (3.9) to numerically test the symmetric extendability of filtered states
using an estimated 540,000 inequivalent announcement sets for block sizes up to n = 20. As mentioned in
§3.3, if the second part N of the map is completely-positive, then the state is symmetrically extendable, which
means that the SDP (3.3), which generally takes longer to complete, does not need to be run. The SDP is only
run if N fails to be completely-positive. Table 7.1 below displays the results.

For each (n, m) pair in Table 7.1, if the number of inequivalent announcement sets was known (which was
the case for the (1, m) pairs in Table 4.1), then all of them were tested. If not, then 5000 sets, not necessarily dis-
tinct, were chosen at random and tested. For each announcement set, we determined the smallest eigenvalue
of J(N) for the QBER values of 0.28, 0.29, 0.30, 0.31, 0.32, and 0.33 within the gap. If for each of these QBERs the
smallest eigenvalue of J(N) was positive, then J(N) was positive-semidefinite and the corresponding filtered
state was symmetrically extendable at that QBER; if not, then the SDP (3.3) was run using yalmip [Lof04] on
MATLAB with the solver SCS [ODo*16].

Determining whether two announcement sets are equivalent (as per the equivalences determined in §4.4)
is very similar to the process of determining the number of inequivalent announcement sets for a given (1, m)
pair. As such, determining the equivalence of two announcement sets becomes very time-consuming, espe-
cially for larger block sizes. Therefore, to determine for each (1, m) class not in Table 4.1 how many of the 5000
randomly-selected sets were inequivalent, we used the fact that equivalent announcement sets would give the
same set of eigenvalues of J(N), in particular the same smallest eigenvalue. This fact allowed us to determine
(up to numerical precision) how many of the 5000 sets selected were inequivalent (indicated in the “tested”
columns of Table 7.1 below), which means that the number of inequivalent sets actually tested could be lower
than the number shown. The “failed” columns indicate the number of announcement sets tested for which
the smallest eigevalue of J(N) was negative for at least one of the tested QBER values. In all cases, including
those announcement sets in the failed columns, we found the corresponding filtered states were symmetrically
extendable for all six values of the QBER tested within the gap.

Numerical results for inequivalent linear codes up to block length 9 and size 16 were obtained by Myhr in
[Myh10] by solving the SDP (3.3). The results here include linear and non-linear codes of higher block lengths.
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m 3 4 5 6 7 8 9 10 11 12 13 14
n Tested | Failed | Tested | Failed | Tested | Failed | Tested | Failed | Tested | Failed | Tested ‘ Failed | Tested ‘ Failed | Tested ‘ Failed | Tested | Failed | Tested | Failed | Tested | Failed | Tested | Failed
3 2 0 5 0 3 0 3 0 1 0
4 3 0 13 0 24 0 47 0 55 0 73 0 56 0 50 0 27 2 19 3 6 2 4 1
5 4 0 28 0 104 0 4302 0 4723 0 4677 0 4337 0 3735 2
6 6 0 1412 0 4078 0 4895 0 4975 0 4979 0 4957 1 4881 12
7 7 0 2097 0 4579 0 4975 0 4997 0 5000 0 4998 0 4995 9
8 9 0 2529 0 4779 0 4991 0 4999 0 5000 0 5000 4 5000 2 5000 6 5000 3 5000 13
9 289 0 2877 0 4871 0 4996 0 5000 0 5000 0 5000 0 5000 0
10 341 0 3201 0 4899 0 4996 0 5000 0 5000 0 5000 0 5000 3 5000 11
11 325 0 3143 0 4861 0 4995 0 5000 0 5000 0 5000 0 5000 5
12 327 0 3143 0 4871 0 4997 0 5000 0 5000 0 5000 0 5000 7
13 297 0 3008 0 4835 0 4993 0 5000 0 5000 0 5000 0 5000 11
14 268 0 2864 0 4778 0 4981 0 5000 0 5000 0 5000 3 5000 6
15 254 0 2704 0 4724 0 4984 0 5000 0 5000 0 5000 0 5000 10
16 201 0 2489 0 4653 0 4980 0 4999 0 5000 0 5000 0 5000 2
17 204 0 2364 0 4543 0 4981 0 5000 0 5000 0 5000 0 5000 1
18 130 0 2177 0 4471 0 4971 0 5000 0 5000 0 5000 0 5000 1
19 100 0 1913 0 4359 0 4964 0 5000 0 5000 0 5000 0 5000 1
20 74 0 1758 0 4280 0 4948 0 4998 0 5000 0 5000 0 5000 1 5000 1 5000 1 5000 1 5000 3

Table 7.1: Results of the numerical testing of the special construction for various (n, m) pairs.
Blank cells were untested.

The exact total number of (estimated) inequivalent sets tested was 548,818. The total number of failed
sets was 128, which amounts to a failure percentage of approximately 0.2%. Most of these sets failed only at
Q = 0.28 and worked for all of the other five QBERs tested. We keep in mind that the actual total number of
inequivalent sets tested might be less since equivalence of sets was determined using equality of the smallest
eigenvalue of J(N), which is accurate only up to numerical precision.
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Numerical Estimation of Thresholds

As described in §4.3.1, for a given pair of announcement sets P, Q, we can nume}*ically search for the symmetric
extendability threshold Qj , corresponding to the one-parameter family { p‘éfa(?,g) } Qc[0}] of states. In this

chapter, we go through the results of this numerical estimation for all the inequivalent announcement sets in
Table 4.1 for the case of Alice and Bob performing the same post-selection.

The search for the thresholds was done as follows: for each announcement set P, we selected 200 points
in the interval [0.16,0.33] and found the SDP solution fopt(Pé,%a) for each of these points, giving us an estimate
of the function T(p ) (defined in (4.18)) in the interval. By finding the curve of best fit to these points, we
estimated the point at which the curve changed sign, which by definition is the threshold. The results are
tabulated below and analyzed in §8.1.
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(n/m) Q* Q;’;\L
(2,2) | 02151 02151
(2,3) ]0.1824 0.1824
(3,2) | 0.2344 0.2344
(3,3) | 02057 | 0.2121 02121
(3,4) | 0.2151 | 0.1978 | 0.1765 | 0.1949 | 0.2025 0.2151
(3,5) | 0.2075 | 0.1955 | 0.1815 0.2075
(3,6) | 0.1845 | 0.1824 | 0.2008 0.2008
(3,7) | 01788 0.1788
(4,2) | 02447 0.2447
(4,3) | 0.2267 | 0.2281 | 0.2307 0.2307
(4,4) | 0.2153 | 0.2344 | 0.2224 | 0.2154 | 0.1978 | 0.2073 | 0.2133 | 0.2209 | 0.2236 | 0.2230 | 0.2090 | 0.2144 | 0.2257 0.2344
(4,5) 0.2126 | 0.2164 | 0.2070 | 0.2287 | 0.2059 | 0.2068 | 0.2178 | 0.2195 | 0.2186 | 0.1713 | 0.2138 | 0.2034 | 0.1923 ‘ 0.2044 ‘ 0.1961 0.2287
i 0.2026 | 0.2129 | 0.2028 | 0.2051 | 0.2036 | 0.2155 | 0.2179 | 0.2212 | 0.2078 ’
0.1971 | 0.2057 | 0.2011 | 0.2236 | 0.2162 | 0.2023 | 0.2120 | 0.2121 | 0.2121 | 0.2024 | 0.2151 | 0.2117 | 0.2000 | 0.2088 | 0.2042
(4,6) 0.2038 | 0.2102 | 0.1983 | 0.2042 | 0.2084 | 0.2109 | 0.2009 | 0.2235 | 0.2235 | 0.2128 | 0.2107 | 0.2107 | 0.2129 | 0.2129 | 0.2118 0.2236
! 0.2146 | 0.2172 | 0.1792 | 0.1952 | 0.2057 | 0.1882 | 0.2064 | 0.1954 | 0.1989 | 0.2046 | 0.1963 | 0.2008 | 0.1952 | 0.2057 | 0.2022
0.2010 | 0.2130
0.1993 | 0.2079 | 0.1892 | 0.1975 | 0.2050 | 0.1949 | 0.2133 | 0.1984 | 0.2190 | 0.2100 | 0.2099 | 0.2140 | 0.2081 | 0.2087 | 0.2082
4,7) 0.2081 | 0.2081 | 0.2086 | 0.2069 | 0.1984 | 0.2047 | 0.2009 | 0.2006 | 0.2040 | 0.2131 | 0.2047 | 0.2098 | 0.2047 | 0.1999 | 0.1971 0.2190
§ 0.1971 | 0.2025 | 0.2023 | 0.2014 | 0.2058 | 0.2009 | 0.2040 | 0.1984 | 0.1973 | 0.2189 | 0.2084 | 0.2064 | 0.2084 | 0.2084 | 0.2103
0.1813 | 0.1999 | 0.1901 | 0.1900 | 0.1990 | 0.1914 | 0.1949 | 0.1986
0.2151 | 0.1978 | 0.1903 | 0.1983 | 0.2030 | 0.2030 | 0.1970 | 0.1765 | 0.1949 | 0.1949 | 0.1841 | 0.2045 | 0.2034 | 0.2042 | 0.2005
0.2041 | 0.2123 | 0.1970 | 0.2025 | 0.2116 | 0.2072 | 0.2033 | 0.1987 | 0.1923 | 0.2072 | 0.1964 | 0.2015 | 0.1923 | 0.2015 | 0.2063 02151
(4,8) | 0.2012 | 0.2046 | 0.2062 | 0.2066 | 0.2047 | 0.2069 | 0.2094 | 0.2045 | 0.2045 | 0.2045 | 0.2064 | 0.2045 | 0.2015 | 0.2008 | 0.1955 |
0.1954 | 0.1963 | 0.1996 | 0.2031 | 0.1978 | 0.1958 | 0.2015 | 0.2062 | 0.2111 | 0.2062 | 0.1978 | 0.1984 | 0.2030 | 0.1902 | 0.1954
0.1952 | 0.1987 | 0.1951 | 0.2148 | 0.2148 | 0.2148 | 0.2025 | 0.2044 | 0.2044 | 0.1781 | 0.1825 | 0.1866 | 0.1909
(5,2) | 0.2511 0.2511
5,3) | 0.2384 | 0.2365 | 0.2401 | 0.2416 0.2416
54 0.2344 | 0.2447 | 0.2331 | 0.2358 | 0.2281 | 0.2224 | 0.2253 | 0.2262 | 0.2254 | 0.2299 | 0.2309 | 0.2339 | 0.2361 ‘ 0.2331 ‘ 0.2345 0.2447
’ 0.2225 | 0.2258 | 0.2235 | 0.2269 | 0.2230 | 0.2261 | 0.2274 | 0.2335 | 0.2356 | 0.2363 | 0.2278 | 0.2298 | 0.2381 '
0.2305 | 0.2288 | 0.2284 | 0.2398 | 0.2323 | 0.2307 | 0.2199 | 0.2299 | 0.2202 | 0.2276 | 0.2177 | 0.2402 | 0.2233 | 0.2218 | 0.2217
0.2270 | 0.2270 | 0.2242 | 0.2262 | 0.2287 | 0.2315 | 0.2292 | 0.2311 | 0.2307 | 0.2331 | 0.2296 | 0.2312 | 0.2182 | 0.2333 | 0.2209
0.2138 | 0.2191 | 0.1910 | 0.2034 | 0.2188 | 0.2209 | 0.2122 | 0.2201 | 0.2045 | 0.2118 | 0.2102 | 0.2194 | 0.2226 | 0.2109 | 0.2182
(5,5) 0.2201 | 0.2164 | 0.2195 | 0.2209 | 0.2209 | 0.2326 | 0.2202 | 0.2224 | 0.2216 | 0.2236 | 0.2219 | 0.2242 | 0.2193 | 0.2234 | 0.2193 0.2402
! 0.2200 | 0.2219 | 0.2242 | 0.2228 | 0.2201 | 0.2235 | 0.2279 | 0.2235 | 0.2248 | 0.2271 | 0.2287 | 0.2215 | 0.2224 | 0.2292 | 0.2292 |
0.2311 | 0.2296 | 0.2316 | 0.2284 | 0.2288 | 0.2288 | 0.2307 | 0.2304 | 0.2328 | 0.2331 | 0.2062 | 0.2113 | 0.2173 | 0.2191 | 0.2210
0.2209 | 0.2130 | 0.2182 | 0.2223 | 0.2212 | 0.2224 | 0.2240 | 0.2239 | 0.2254 | 0.2250 | 0.2292 | 0.2312 | 0.2349 | 0.2269
(6,2) | 0.2553 0.2553
(6,3) | 0.2426 | 0.2430 | 0.2457 | 0.2439 | 0.2474 | 0.2484 0.2484
(7,2) | 0.2584 0.2584
(7,3) ] 0.2494 | 0.2507 | 0.2478 | 0.2508 | 0.2502 | 0.2524 | 0.2530 0.2530
(8,2) | 0.2606 0.2606
(8,3) | 0.2536 | 0.2513 | 0.2540 | 0.2543 | 0.2513 | 0.2545 | 0.2545 | 0.2559 | 0.2563 0.2563

Table 8.1: Numerical estimation of thresholds with post-selection by Alice and Bob on the
inequivalent announcement sets in Table 4.1. The last column indicates the highest threshold
in the (n, m) class.

To test Conjecture 1, which is that Q5 » = Qj for all P, we can perform exactly the same threshold

estimation procedure for the states pég(

By, P

) corresponding to no post-selection by Alice and post-selection by

Bob on the inequivalent sets P of Table 4.1. The results are tabulated in Table 8.2 and plotted in Figure 8.1.
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Q; | 02151
(2.2) Q%ip 0.2151
Q5 | 0.1824
(2,3) Q5 | 0.1824
Q; | 02344
(32) Q;i? 0.2344
(3,3) | Qi [02057 02121
") Qs 5 | 02057 [ 02121
(3,4) | Qi | 02151 [[01978 01765 [ 0.1949 | 0.2025
"*) 703, | 02151 | 0.1978 | 0.1765 | 0.1966 | 0.2025
(3,5) | Qb | 02075 01955 [ 01815
"2 1705, 5 [ 02075 [ 0.1956 | 0.1833
(3,6) | Qi | 01845 [ 01824 | 02008
") Q3,5 | 0.1845 [ 0.1824 | 0.2008
Q; | 01788
(37) Qj;‘ » | 0.1788
Q; | 02447
(42) Q;i? 02447
(4,3) | Qb | 02267 02281 [0.2307
") Q3 5 | 0.2267 [ 0.2381 | 0.2307
(4,4) | Qi | 02153 [02344 02224 [ 02154 | 0.1978 [ 0.2073 | 0.2133 [ 02209 | 0.2236 [ 0.2230 | 0.2090 | 0.2144 [ 02257
") 703, | 02153 | 02344 | 0.2224 | 02197 | 0.1978 | 0.2074 | 0.2133 | 0.2209 | 0.2236 | 0.2230 | 0.2093 | 0.2159 | 0.2257
. | 02126 [ 0.2164 | 0.2070 | 0.2287 | 0.2059 | 0.2068 | 0.2179 | 0.2195 | 0.2186 | 0.1713 | 0.2138 | 0.2034 | 0.1923 | 0.2044 | 0.1961
(4,5) | | 0202602129 02028 02051 | 0.2036 | 0.2155 | 02179 | 02212 [ 02078
’ . | 02126 | 0.2164 | 0.2102 | 0.2287 | 0.2088 | 0.2074 | 0.2179 | 0.2195 | 0.2186 | 0.1713 | 0.2138 | 0.2037 | 0.1947 | 0.2102 | 0.1961
5,2 [0.2006 | 0.2129 | 0.2030 | 0.2054 | 0.2058 | 0.2155 | 0.2179 | 0.2212 | 0.2080
0.1971 | 0.2057 | 0.2011 | 0.2236 | 0.2162 | 0.2023 | 0.2120 | 0.2121 | 0.2121 | 0.2024 | 0.2151 | 0.2117 | 0.2000 | 0.2088 | 0.2042
. | 020387 02102 | 0.1983 | 0.2042 | 0.2084 | 0.2109 | 0.2009 | 0.2235 | 0.2235 | 0.2128 | 0.2107 | 0.2107 | 0.2129 | 0.2129 | 0.2118
Qv 02146 [ 02172 | 0.1792 | 0.1952 | 0.2057 | 0.1882 | 0.2064 | 0.1954 | 0.1989 | 0.2046 | 0.1963 | 0.2008 | 0.1952 | 0.2057 | 0.2022
(4,6) 0.2010 | 0.2130
’ 0.1993 | 0.2057 | 0.2011 | 0.2236 | 0.2162 | 0.2041 | 0.2120 | 0.2121 | 0.2121 | 0.2026 | 0.2152 | 0.2117 | 0.2057 | 0.2088 | 0.2060
., | 02044 02102 | 0.1995 | 0.2075 | 0.2086 | 0.2109 | 0.2010 | 0.2235 | 0.2235 | 0.2128 | 0.2107 | 0.2107 | 0.2129 | 0.2129 | 0.2118
5,2 (02146 [ 02172 | 0.1817 | 0.1975 | 0.2057 | 0.1908 | 0.2064 | 0.2021 | 0.1992 | 0.2049 | 0.2005 | 0.2008 | 0.1968 | 0.2057 | 0.2023
0.2011 | 0.2130
(5,3) | Qb | 0238402365 | 02401 | 0.2416
") Q5 5 [ 0.2384 [ 0.2365 | 0.2401 | 0.2416
. | 02344 [ 0.2447 [ 0.2331 | 0.2358 | 0.2281 | 0.2224 | 0.2253 | 0.2262 | 0.2254 | 0.2299 | 0.2309 | 0.2339 | 0.2361 | 0.2331 | 0.2345
(5,4) Q102225 02258 | 02235 | 0.2269 | 0.2230 | 0.2261 | 0.2274 | 0.2335 | 0.2356 | 0.2363 | 0.2278 | 0.2298 | 0.2381
’ . | 02345 | 0.2447 | 0.2331 | 0.2358 | 0.2281 | 0.2224 | 0.2257 | 0.2262 | 0.2254 | 0.2299 | 0.2309 | 0.2339 | 0.2361 | 0.2331 | 0.2345
5,2 02205 | 0.2258 | 0.2235 | 0.2288 | 02230 | 02261 | 02274 | 02335 | 0.2356 | 0.2363 | 0.2278 | 0.2298 | 0.2381

Table 8.2: Comparison of thresholds with and without post-selection by Alice on the inequiv-

alent announcement sets in Table 4.1 for each (n, m) pair indicated in the left-most column.
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Figure 8.1: Comparison between the thresholds Q% with and Q7 ; without post-selection by
Alice on the inequivalent announcement sets P in Table 4.1. The dots represent the announce-
ment sets, and the colour of the dots, as given by the colorbars adjacent to the plots, indicate

the difference between the thresholds.
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We see that most of the thresholds Q3 5 without post-selection by Alice are the same as the thresholds
Q7 with post-selection by Alice up to at least four decimal places. There are some thresholds without post-
selection that are the same as the corresponding thresholds with post-selection only up to two or three decimal
places. It might be possible to get better agreement in these cases by taking more than 200 points in the
estimation procedure. Overall, though, the data provides reasonably good evidence to support Conjecture 1

that Q3 » = Q3 forall P.

8.1 Trends and Analysis

By plotting Q.. for each (1, m) class from Table 8.1, we obtain the following.
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Figure 8.2: The highest thresholds Qj,., as indicated in the right-most column of Table 8.1.

It is clear from this plot that for each 7, the m = 2 announcement set, which is the repetition code R, gives
the highest threshold. As m increases beyond 2, the maximum threshold tends to decrease. As well, for fixed
m, the maximum threshold increases with increasing n, with a clear indication that the thresholds converge
towards the value % obtained using repetition codes. Along with the data from Chapter 7, this strengthens
our belief that there does not exist a code whose corresponding filtered state is not symmetrically extendable

within the gap, hence our belief that no successful two-way post-processing protocol exists within the gap.

On closer inspection of Table 8.1, we also observe that there are several instances in the (n,m) = (4,6),
(4,7), (4,8), (5,4), and (5,5) classes in which two inequivalent announcement sets appear to have the same
threshold since they agree up to at least six decimal places. The announcement sets are listed in the table
below.
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(n,m) Q* Announcement Sets
0000 0000 0000
0101 1000 1010
0110 1010 1011
(4,6) | 0.205719 | 2,35,44 1000 (7Y 1011 (*3 1100
1101 1100 1101
1110 1101 1110
0000 (0000
0110 0110
0111 0111
0.212056 8,9 1000 (Y 1000
1101 1110
1111 ) 1111
0000 0000
0110 0110
1001 1001
0.204239 15,19 1011 (7Y 1100
1100 1110
1111 1111
0000 0000
0111 0111
1000 1000
0.223548 23,24 1011 (7Y 1100
1100 1110
1111 1111
0000 0000
0111 0111
1010 1010
0.210679 26,27 1011 (7Y 1100
1100 1101
1101 1110
(0000 0000
0111 0111
1010 1010
0.212884 28,29 1100 (Y 1100
1101 1110
1111 1111
0000 0000
0010 1000
0011 1010
(4,7) | 0.199302 1,49 0100 ,, ¢ 1011
0101 1100
1000 1101
1001 1110
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0000 0000
0110 0110
0111 0111
0.208108 | 16,17 1000 §,{ 1000
1100 1100
1101 1110
1111 1111
0000 0000 0000
0110 0110 0110
0111 1000 1000
0.204702 | 21,26,28 1001 §,¢{ 1011 %,{ 1100
1011 1100 1101
1100 1110 1110
1110 1111 1111
(0000 0000
0110 0110
0111 1001
0.200910 | 22,36 1001 §,{ 1100
1011 1101
1100 1110
1111 1111
0000 0000
0110 0110
0111 1010
0.204004 | 24,37 1010 3, ¢ 1011
1011 1100
1100 1101
1101 ) ( 1110
0000 0000
0110 1000
1001 1001
0.199949 | 29,48 1010 §,{ 1010
1100 1100
1101 1110
1110 ) ( 1111
0000 |} ( 0000
0110 0110
1001 1001
0.197099 | 30,31 1010 §,{ 1010
1100 1100
1101 1110
1111 1111
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0000 0000
0111 0111
1000 1000
0.218946 40,41 1011 , ¢ 1100
1100 1101
1110 1110
1111 1111
(0000 0000
0111 0111
1010 1010
0.208448 44,45 1011 , ¢ 1100
1100 1101
1101 1110
1111 1111
0000 0000 0000
0011 0110 0110
0101 0111 1000
0110 1010 1010
(4,8) | 0.197825 | 2,50,56 1000 (73 1011 (73 1011
1011 1100 1100
1101 1101 1101
1110 . 1110 1110
0000 (0000
0100 0100
0110 0110
1000 1000
0.203015 5,6 1001 (7 1001
1011 1101
1110 1110
1111 1111
0000 0000
0100 0110
1000 0111
1011 1000
0.204501 12,38 1100 (7Y 1010
1101 1100
1110 1101
1111 1111
0000 0000
0101 0101
0110 0110
1000 1001
0.207208 21,25 1010 (7Y 1010
1101 1011
1110 1101
L 1111 1110

91




Chapter 8: Numerical Estimation of Thresholds

0000 0000
0101 0101
0110 0110
1001 1001
0.192260 24,28 1010 (7Y 1010
1011 1100
1100 1110
1111 1111
0000 0000
0101 0110
0110 1000
1001 1001
0.201461 27,52 1010 (7Y 1010
1100 1100
1101 1110
1110 1111
(0000 0000 0000
0110 0110 0110
0111 0111 0111
1000 1000 1000
0.204547 | 39,40,42 1011 (7Y 1011 (7Y 1100
1100 1100 1101
1101 1110 1110
1111 ) 1111 1111
0000 0000
0110 0110
1000 1000
1001 1001
0.206155 53,55 1011 (7Y 1100
1100 1101
1110 1110
1111 1111 )
0000 0000
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1000 1000
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(5,5)

00000 00000 00000
01111 10111 10111
0.229194 | 22,74,75 10110 », ¢ 11000 », < 11000
11000 11011 11100
11101 11100 11110
00000 00000
01111 10111
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10000 10100
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11111 ) 11111
00000 ( 00000
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11100 11110 )
00000 00000 )
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00000 00000
10111 10111
0.228821 80, 81 11010 », ¢ 11010
11100 11100
11101 11110
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Table 8.3: Inequivalent announcement sets from Table 4.1 that appear to have the same thresh-
olds, as indicated by the results in Table 8.1. The numbers beside the threshold indicate the
location of the set in Table 8.1.

In almost all cases, the two (or three) sets differ by only one codeword, and that one codeword is almost
always a permutation of the codeword from the other set. Of course, the thresholds may merely be very close
to each other and not the same, though we cannot exclude the possibility that they are the same and that
therefore there exists an additional equivalence relation between announcement sets, one that is much deeper
than the ones determined in §4.4. It remains to be explored the effects of making very small changes to a code
on the symmetric extendability of the corresponding filtered state.
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Summary

This thesis investigated the existence of two-way classical post-processing proctocols distilling secret keys
for QKD protocols using the six-state and BB84 signal states with equal QBER in each basis. Specifically,

we wanted to know whether there exist two-way protocols whenever the QBER Q of the protocol is within

the gap {%, %) (with the six-state signal states) and [%, %) (with the BB84 signal states). Since quantum

entanglement distillation protocols are known to distill secret keys right up to the entanglement limits of %
and i, the question of key distillation within the gap using two-way classical post-processing protocols is
equivalent to the question of whether classical key distillation protocols are just as good as quantum ones for
distilling secret keys. The answer appears to be no, that is, there does not exist a two-way post-processing
protocol distilling secret key within the gap.

Below is a summary of the results of this thesis:

¢ (Chapter 3) A method more efficient than SDPs for checking the symmetric extendability of bipartite
states based on the special map (3.9).

¢ (Chapter 4) A new framework, building on the arguments presented in [Myh*09], for determining the
existence of two-way post-processing protocols distilling secret keys. In this framework, we need only to
check the symmetric extendability of Alice and Bob’s correlations after post-selection by Bob on a block
of his data according to some error-correcting code, though we allow Alice to perform post-selection as
well. We determine equivalences of codes based on symmetric extendability and determine the number
of inequivalent codes for small block lengths and code sizes in Table 4.1. We conjecture (Conjecture
1) that allowing Alice and Bob to post-select on the same code is equivalent (in terms of symmetric
extendability) to allowing only Bob to post-select. We also conjecture (Conjecture 2) a two-step procedure
for constructing symmetric extensions of the post-selected states.

* Proof, using the new framework, of the result known from [Myh*09] that advantage distillation (cor-

responding to post-selection on repetition codes) cannot break symmetric extendability beyond %
using the six-state signal states (Chapter 5) and beyond % for the BB84 signal states (Appendix C). We

also prove Conjecture 1 and Conjecture 2, both using the special map from Chapter 3.

® (Chapter 6) Proof that post-selection on simplex codes, which generalizes advantage distillation, can-
not break symmetric extendability in the gap. We also prove Conjecture 2 using the special map from
Chapter 3.

¢ (Chapter 7) When Alice and Bob post-select on a first-order Reed-Muller code, the special map from
Chapter 3 is not always able to construct a symmetric extension within the gap even though the resulting
states are symmetrically extendable. We then show the results of testing over 540,000 codes using the
special method from Chapter 3. We found that all of the resulting states were symmetrically extendable

95



within the gap and that the special method failed to construct a symmetric extension within the gap for
less than 1% of the codes.

® (Chapter 8) Numerical estimation of the symmetric extendability thresholds from post-selection by Alice
and Bob on the inequivalent codes in Table 4.1 reveal that for any given block length, the repetition code
threshold is always the highest, with thresholds decreasing as the number of codewords increases. We
also provide evidence for the truth of Conjecture 1 in Table 8.2 and Figure 8.1.

All the results of this thesis strengthen our belief that in the gap two-way post-processing protocols dis-
tilling secret keys do not exist for QKD protocols using the six-state signal states with equal QBER in each

basis. In particular, the value % of the QBER appears to be a point beyond which classical correlations
arising from entangled quantum states cannot be used to distill secret key. As mentioned in the introduction,
this suggests the existence of bound information, which was first conjectured in [G\W00] and discussed sub-
sequently in [GRWO1; GRW02; CP02; RWO03; AGO5]. In these works, the authors discuss the possibility that
bound information might arise from measurement of bound entangled states. Though an example of a bound
entangled state with positive distillable key upon measurement was then found in [Hor"05], this result does
not completely rule out the existence of bound information arising from bound entangled states, so that the
existence of bound information remains an open problem. Our results add to the possibilities by indicating
that bound information might arise even upon measuring entangled states with distillable entanglement.
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Appendix A

Proof of Formula (3.11)

By (3.10) and Proposition 2.10, we have
K(N) = S(J(N)) = K(@ps)K(Trg, 0 Ds) " = J(N) = §71 [K(®pan)K(Trr, 0 @) " -

But
K(®pas) = S(J(Ppas)) = S(PAB),  K(Trg, 0 Dou5) " = (S(J(Trg, 0 P5us)) ",

and using the purification

o AEE N (VBAB) 02 o [k, ) — vec (v/PAB Al
1I)> _ka—:OZWZ—()( )k%” ' > ® I > _Vec( ) ( . )

of PAB in §f ,, we get by Proposition 2.18 that
J(@an) = Tesl|g) (9|PF15] = PARE = J(Trg, 0 Dhus) = (L (s, @ Trey) ] (Ps) = PAP,

which means that .
K(Trg, 0 @545) 1 = (S(J(Trg, 0 @5us))~ = S(PAE) L.

Now, using (A.1),
da—1 [dg—1 -
pAEL — Trp E, [|4’> <¢"ABE]E2} = Z (MZ: (V PAB)% <V PAB) zf)
/,0'=0 o e

!
kK o
i,

AE,

KK (i,

By definition of the shuffling map,
(VP2) =5 (VPP),, = (5 (V) )

, o
K0 kk

VO<kk <ds—1, 0< 4,0 <dg—1

k'
o

and

(VP =5 (VPH),

- <s (\/PAB>> VO<ii <ds—1, 0<00 <dg—1,

which means that

= 5 (5 (V) SR, ) 61 = = () 5 (7).

ii
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Appendix A: Proof of Formula (3.11)

Therefore,

as required.
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Appendix B

Chapter 4 Proofs

Proposition B.1

-1 -1 o -1
For sets P; = {PLk}Zi:Aé and Q; = {Qllg};nj%) of n1-bit strings, and for sets P, = {lek}zzié

and Qy = {erg};njé_l of ny-bit strings, it holds that

([P1|Pa], Q.(P2,2)

pQ w (pQr(TlrQl) ©p > W
7191(Q2])

where W = SWAP 4 5 is the unitary operator that swaps the §) 5, and £ spaces and is defined
analogously to (3.1).

PROOF: By (4.22), it holds that

AAyBiBy Atz gyt t
O o) = (A2, © Ajgyj0,) (PG ) (A9 © Ajoyj0))

Qjo,j0,))

mA]—lmAz—lmB]—lmngl
.. . . nq+n nq+n
=Y Y Y Y ko) K (PP, QuiQael o P | Pri Py, Quir Qo) -
i=0 =0 kk'=0 £,0/=0
Then, by (4.9),

A”1+”2 Bn1+n2
(P1iPpj, Q1xQ2| 05 PLiPyji, Qi Qo)
A" B™M A2 B™2
= (P1;, Quil p0 |Prir, Qoir) (Pajs Q| 05
_ ( AiB AyB,
= (p Q,(?l,Ql)) ik (p Q,(?z,92>) i
i, i,

forall0 <i,i" <my, —1,0<kk <mp —1,0<j,j’ <my,—1,0<¢¢ < mp, —1. Also, by definition of
W = SWAP .

Py, Qo)

W |l, k,j, £>A1]§1A232 — |i,j, k, £>A1AZBIBZ
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Appendix B: Chapter 4 Proofs

forall0 <i<mgy —1,0<k<mpg —1,0<i<my, —1,0< /¢ <mp, —1,so that
1 1 ] 2 2
mAl—lmAzflmglflmBz—l

e (8 E R (880 5 (48a) o 001 010 0. | w
104]05]) ii’=0 jj’=0 kk'=0 £,=0 e i

A1B AyB 1
(‘OQl(f];l Q) ® pQ?(ﬂgz,Qz)) W7,

as required. W

Proposition B.2

For the Levenshtem construction of a copies of P = {Pc};", of n1-bit strings and b copies of
= {Qu}/, of ny-bit strings, it holds that

o ~~\ ob
AB AB AB
PQaP+b0 = (PQ ?) © (PQ,Q)

PROOF: By definition (4.9) for the matrix elements of the filtered state in the standard basis, for all 0 <
kK ,0,0 <m—1wehave

(Péi?—&-bQ) k0
K0
anq +bno panq +bn
= (Pe- - PeQx QP PrQu -+~ Qul pg PRBTY D PuQp - Qu P PuQpr - - - Qo)
n n M n b
= (P Pul o8 [P, Po)) " ((Qu Qel 872" |Qur, Qu))
a b
AB AB
- p ! > < P ! : > ‘
(08),,) (6,

The result follows by definition (4.25) of the Hadamard product. W
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Appendix C

Repetition Codes with the BB84 Signal States

In the standard basis of CZ @ C?,

7 0 0 ;-F+x
0 g Q_y 0
AB _ 2 2 C1
pQ,x 0 % —x % 0 s ( )
1 3 1-
p- Rt 0 0 20
so that the filtered state péij{” after post-selection on repetition codes is
7m0 0 ¢
iB 0 g0 g3 0
AB  _ 0o g3
pQ,x,n — 0 93 qo 0 4 (CZ)
g2 0 0 q

where we define

qo = (g)", q = <1_2Q>n/ 42 = G - 32Q+x>n/ 93 = <§ —x)n- (C.3)
This state is Bell-diagonal with eigenvalues
f1+492, 1—q2, qo+4q3 qo— gz (C4)
The eigenvalues of (péi/n> E are
q1+493, 41—4q3, 4qo+4q2, qo— 42

Similar to the analysis in §2.4.3, finding for each n > 1 the highest Q such that the states {péi,n}XE[O,Q] are
entangled, we obtain by the PPT criterion

Q1—|—E]3<0, 6]1—6]3<O, E]0+C]2<0, qo—q2<0.

The first and third of these conditions is never satisfied as qo, 41, 42, g3 are non-negative for all n > 1, for all
0<0<L %, and for all 0 < x < Q. The second and fourth conditions lead to

1 1
E—Q+x<0 and 2Q—x—§<0
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Appendix C: Repetition Codes with the BB84 Signal States

for all n > 1, which are the same conditions obtained in §2.4.3 for the original unfiltered states. Therefore, for

all n > 1, the separability boundary for the class of states {péiﬂn Frefo,0) 18 1, just as for the unfiltered states.
Now,

det (p3fn,) = (4 — a3) (4 — ),
e 2

e | (ot )| =208+ 208 + 265 + 28 )
~ 2

Tr [(pg,x,az”) ] = 245 + 243 + 24041

Therefore, the condition (3.2) for the symmetric extendability of péiﬂn is

4/(— B) (a3 — 43) > 263 + 263 — dqoqn. (C.6)
Squaring both sides of this inequality and simplifying gives
73(491 — 293 — 4q071 + 3) + 93 (495 — 49091 + q3) < 0. (C7)

The thresholds Q;; are defined as the largest Q such that the set { péilmn }xe[0,q) does not contain a symmetrically
extendable state. To determine them, we must find for each n the largest Q such that the left-hand side of (C.7)
is positive for all 0 < x < Q, as positivity of the left-hand side of (C.7) means that péi/n is not symmetrically
extendable. Doing this for up to n = 40, we obtain the plot in Figure C.1. As with the six-state signal states,
the threshold increases monotonically with n, gradually approaching %

n

Figure C.1: Advantage distillation thresholds for the BB84 signal states from n = 1 to n = 40.
Indicated in yellow is the gap.

Like in the analysis for the six-state signal states, we want to determine the threshold in the limit n — oo
and confirm that it is £. Similar to that analysis, it holds that as n increases qo, g3 vanish more quickly relative
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to g1, g2, so that for large 1 the inequality (C.7) tends to —4goq1 + g5 < 0, which becomes after substituting the
defintions of 4o, 41, g2 and simplifying

—4Q"(1- Q)"+ (1 -3Q +2x)*" <0. (C.8)

Simplifying further leads to (1 —3Q + 2x)? < 47Q(1 — Q). Therefore, in the limit n — o0, we obtain (1 —3Q +
2x)? < Q(1 — Q). Simplifying this condition leads to

ho(x) = 4x* + (4 — 12Q)x +1—-7Q + 10Q* < 0. (C.9)

This condition is necessary and sufficient for pQ ., tobe symmetrically extendable in the limit n — co. We

would like to determine, in this limit, the highest possible Q such that pQ +q 18 not symmetrically extendable
forall 0 < x < Q. This means that we must determine the highest Q such that i1g(x) > 0 forall 0 < x < Q.

It holds that hg is a quadratic function of x and is convex (or “concave up”, which is due to the fact that
hy(x) =8 forall 0 < x < Q). Also, its vertex is at 5 2Q — 3, which is negative forall Q < 3, and the value of the
vertex is —Q + Q2. hg will be positive for all x if its vertex is positive, but the condition —Q + Q? > 0 leads to
Q < 0or Q > 1, neither of which are permissible. Therefore, in our interval of interest of 0 < Q < % the vertex
of hg will be negative, which means that for Fg to be positive for all 0 < x < Q both of the zeros of Fy must be

negative. The roots of Fj are
—(4-12Q) +4/Q(1-Q)
5 . (C.10)

The root with the negative sign is negative for all 0 < Q < 1, while negativity of the root with the positive
sign leads to 4,/Q(1 — Q) < 4 — 12Q, which has solution Q < % Equivalently, the root with the positive sign
is negative if and only if /1o (0 ) is positive, that is, when 1 — 7Q + 1OQ2 > 0. This holds for Q > 1, which is
not permissible, and for Q < 5, as before. This means that for all Q > 1 = there exists x € [0, Q] such that pQ R,

is symmetrically extendable, meaning that symmetric extendability Cannot be broken beyond i. We have thus
used our framework to reproduce the known result that for the BB84 signal states advantage distillation cannot
break the symmetric extendability of Alice and Bob’s initial correlations beyond £.
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Chapter 6 Proofs

Proposition D.1

For any simplex code 8(n,d, m), the resulting state pé% is diagonal in the m-dimensional Bell

Basis (6.5).

n d —d
PROOF: From (4.12), we have that the block M 8 s) has off-diagonal elements (%) (%) ! and diagonal
(0")

n
elements (%) , so that in general the elements of the Md ¢ block are

15 1-Q\" 1-Q\ ?/1-20\"
(pg'%)’z;’z:<2Q) <5k,é+(1—(5k,£)< 2Q> ( 2Q>> VO<k!<m—1.

For ¢ # 0", each block MS)S is diagonal since the strings of the set always have at least one common position
with a 1, so that the condition ¢ ® (P, @ Py) = 0"—the condition for non-zero off-diagonal elements—is never
satisfied.

Therefore, pélgs has the form

odk = Z(é%)kk\kwmz )3 (pé%
k(=0

)it k) (k.01 (D.1)
c#0" (k,0)e K0

(")
MQ,S Mg’)S/ C#Qn
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Writing the first term of this expression in the m-dimensional Bell basis gives

Z Z (pgs)k [@a1) (aslk k) (6P y) (P

0,0

&

27ibk 2mib’¢
11’ ’ % m 5kk+”f i O pral
m—1 m—1 . o1
AB _ 2mibk  2mib't
= Y % (0BR) e W budn [@us) (Pury
= 0
k(=0 u/ b= -0

m—1 m—1 n

1
=) < Q> O e e [Pop) (Po,y|
— oM

k(=0bb' =
@
m—1 m—1 n—d d
1 1—Q 1—2Q 2mibk Zmbé
+) ) m<2> < > ) (1= 0de)e " m e m |Doy) (Do
k,6=0b,b'=0
@
Now,
m—1 1 1—Q " m—1 27 b b/k m—1 1 Q
o= % +(559) (L) oo @oul = L (152) 100 (@l
bb'=0 k=0 b=0
mo‘b/h/
and
m—1 m—1 n—d d
1/1-0Q 1—-20\" _oniok 2mit'e
o= L ¥ (7)) (FFF) e
ki=0b,b—0 | 2 2

1-— nd s 20 d _ 2nmibk  2nib't
(2 > ( 5 > Opee” m e m }|¢O,b> (Do
49

= (1_2Q>n < 22Q> |Po,0) (Pojo| — mz—:l (T)n_d (1 _22Q> [Pop) (Popl

b=0

Therefore, the first term of (D.1) is equal to

rg [(1_2Q>n+(5b,om—1) <1_22Q>d (1_2Q)n_d] [ Do) (Pop! -

The second term of (D.1) can be written as

m—1 .
L L (088)y 0t = X (p83),, Ik0) (k.
c#0" (k,0)€d. kit kkéééo k¢

110



Appendix D: Chapter 6 Proofs

Writing this in the Bell basis, and using (pé%) i ( %) ’ (%) n_d, gives
Kt

m—1

Y (¢83)s ) ot = T () Bus) (@ualkl) (k0 (P
k(=0 k(=0 ab _, kot /
k¢ k#0 o' v 2mtibk 27ib’k

1
e Stkta et Sy

m—1 m—1 d n—d
Q 1— ]. 2mi b/
_ = i d YRy
)y Z(z > —en R D) (g
kA0

m—1m—1 m—1 d
Q 1 . 1 27t (4,

=Y. ) ) (2 T —en 0K Dy ) (P |

=1 k=0 b,b'=0 "

m—1 m—1 d n—d

Q 1-

_ Z <2 T (5b,b’ ‘q)g/,b> <q)€’,b”

=1b'=0

1 d "

m—1m—1 —d
= = Dy ) (P p] -
=1 b=0 < 2 2

Therefore,
e m—1 1 _ Q n 1 _ ZQ d 1 Q n—d
ol =Y [<2> +(5b0m—1)< > ) < > ) Do) (Popl
b=0
(D.2)
+ET(9) () 1o @al,
a=1 b=0

that is, pé% is diagonal in the Bell basis, as required. W

Proposition D.2

For any simplex code 8(n,d, m), the state pé is separable for all Q > %

PROOF: We first observe from (D.1) that the block M(QQ,HS) becomes diagonal after taking the partial trans-
pose, while the matrix elements previously corresponding to off-diagonal elements of M(QQHS) now become

off-diagonal elements of the blocks M( ) with ¢ # 0". All such blocks contain 2 x 2 sub-blocks supported
on orthogonal subspaces that can be dlagonahzed by the Hadamard matrix H defined in (6.1). In fact, all such

sub-blocks are the same. This means that the distinct eigenvalues of (p33) " are
()"
(59)" () = (52)').
() (@) - (=52

The first and second eigenvalues are never negative, while negat1v1ty of the thlrd eigenvalue easily leads to
the condition Q < 3, which is the range of values for which p B is entangled. p B is therefore separable for all
Q> % Since the simplex code § was arbitrary, the proof is complete [ |
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Lemma D.3

For all simplex codes, the roots of Ag; and Aj  are equal in the interval 0 < Q < %

PROOF: Let A, Agq and A be the eigenvalues of pélgs at the value of Q for which A9 = 0. Let Ag; be the
eigenvalue Ag; evaluated at that same value. From the expression of Aj g in (6.19), A1 = 0 gives us

19y m—1 4% *
1 — oo — S Aoa A

=+
Mmoo Az Az (m—2)A%, + m(m — 1A
0,1°%0,0 0,1 1,0

=0.

This leads to
)\8]0 + (m - 1))\6,1 - m/\io - 2@ / )\8/1)\8,0 + (m - 2))\6,1 + m(m - 1))\?{,0
= Ao — 24/ A51A80 + A1 = mPAT
2
= (50— A1) = mAig
= /M50 — /Ao = Ty /AL
Since Ag > Ag, for all simplex codes forall 0 < Q < %, we have that , //\3,0 — /)La] =m /\T/O. Now,
Ao — Aoa
2, /AT oA+ 2(m—1), JA Ao+ m(m — 2))\1‘,0
and using , /A \/Ao = My /Af o, we obtain
* * * * 1 *
20/ M oAb +2(m — 1)\ JAT gAG, +m(m —2)A1 5 =24 /A] < Ao+ (m—=1)4/A5, + Em(m —2), //\1,0>
* 1 * *
\/ Ado \/ ) <\/ ot ( A1 T *(m -2) (\/ Ao — \/ A0,1>)
(/250 +my /28, o= 5/ X1 = /Moo + 28)

Aal - 1 —

I
SERNIERR SIS S
/N N VS

>

O—)&

O

>

O*

=

= W—W 5 (V0 + Asl)
= ( )‘3,0_ /\31) ( Ago T+ Aél)
=Moo — 7\3,1
Therefore, N -
R

as required. W
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Linear Codes

We consider here general linear codes, which we recall from §4.1 form a (linear) subspace of the vector space
of the n-bit strings, that is, they are closed under the bitwise-XOR addition . We will let P denote an arbitrary
linear code of size 2" for some m < n, and we will consider the two cases of Alice and Bob both post-selecting
on P and of only Bob post-selecting on P. The corresponding filtered states have a much more general struc-
ture than the states from Chapters 5 and 6, and there are no known analytical results about their symmetric
extendability. In particular, there is no analytical approach to determining the thresholds Q5, and the channel
Trg, alone might not construct a symmetric extension of pQ at those thresholds. Therefore, the special map
N o Trg, might not construct a symmetric extension of the filtered states throughout the gap. Nevertheless, we
will determine the structure of the filtered states and determine the eigenvalues of J(N) so that it is possible to
determine whether or not the special map will work for a given linear code.

Throughout this chapter, we will let Bin, (k) stand for the n-bit binary representation of the decimal num-
ber k. For example, Binz(5) = 101. Also, for non-negative integers x and y, we will let x & y denote the unique
non-negative integer satisfying Bin, (x @& y) = Bin, (x) @ Bin, (y), where n is the smallest block size such that
both x and y can be represented as n-bit binary strings.

E.1 Post-Selection by Alice and Bob

When Alice and Bob post-select on the same linear code P of size 2" for m < n, it holds due the closure of
linear codes that the sets € and J, defined in (4.13) and (4.16), respectively, satisfy:

1. =P
2. |9| =2"forallc € C.

In other words, each block M (QC)

can be labelled by a codeword in P, and the size of each such block is 2™ x
2™. Furthermore, since d; = dz = 2", we can think of the filtered state p %, € D(C?" ® C?") as residing

in the space D(((C2 CHe((C C2)> of a pair of m qubits through the isomorphism |a,b)

m times m times

|Biny, (a), Bin,, (b)) for all 0 < a,b < 2™ — 1. In other words, after post-selection, Alice and Bob effectively hold
m qubits instead of n that they had initially.
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For convenience, we will always assume that the codewords in P are ordered such that
Pi@Pj:Pi@j Vogi,jgzm—l. (E.1)

With this ordering, the set Jp, = {(i,])|P; ® P; = P} can be written as Jp, = {({,{® k) : 0 < £ < 2" —1}
forall 0 < k < 2™ — 1. This ordering of P can be achieved in the following way: pick any (ordered) basis
{B1,By,..., By} of P. We then let

Py = (Biny, (k) )1B1 @ (Biny, (k) )2B2 @ - -+ @ (Biny, (k) )mBn V0 <k <2 —1.
Then, it holds that

Piee = (Bing, (k@ £))1B1 @ (Bing, (k ® £))2By @ - - - ® (Biny, (k ® £)) B
= ((Biny (k))1 @ (Biny, (£))1) By @ ((Biny(k))2 @ (Biny,(£))2) B2 @ - - - & ((Biny, (k) )m © (Biny,(£))m) Bm
= (Binu(k))1B1 © (Biny(k))2B2 @ - - - @ (Biny (k))m By
@ (Biny(£))1B1 ® (Bing (£))2By @ - - - @ (Biny (£))mBm
=D D P,

as required.

Proposition E.1

For any linear code P, the resulting filtered state pé%, satisfies
(085) woprer = (085) ., YOSk K, £,j<2"—1. (E.2)
I ESVEY, Ko
In particular, the state can be written as

27" 1 2?’" 1

08 =L ¥ (085) e lkke i) (LI,
j=0 k=0 tro;
Additionally, the matrix V such that VpAB vt = @it M(QP’;) = Y2 U k) (k| @ M 92 can be
written as
21
V=Y |kt L&kl
k=0

PROOF: The fact that <pé%) kojlej — <Pé%>> o follows from the definition of the matrix elements of pé%} as
Kejl'aj K,
written in (4.12) and from the fact that Pyqy = Py ® Py.

Next, as described above, by identifying the blocks M (ch)fp with the codewords of P, and using the fact that
Jp, can be written as Jp, = {({,£ @) : 0 < £ < 2™ —1} forall 0 < j < 2" — 1, we have by (4.15)

A~B 2”171 2”1 71 AB
PoP = 2 Z (pQ,fP)k,kéBj kkoj) (L],
=0 k=0 (o)

as required.
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Finally, letting V = ,%né o1k, 0) (€, € k|, we get

2m—1 2m—12"m—1

AB vt _ AB
Vp Q,U’V - Z Z Z (P QJ’) k kol
i,j -0 =0 k(=0 Ll

i'j
SRR S
o/ el
=X X L (PQ?M@@/ jkSjcikordepduae pai li ) (]|
i,j OK’:OkZ 0 Ll
Z/]/i
21212l
=3 ) ) (pQBfP)k,keé/ Skavi ke St gt i, k) (', €
N e’ e’

./‘

i) (j@ilk k@ ) (L Lol j &) (i

1,i'=0 ¢'=0 k(=0 el
S0 Yk 8y Ve
m_qgm_q1
= Z Z (PQ?)kka:z 6ir |i, k) <Z
i,i'=0k =0 (®i
om_q om_q ~
, A~
= L e X (k). ko
i=0 k(=0 S,
My
m_q
Z |#) ‘®MQ ps

as required. W

The matrix elements of the blocks M g ’52 from the previous proposition are equal to

(MS?;})[ — (pél%,)ﬁ% VO< 60 k<2m 1. (E.3)

Proposition E.2

Forall 0 < k < 2™ — 1, the blocks Mg kgz satisfy

(Mg’g.?) (MY >)(},€@j' Vo<, j<2m -1, (E4)
2

PROOF: Follows from (E.2) and (E.3). W

The proposition above states that the blocks M(Pﬁp) are essentially “translation-invariant” with respect to
the addition @. They are fully specified by their first row, since

(Mgy) = (Mg’g)é% = (Mgh) , vo<ge<am-1

QP )¢
l =

The following useful lemma tells us how to diagonalize any matrix A with such a translation-invariance prop-

erty.
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Lemma E.3

Let A be a 2™ x 2™ matrix for some m > 1 satisfying

A;@/:Ag@j VOSK,E/,jSZm—l. (E.5)

U®j

It holds that
H®"AH®™ = D,

where H is the normalized Hadamard matrix H from (6.1),

1 - 111 1
H="7H="7 : E.6
V2 V2 {1 —1] (E.6)
and D is the diagonal matrix of eigenvalues {Ak}iia 1
1 o
Ae=Dy= Y (~1)PmOBmB4) vo <k <2m -1, (E7)
/=0

PROOF: Writing H as

1 ..
H= 2= 3 (<171 4]

1,j=0
we have that 1
1 - i -Biny, (¢/
i B (OO g (], 8
0,0=0

where we recall the dot product - on binary strings defined in §4.1. Since A L= Agejforall0 <j<2™ —1,we
4 Ugj

can write Ae[,/ = Aéo forall0 </, ¢ <2m —1,s0 that

.
21
A= "
Easne
Now, the rows {|v;)}2" ;! of H®™, defined by
|vk> — H&m |k> _ 1 zmz_l(_l)Binm(()-Binm(k) |£>
(V2 =
satisfy
A= T Ay (-1 OmO ) (7))
V) = 0 —1)Pmm (L) by 1 i
i 1 (V2)" AN
51,
N 1 Bin (¢)-Biny (k)
— A,O (_1) in,, (£)-Bin,, .
L\ & 7
2'”2—1 (2"12—1 1 (1)Pn() B (k)>
= Ag(—1)Bimm(€])Binn(b) ) |7y
= \ i (V2)m
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Then, since
Bin, (¢’ @ j) - Biny (k) = (Bing, (¢') @ Biny,(j)) - Biny, (k) = Bing, (¢') - Bing, (k) + Bing,(j) - Biny, (k),

where the addition + in the above equation is modulo 2, we get that

1 [2m-1 . 1 o
A v = AO(_DBmm(E)-Bmm(k) (_1)B1nm(])~Bmm(k) .
1

om_q 2m__1
_ _ 1) Bin (&) Bin (k) 4 — 1) Bin () Bin (k) |7
(Z( ) o) | E Y )

=0 j=0

Ak |ok)
= Ak |vk)

which means that H¥" AH®™ = D, as required. W

By using from (E.8) the fact that

(_1)Binm(l)‘Bin,,,(£’) _ (H@m)[ V0 < £,£I < om _ 1,

Va

observe that the eigenvalues (E.7) can be written as

Ao A8

Aogend, A | M| =]
Agm_q 0

21

An expression of this type is called a Hadamard transform. Therefore, the eigenvalues of any matrix A with
the translation-invariance property (E.5) are simply given by the Hadamard transform of the first row of the
matrix.

Using the fact that the blocks of pégy have this translation-invariance property, and the previous lemma,
we obtain the following.
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Theorem E.4

For any linear code P, the resulting filtered state pé%, is diagonalized by WV, where

2m_1 2m—1
V=Y |k ltokl, W= H*"
k(=0 k=0

. m
The eigenvectors {[vg,)}7, g of p3% are

1 2m_—1 .
‘Uab> _ Z (_1)Blnm(b -Biny, (¢ ‘él @ > VO0<ab<2m_1, (E.9)
' (V2)™ =

and the corresponding eigenvalues are

27‘”_1 s
Aap = Z (_1>Bmm(b)-Bmm(f’) (Pé%)) g VO<ab<2"—1. (E.10)

=0 v dea

Proposition E.5
The eigenvectors {|vy /) i’;;(l) of pé% in (E.9) have the following properties:
1. |vop) = |Pop), where |Pg o) was defined in (6.6).
2. Forall0 <g,b<2™ -1,
[vap) = (lezn © U(a)V (b)) [v00) ,
where U(a) € U(C?") and V(b) € U(C?") are unitary operators defined by
U(a) |6) = |[(@a) YO0<la<2"—1 (E.11)

and
V(b) |£) = (—1)Bna®)Bina(0) 19y o < g,p < 2™ —1. (E.12)

3. TI‘B [|Z)k,g> <Uk,g|] = 27']114 forall 0 < k,f < 2m — 1;
4. Viewed as vectors in the space of a pair of m qubits,
|vk,f> = W(‘:BXLy1> ® ‘,sz,yz> K ® ‘Ime/ym>)’
where x = x1x2 - - - Xy, := Biny,(k), ¥ = y1y2 - - - Y := Biny, (£),
Boo) = |®7), [Boa) = |®7), [Bro)=[¥"), [Br1):=[¥") (E.13)

are the two-qubit Bell states from (2.22), and W is the operator on m pairs of qubits from
(4.4). Furthermore, viewed as operators on the space of a pair of m qubits,

U(k) = (0x)* and V(l) = (0z)Y VO<k¢<2"—-1.
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PROOF:

1. Follows from substitution.
2. Follows from substitution.

3. Wehaveforall0 <k, ¢ <2m_—1

2m 1
1 in, -Bin,, (7 in, in,
0k.0) (Oke| = Z 271(_1)B 1 (€)Binyy, () +Biny, (£)-Biny, ( ‘] ]@k></ y
jij'=0

so that

2L i () B ) Bin (1) Bin L
Trg [|vke) (viel) = ). 271(—1)“”‘(6) i (7) + Bin (O Binu (1) 5. o 1) (|

=0

1 2m_1

= om
=

(_1)Binm(é)Binm(j)-l-Binm( -Biny, (j |]>< |

1Vj
1 2m—1

ZI]

as required.
4. This follows from the isomorphism |k, £) <> |x1,X2,..., Xm, Y1, Y2,...,Ym) and the fact that

1
[Bxa) = Z( DY eox) VO<xy<l ®
l 0

The last part of the proposition above tells us that the states p‘é%) are unitarily-equivalent to multi-qubit
Bell-diagonal states. The symmetric extendability of such states was examined extensively in [Myh10] using
the symmetries of the states but without reaching a full resolution in terms of some necessary and sufficient
criteria except in the case m = 1, which is covered by (3.2).

Proposition E.6

The states pégy are invariant under U(a)V(b) ® U(a)V(b) forall 0 < a,b < 2™ — 1, that s,

(U(a)V(b) @ U(a)V ())pd(U(a)V(b) @ U(a)V (D))" = gl VO<ab<2m—1.
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PROOEF: First, forany 0 < a,a’,b,b’,k, ¢ < 2™ — 1, it holds that

(U(a)V(a') @ Ub)V(V)) [oke)
1 2=t

(vV2)"

= ( )m Z (_1)Binm(j)-Binm(€EBa’8b’)(_1)Binm(b -Biny, (k ’] ©a, ]@k@ b>
i=0

— ( 1 )Binm (V') -Biny, (k) ( _ 1)Binm (a)-Biny, (¢da’ ®b’)

(_1>Bin,,,(j)-Binm(£)(_1)Bin,,,(a’)-Binm(j)(_1)Binm(b’)-Binm(j€Bk) |] ® ll,j oka b>

N

—.
o

-5

S

1 2m—1

(ﬁ)m ZO (_1)Binm(]")-Binm(éG}a’@b’) U/, ]'/ D k D b>
j=

‘ Ukgash tea ab! >
_ (_1)Binm(b’)-Bmm(k)(_1)Binm(a)-Binm(£eaa’@b’) |Okesaeob, voaon) -
Therefore,
(U(a)V(b) @ U(a)V (D)) |vk,e)

. . . E.14
— (_1)B1nm(b)'Bmm(k)(_1)Bmm( )-Bin, (€) |Uk€> VO <abkt<2m—1. ( )

Writing pé% in its spectral decomposition therefore gives us

(U(a)V(b) @ U(a)V (b)pah (U (a)V(b) @ U(a)V (b))*

S A U@V () © U@V () fone) (0] (U@ V(D) & Ua)V (B))
k=0
2m—1

= Y Mo lore) (vi

k(=0
_ AB
= PQ, P/

as required. W

Both the block structure and the property (E.2) of pé% are implied by the proposition above since for all
0<k LK, 0<2m—1

(pé%)klf/ (k01 p5%
= (k,£| (U(a)V (b) @ U(a)V (b)) o5 (U(a )V(b)®U(a)V(b))+ K0
(— 1)Bm,,,(k®é®k/®€/ ‘Bin (b) ( 8 ) 0<ab<2"—1.

)

kda,lda
k' ®a,l'®a

Taking b = 0 gives (E.2), while taking a = 0 gives
(pé%))k%/ = (_1)Binm(k€a€®k’®£’)-Binm(b) <pé%)k]§§/ VOo<b<2m_1.
This implies that

1 2m—1

AB _ Bin,, (k@K ©¢')-Bin, (b) ( AB _ (,AB
<pQ,T) KT om (—1)Bml ) Binn ®) (pQ,CP> Kt = (PQ,TP) ko Okatkae,
K0 b=0 K K0

/

2"tk at 072" Ok ot
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which is precisely the statement of the block structure of the state from (4.12).
Now, by using (3.11), it holds that the Choi representation of N corresponding to the special map is
m_ m_ sz:l 1A b(71)Binm(b4£ﬂ)»Binm(k)+Binm(£)«Binm(aéBk’)
NZZ,,l 21<a,b02 wbr ow o) (vp p|,
]( ) Zk =0 |:Zk,g_0 Zi’,bto \/m ‘ K0 > < k' 0 ‘
21

where {A,}5,— and {‘vk’,f’>}i;n(_/i0 are the eigenvalues and eigenvectors defined in (E.10) and (E.9), respec-
tively. It is straightforward to show from this that N is trace-preserving.

(E.15)

As with the eigenvalues of péép, we have that the eigenvalues {Au,v}g,ﬂv;lo of J(N) can be written as the
following Hadamard transform:

A = H®"D,
where
Aoy Do,
. Ao . Dy, HE2m)
A= ) , D= ) , Dyo= HZ " ke
( He2m(Heamy/% o [ezm \/X))
Azm _ Lzm -1 Dzm _ Lzm -1 é’k
and
Ao,0 VMoo
= | M| vEs | Vi

7 . 4

Agm_1m_1 VAam _1om 1

and o is the Hadamard product defined in (4.25). The form of the denominator of the elements of D follows

from the fact that
om_q

a,b/Na =2" A A ’
Y S AapAaskper = 2 (H®ZM(H®2"1\/X o H¥2m \/X))M
a,b=0 ,

which is straightforward to verity.

E.1.1 The Corresponding Channels
By using from Proposition E.5 the fact that
1
Trplloe) (veel] = 55a VO<k£<2"-1,
it holds that after normalization, Trj [pé%)] = 514, so that the CP map ®gp € T($4,95) corresponding to

pé’B;P is (after normalization) in fact a channel. Its Kraus representation can be obtained from the following
general fact.
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Proposition E.7

Any map @ : L($H4) — L($p) withdy = dg = 2™ for some m > 1 such that its Choi represen-

tation is of the form
2m_1

J(@) = Z Pap [Vap) (Vapl

a,b=0

(thatis, J(®) is diagonal in the basis {|v, ;) %;g) has Kraus representation
1 2m_—1 N
(X) = 5 ) Pap(U(a)V () (X)(U(a)V (b))
a,b=0

forall X € L($4).

PROOF: Using the fact that
|Up) = (la @U(a)V (D)) |Poo) VO0<ab<2"-1

and that

|®o,0) (Poo| = Ziml(ﬂum)) = (L4 @ U()V(1))] (Ii(s,) (La @ U(a)V (b)) = J(U(a)V (b)) (-)(U(a)V (b)),

we get that
21
J(@) = 2im ;0Pa,b]((U(a)V(b))(-)(U(a)V(b)V),
so that

D(X) =Tra (X" @ 1p)] (P)]
1 21

=55 L papTea [(XT @ 1) [((U@V(D))(-) U@V (0))]

a,b=0

(U(@)V () (X)(U(a)V (b))*
1 2m—1

= 5 2 Pap(U(@V(0)(X)(U(a)V(b))",

a,b=0

as required. W

By the proposition above, the filtered states pé% formed from a linear code P correspond to the following

set of CP maps,
21
Dop(X) = Y Ak (U(K)V(£)) XUKVEN" VX eL(y), (E.16)
k(=0

where the eigenvalues {A;; : 0 < k, £ < 2™ — 1} were defined in (E.10). They are covariant under the operators
{U(a)V(b): 0 <a,b<2™—1}, whichis to say that forall X € L($4)

U(a)V (b) @ (X)(U(a)V(h) = gy (u(a)V(b)X(u(a)V(b))+) VO <ab<2m—1.
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Proposition E.8

The set of operators {U(a) : 0 <a < 2" —1}and {V(b) : 0 < b < 2™ — 1} defined in (E.11)
and (E.12), respectively, have the following properties:
1. U(a) and V(b) are Hermitian, satisfying U(a)? = V(b)? = 1, forall 0 < a,b < 2™ —1;
2. U(a)V(b) = (—1)Binn(@)Binu(®) V7 (b) U (a) forall 0 < a,b < 2™ — 1.

3. U(a)U(a') = U(ada') forall 0 < a,a’ < 2" —1and V(O)V (V') = V(b V') for all
0<bb <2Mm—1.

4. Theset {U(a)V(b): 0 < a,b < 2™ — 1} is an orthogonal basis for L(C?").

PROOEF:

1. This is clear by writing U(a) and V(b) as
2m—1 2m—1 . .
Ua)= Y [t@a)(¢| and V(b)= Y (—1)Bim®BinalO 10y ) vo<ab<2m—1.
=0 (=0
2. Holds by straightforward computation using the forms of U(a) and V() above.

3. Follows by straightforward computation.

4. Firstly, there are (2™)? operators in the set {U(a)V(b) : 0 < a,b < 2™ — 1}, which is also equal to the
dimension of L(C2?"). Now, let X, ;, := U(a)V (b). Then,

21 , 21 , o
Te[Xop] = Tr [U(a)V(b)] = Te | ) (~1)P PO jjga) (j| = ) (~1)Pm O Bmllg,.,
j=0 j=0

om_1 .
— 5up ¥ (—1)Binm(E)Bin()
j=0

= 2"84,00p,0-
This means that
Tr[X; y Xea] = Te[V(0)U(a)U(c)V ()]
=Tr[U(a@c)V(bdd)]
= zméa,céb,d VO S a, b, C,d S 2m 1.

which means that {X,;, : 0 < a,b < 2™ — 1} is an orthogonal set'. Consequently, it is linearly indepen-
dent. Since it also contains (2")? elements, it necessarily spans the space L(C%"). H

The last part of the proposition above implies that any operator X € L(C?") can be written in the basis
{U@)V(b):0<ab<2"—1}as

1 2m_1

X=5r ¥ ag(XOU@V(D), ag(X)=Tr [x*(U(a)V(b»}.
2 a,b=0

IFor any complex Euclidean space $, the inner product on L(§)) being used here is the Hilbert-Schmidt inner product defined as
(A,B) = Tr(A'B) forall A,B € L(%).

123



Appendix E: Linear Codes

As well, any operator X € L(C?" ® C?") can be written as

2m_—1
X = (2’1")2 bz tyg (X)U@V (D) O U@V (), 2y (X) = Tr [x* (U(a)V(b)@U(a’)V(b’))].
ali:b’:O / /

E.2 No Post-Selection by Alice

We now let Q be a linear code and let P = B, be the set corresponding to no post-selection by Alice. The
following facts then hold about the corresponding filtered states p/ 0, ( 5,0)"

1. € = P, which follows from the fact that { P, & Qé}Zn L= Pforall0 < ¢ < 2™ —1. So the blocks M(Qc)(gn 0)
can be labelled by the elements of B,,.
2. |9c| = 2" for all ¢ € C; in particular, without loss of generality, we make take
Ip, = {(Dec(Qy) &k 0)} ;8 VO<k<2'—1,

where Dec(Qy) is the decimal representation of Q,, which follows from the fact that forall0 < ¢ < 2" —1
Qe = Ppec())-

3. The matrix V such that VpQ (B Q @in ! M (B )B 0) is given by
2"-12"-1
V=12 ). Ikt)(Dec(Qy) &k,
k=0 (=0
with .
(P) Ty () (P) _ (4B
MQ,IE%n,Q) o Z (MQ,IEBH,Q)>[ 1£) <€/ ’ (MQ]EBH Q)) ¢ <PQ (B, Q )) Dec(Q)®k,( *

L0'=0 Va4 I4 Dec(Q )@k,

As in the previous section, it holds that

() _ (™ - "
(MG, Q)MJ — (MQ,'ZIBWQ))[@ VO< O, j<2m—1,V0<k<2'—1,
®j [

which means that M

0, ()2“3,1 0) is diagonalized by H*™ for all 0 < k < 2" — 1. Consequently, the following holds.
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Theorem E.9

The state pA 0, (3 ) 18 diagonalized by WV, where

on_12m_1q om_1q
V=Y Y k0 (Dec(Q)) @k t|, W= H™"
k=0 (=0 k=0

The eigenvectors {|v,;) : 0 <a <2"—-1,0<b <2" —1} are

1 2m—1

oar) = g L (F1)P P Dee(@) @ a.6), (E.17)
=0

and the corresponding eigenvalues {A,,:0<a <2"—1,0<0b<2" —1} are

2m—1

Aap =), (—1)Birn () Binn(£) (PS?(%H,Q)) w (E.18)
/=0 Dec(Qy)®a,l

By using (3.11), it holds that the Choi representation of N corresponding to the special map is

_ om_ 1 o T2 Aec(0y youp (—1)Binm (0) Binm (ses) (_1)Binn(Z’)»Bin,,(Dec(QS;)éBu)
](N) B Z |:22m Z ' [/ ( } UDeg(Qs)ﬂéu,DeC(Qs/)eu X (—1)Bin,,,(v)-Binm(5@5’) |vu’v> <vu,v‘ ’ (E19)
where
om__q . ) . )
O—a,al = Z (A(DGC(QS> P a/’DeC(QS) ) a))/s, (_1)Blnn(s@€ )'an(u) Y0 S El,ﬂ/ S 271 _ 1, (Ezo)
?,s=0 .
where
27?’! 1 ’ n
) 1 )Bin (b0 Biny, (50 VO<kKk <2"-1,
(A(k,K)) Z \/ Ak (—1)7" in((SF) VO< L0 <om—1 (E.21)

bb’

and {A;,:0<a<2"—-10<b < 2" — 1} are the eigenvalues of pQ (B ) Itis straightforward to show from
this that N is trace-preserving.

E.2.1 Repetition Codes

Using the formula in Theorem E.9, the eigenvalues of p2 Q (93 x,) are

Map = <%>|Pa| (#y%lpal n (%)n*\m Op, 0 V0 <a<2"-1. (E.22)

| Pal _ n—|P| _ n—|Pa|
b= (8] (58) ™ - (59) "

Note that the eigenvalues Ago, Ao1, A2n_19 and Ay_11 coincide with the eigenvalues (5.1) of the state pé%
obtained from post-selection by both Alice and Bob on R;,.
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Using the formula (E.19), then, the eigenvalues of the Choi representation of N are

A 1 Z Zl’ b=0 ADec(Qe/)EBu b( 1)b-(s®s’) (_1)Binn(E’)-Binn(Dec(Q//)EBu) (_1)0-(5695/)
uoy =
s s'= ODec(Qs)@u,Dec(Q, ) du

1 [(Au,o + Ay + (= 1) BB (A0 00 + Apn16u1) )

4 Ou,u

Ou2n—1du

(o1 (Au,o — A — (—1)Bina (D Bina() (A, oo AZ”—l@u,l))

+ (=) Ao — Ay 4 (—1)Bm OB ) (A5, 100 — Aan_1u,1)
021 _1q®u,u

n Ao + Auq — (—=1)BimaDBina G (A0, 1o o4 Agn 1)
O2n _1®u2"—16u

forall0 <u <2" —-1andforall0 < v <1, where
Ua,a/ = (A(ﬂ/,a))g 4 (_1)Bil’1n(1).Binn(g’) (A(a/,a))(l)
+ (_1)Bi1‘1;1(1)‘Binn(a/) (A(zn -1 D a/’zn -1 EBLZ))(l) + (A(zi’l -1 @ﬂ/,zn -1 D ﬂ))%

forall0 < a,a’ <2"—1, where

forall0 < k, k' < 2" —1.

Straightforward calculations using (E.21) show that
(400 = 3 (Voo + Vi)
(VAo —viar)
(VA 10+ VA2 11)2,
(VAz1 - ¢A2n_1,1)2,
(\/A00+ \/Am) (\/Azn 0+ Az 11)
(N—W) <\/)\2n 10— v/ Azi- 11),
)
Vo)

(A(0,0

0
1

0
0

=)
I

0 —
0

0
1

)
)
)
(A(0,2" =1))g =
)
)

(A(2" —1,0

%\H%\H%\H%\H%\H%\H%M—\rp

oo

(\//\2"71,0 + \/)\2"71,1) (\//\00 + /Ao
VAzi_10 — /A 11) (\//\0,0— 01

—~
S
—~
N
=

|
-
O

=y

7

[y
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which leads to

1
000 = 5 (Ao +Aog +Agn10+A2n_11),

0o2i—1 = \/Am_10A01 + /Aar—11A00,
o210 = \/AopAa—10 + VA1 A2 11,
o111 = \/Ag_10 11 + /Aopron-

Therefore, the eigenvalues { Ao, Ao1, Aon_10, Apn_11} are equal to

Agg = 15 n Ao —Aog — A0+ A1 Aoo — Aot +Azo10 — A1
T4 VA2 —10h01 + Am—11A00  /AopAan—10 + /AoiAn—1a
n Aoo +Ao1 — Aan_10 — Aon_11
VA 10211 + v/ Aooror )
(E.23)
Agy = 1, Awo—Aor—Ae1otAz1n - Aoo—Aoa +Azr10 — A2e1n
T4 VA2 _10h01 + /Az—11ho0 VAooAz—10 + /AoiAai—1a
n Aoo + Ao1 — Aan 10 — Aan 11
VAr_10Am 11 4+ v/ Aopron )
Agr1o— 1 Apn_10—Aoo+Am—10 —Ao1 | A0+ Aop —A2ei1 — Aoa
T4\ VApoipAeo1 +VAopror AooAi—10 + v AopAe—
Am_10— Agog — Ao A
4 A1 0,0 n-11+ Ao 2]
VA2 _10A01 + /A2—11M00
(E.24)
Agr_ 11 = 1 (A0 =Moo+ A1 — A1 Apo10+Aop — A1 — Aoa
A\ VAo10deo1 4 /oA VAopAa—10 4+ /Ao1A2i—11
_ A1 — Ao —Amo11+Aoa )
VA2—10A01 + /A2i—1,1A00
Using from (E.22) the fact that Apn_19 = Ayn_1 1, the eigenvalues written above simplify to
Agg = 1 n 1 Ao — Aoa 1 A0+ Ao1 — 2201
T2 2 Au_19h01 + v/ Aa—10h00 4 A1+ y/Aooros
1 1 Apog — A 1Ago+ Agr — 2Am_
Mgy =11 00 — Aoa 1 A0+ Aoa 210 (E25)
2 2 /An_10M01 + A Ar—10ho0 4 A0+ Aopdon
1 12Am_19—Ago— Aoa
Non 19 =5+~ : : == Ao q11.
24 Apiq0+ /Moot

These are exactly the same as the eigenvalues (6.17), (6.18), (6.19) (with m = 2) of J(N) (equivalently, A1, A, Az, Ay
from (5.8)) obtained for p‘éﬁkn.

The remaining eigenvalues Ay, for1 < u < 2" —2and 0 < v < 1, have a relatively simple form.
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Lemma E.10

Forall1 < u < 2" —2,itholds that

Q‘Pu|(1 _ Q)n*\Pﬁ (E26)

Au,O = Au,l = Q‘Pu|(1 _ Q)n—|Pu| + Qn—\P,J(l _ Q)‘Pu| .

PROOF: We start by observing from (E.22) that

Pl 11— o\ IR
Au,O = Au,l = <g> <2Q> , V1 <u< 2m 2,

Then, the general expression for the eigenvalue A, , can be simplified to

Au,v =

1 2)%1,0 + 2(_1)Bin,,(1)~Binn(u)A2n71@u,0 N 2/\%0 _ 2(_1)Binn(l)'Binn(u)/\Z”fleBu,O
4 Ouu 021 _1®u,2"—1du ’

Since forall 1 < u < 2" — 2 it holds that

(Au,O + (_1)669(//\%0) = Au,O(Sé,ﬂ’/

N =

(A(u,u)), =

Vi

we have that
Cuu = Ao + A 1@u0 = O —1gu2i—1ou V1 <u <2 -2,

Therefore, A, simplifies to

/\u,O
/\u,O + )\2” —1®u,0

Ay = VI<u<2'—-2,v0<v<1,

which further simplifies to the required form. W
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